Computer
Sciences
Department

Understanding the World’s Worst Spamming Botnet

Tatsuya Mori
Holly Esquivel
Aditya Akella
Akihiro Shimoda
Shigeki Goto

Technical Report #1660

June 2009




Understanding the World’s Worst Spamming Botnet

Tatsuya Mori Holly Esquivel Aditya Akella
NTT Laboratories UW - Madison UW - Madison

Akihiro Shimoda Shigeki Goto
Waseda University Waseda University

ABSTRACT ming to template-based spamming. These new sophisticated

On November 11, 2008, the primary web hosting company, user interfaces_play a key roIe. in t_he efficiency of dissemi-
McColo, for the command and control servers of Srizbi bot- nation mechanisms in spamming infrastructures [8]. These

net was shutdown by its upstream ISPs. Subsequent redmprovements have lead to an exponential increase in spam-

ports claimed that the volume of spam dropped significantly MiNg capabilities. For example, “Srizbi” is claimed to be
everywhere on that very same day. In this work, we aim capable of sending 60 billion spam messages per day, which

to understand the world's worst spamming botnet, Srizbi is more than half of the total 100 billion spam messages sent

and to study the effectiveness of targeting the botnet's-com Per day on average [9]. According to a more recent report,
mand and control servers, i.e., McColo shutdown, from the t0day’s newest spamming botnet, “Conficker”, consists of
viewpoint of Internet edge sites. We conduct an extensive Mre than 10 million infected hosts all over the world and
measurement study that consists of e-mail delivery logs and¢0Uld be capable of sending out 400 billion spam messages
packet traces collected at four vantage points. The totarme P€r day [2]. These large global-spamming infrastructures
surement period spans from July 2007 to April 2009, which Nave traditionally been hard to stifle.

includes the day of McColo shutdown. We employ passive In late 2008, a bold and drastic action was taken to con-

TCP fingerprinting on the collected packet traces to idgntif (@in the world's worst spamming botnet, Srizbi. On Novem-
Srizbi bots and spam messages sent from them. ber 11, the web hosting service provider, McColo, was shut

The main contributions of this work are summarized as 90Wn t‘)‘y its two upstregm',ISPs. McColo is known as a so-
follows. We first estimate the global scale of Srizbi botmet |  c2lled “bulletproof hosting” company because it allowes it
a probabilistic way. Next, we quantify the volume of spam customers to bypass laws regulating Internet content and se

sent from Srizbi and the effectiveness of the McColo shut- Vices: McColo also allowed these customers to remain on-
down from an edge site perspective. Finally, we reveal sev- line regardless of complaints. The company hosted the C&C

eral findings that are useful in understanding the growth and S€TVers for major spamming botnets, including Srizbi [3].
evolution of spamming botnets. We detail the rise and steady”Accordingly, as many operators and researchers expetted, i

growth of Srizbi botnet, as well as, the version transitién o IS Widely reported that the volume of spam dropped from 50
Srizbi after the McColo shutdown.

to 75 percent on the very same day [3, 14].

Although recent measurement studies report that spam vol-
ume has returned to pre-McColo shutdown levels [14], the
1. INTRODUCTION temporal but great success of the shutdown indicates tisat th

Over the past few years, the volume of e-mail spam has unprecedented and drastic move was effective. This action
grown significantly to the point it is no longer just a nui- allows us to better understand the larger picture of spam-
sance. Some reports suggest that as much as 90-95% of alining botnets and the way in which they can make transi-
e-mail sent or received today is spam [1,6]. E-mail spam hastions, which is crucial to building an effective and sustain
evolved along many dimensions in recent times, and is em- able anti-spam solution. As a first step toward this goal, we
ployed to conduct numerous subversive and illegal actigiti  aim to understand the world’s worst spamming botnet, Srizbi
such as financial scams, phishing, and propagating malware and to study the effectiveness of targeting the botnet’s C&C

Recently, botnets have been widely used ascalable servers (i.e., McColo shutdown). We also look at the long-
andelusiveapproach to disseminating spam messages. Theterm trends of Srizbi to study how the botnet has grown and
bot on the infected host sends out spam messages triggereévolved.
by instructions from spammers who purchased access to the We conduct an extensive analysis of e-mail delivery logs
botnet. Spammers send the instructions from the commandand packet traces collected at four different vantage point
and control (C&C) server via IRC channels. Recently, spam- across two countries: US and Japan. We also use publicly
ming botnets have made the transition from proxy-based sparavailable packet traces published by MAWI [12]. The four



locations consist of four different types of Internet edigess

namely, an enterprise network, a campus network, a leaf Table 1. Total measurement periods of data sets.

. . . ) | tcpdump SMTP log
site of a scientific research network, and an international UW | Feb 9, 2008 — Jul 11, 2008 | Feb 1, 2008 — Apr 30, 2008
backbone link used by several research organizations. The  corp | AP 72008 -Jul 31,2008 | Apr7, 2008 - Jul 31, 2008

. . . Dec 26, 2008 — Apr 17, 2009 Jan 1, 2009 — Mar 31, 2009
total data collection periods span from July 2007 to April GEM Aug 1, 2008 — Apr 30, 2009

2009. The spam volume changes between the pre- and post- _MAWI | Jul 1, 2007 — Apr 27,2009 | —
McColo time period can be studied from our data sets.

To detect the spam traffic from Srizbi bots, we leverage
a TCP fingerprinting technique, which can identify the op- surement tool us_ed to collec.t the.packet traces. The second
erating system of a host based on the TCP/IP stack of theSet of dz_ata contains all e_—ma|l del_lvery records for each van
system. As Stern discovered [18], Srizbi uses a dedicateqt@9€ point for all res_pectwe e-mail servers. For futureref
network driver that uses intrinsic TCP/IP parameter sg#tin ence, we refer to this the data set_as SMTP log(s). Table 1
Thus, we can extract hosts infected with the Srizbi trojan by SUmmarizes the measurement period of each data set.
tracking their TCP fingerprint signature. In addition to the !N the following, we describe how each data set is col-
three signatures presented by Stern et al. [18], we fourtd tha '€Cted and processed for our analysis.

the Srizbi botnet has other variants of these signatures. I Tcpdumﬁ. For UW, and COIRI'P’kpakaek;[ traces ire col-
The primary contributions of this work are: ected on the incoming external links of the networks. For

« We probabilistically estimate the size of Srizbi botnet by MAW!, we use packet traces which were collected on trans-

correlating data sets that were independently sampled atF2¢ific liné (150-Mbps link) that connects US and Japan,
Internet edge sites. which is utilized by several research organizations. Araly

« We quantify the volume of spam sent from Srizbi and ing packet traces enables us to study all the incoming SMTP

study the effectiveness of the McColo shutdown from the gonnectlon_s to the ne_tworks. .TO extra_ct minimal informa-
. . : tion excluding private information, we filter all the packet
view point of Internet edge sites.

| | findi h ful i d q other than TCP packets with SYN flag that are destined to
* We réveal several indings that are usefu nun erstand- yhe gMTP port. This filtration allows us to employ TCP fin-
ing the spread of spamming botnets; specifically, we note

h d h of Srizbi and th : - ¢ gerprinting on packets from e-mail senders while discaydin
the steady growth o Srizbi and the version transition of 5y ey private information in the subsequent SMTP trans-
Srizbi after the McColo shutdown.

missions. The IP addresses of MAWI tcpdump traces are
We believe that the collection and analysis of long-term anonymized to make the data publicly available. Since these
data sets is a promising approach to identifying the upcom- traces have been collected since July 2007, we can study the
ing spamming botnets, studying how they are mitigated by |ong-term trends of the spamming botnets.
actions against them, and building a methodology to stop  SMTP logs. For UW, CORP and GEM, SMTP logs were
spamming botnets permanently. collected on commercial anti-spam appliances. UW and CORP
The remainder of this paper is structured as follows: Sec- operate greylisting mechanisms on top of their anti-spam ap
tion 2 presents a description of data sets we use in this work.pliances. Greylisting is a mechanism that temporarily re-
In section 3, we present our findings on the characteristics jects e-mail messages from a sender which has not previ-
and trends of the Srizbi botnet. In section 4 we discuss someously been seen. Greylisting is effective because if an e-
related studies and compared them to ours. Finally, sebtion mail is rejected, a spammer will likely not retransmit itain
concludes our work. spammers cannot afford the time and resources to retry thou-
sands of bounced messages. By analyzing greylisting logs,
the SMTP connections which did not attempt retransmission
2. DATA DESCRIPTION can be extracted. In this work, we regard these connections
We collected data from four vantage points located at dif- asattemptedspam messages sent to the e-mail servers. That
ferent organizations and countries. The measurementderio is, if a connection is filtered by greylisting and is not retti
spans from July 2007 to Apr 2009. The data sets were col- later, we regard the connection as a spam message. Note that
lected at the University of Wisconsin - Madison, USA; a most spam messages were filtered at the greylisting stage in
middle size corporation in Tokyo, Japan; a leaf site of the our data sets. The anti-spam appliances then apply content-
scientific research network, GEMnet2 [21]; and we also use based filtering to all messages whigassthe greylist filter-
publicly available data set published by the MAWI WG of ing and spam scores are assigned to them. We adopt conser-
the WIDE project [12]. In this work, we call these vantage vative thresholds to classify e-mail messages into spam, or
points UW, CORP, GEM, and MAWI, respectively. ham, based on the score. For example, a spam e-mail must
Each vantage point collects one or two primary data sets have a spam probability score of greater tha#b out of 1.0
that are used for this spam analysis. The first set of data col-in order to be considered spam, while a ham or legitimate
lected consists of packet traces of all incoming TCP SYN e-mail must have a score of smaller thaa5. In the data
packets to the SMTP servers. We call this data set tcp- sets we analyzed, the majority of messages and connections
dump [19], because that is the name of the network mea-are classified into spam or ham with the definitions shown




Table 2: Statistics of the SMTP logs for selected months.  Table 3: Top 5 spam-sending signatures of Srizbi V1

[ #spam]  #ham] #senders (bold font) and their potential variants for UW (top) and
Pre-McColo . .
UW Apr2008 | 101,131,663| 12,265,296] 7,473,847 CORP (bottom) in April, 2008.
CORP Apr2008| 20,107,288| 545,686 | 2,590,289 signature [ #spam | #ham | #senders
GEM Aug 2008 95,405 1,067 68,100 uw
Post-McColo [24000:128:0:44:M536:.] | 14,495,869 2,708 | 260,955
CORP Jan 2009] 10,886,153| 723,142 | 1,236,965 [24000:128:0:44:M1360:] 262,077 | 21 3,147
GEM Dec 2008 65,491 2,588 36,344 [24000:128:0:44:M528:.] 223,246 3 2,662
[24000:128:0:44:M1452:.] 56,589 9 774
[24000:128:0:44:M1414:.] 20,504 7 251
above. We note that software-based filtering is error-prone CORP
. .. [24000:128:0:44:M536:.] 7,252,084 41 | 1,139,778
and thus could affect the derived statistics. [24000-128:0-44:M1360:]| 126,955 0 21,329
Despite the existence of potential errors in the classified [gjgggggggggﬁgmig:él_ ggvgég 8 Z,ggg
messages, the information derived from the scores assigned {24000;128;0;44;,\,'1414;:} 12.109 0 2428

by the software are sufficient to study the overall character
istics of spamming botnets as we shall see in the next sec-
tion. Table 2 shows the resulting classification statistits ~ ® [24000: 128: 0: 44: M628: . | (Srizbi V1, ADSL)

the logs for selected months. We see that the data sets cover [ 6144: 255: 0: 44: MLO24: . ] (Srizbi V2)

several orders of magnitude. We note that majority of mes-  In addition to the above signatures, we found several vari-
sages seen in all data sets is spam, which is consistent withants that seemed to be associated with Srizbi. These v@riant

previous observations [1, 6]. only differ in their MSS values, which reflects the varying
window sizes imposed by different types of Internet access
3. ANALYSIS links. Table 3 shows the top 5 spam-sending signatures for

Srizbi V1 and their variants, sorted by total number of spam
messages in the two data sets, UW and CORP.
We notice that the fraction of spam messages sent by the

In this section, we aim to understand the world’s worst
spamming botnet, Srizbi and to study the effectiveness of

targeting the botnets C&C servers, i.e., McColo shutdown. Srizbi signatures are quite high. Variants of the signature

We also look at the long-term trends of Srizbi to better un- exhibit a similar high fraction of spam messages. Interest-
derstand how it has been grown and changed. First, we ShOWin ly, the top-5 si r?atures and theiFr)rankin we?e iﬁ common
how we identify hosts infected with the Srizbi trojan (sec- g, P 9 g

tion 3.1). Next, we estimate the size of Srizbi botnet in a among the two data sets. This indicates that these sigsature

probabilistic way (section 3.2). We then quantify the vokim were stable over time (befofe McColo shutdown). By look-
S . ing at the traces collected in later months, e.g., Jan 2009,

of spam sent from the Srizbi botnet, and study the effective- We can observe Srizbi V2 sianatures as well. We omit these

ness of the McColo shutdown from the view point of Inter- results for the brevit 9 '

net edge sites (section 3.3). Finally, we reveal the growWth o Y-

Srizbi botnet and the version transition of Srizbi arounel th o F'g?ltlzézz \\’,Vfrig:ltggagé?usrggtfxnaif’ ;her;gwi'tf:%héf{
shutdown period (section 3.4). ry 9 yag

inal ones. Thus, we conjecture that these variants are also
3.1 Identifying Srizbi associated with the original Srizbi. Based on these observa

i . . . . ... tions, we add the following signatures as the potential-vari
We use a TCP fingerprinting technique to identify Srizbi ants of the known Srizbi V1/V2 signatures.

bots. The signatures are extracted by employing pOf [23] ' '54000: 128: 0: 44: M : . ] (Potential Srizbi V1 variants)
over the CO"e.C.ted tcpdgmp files. From pOf, We are able to e [6144: 255: 0: 44: Mr: . ] (Potential Srizbi V2 variants)
analyze specific operating system characteristics abeut th In the following sections, we leverage these signatures to

sending host. The format of the extracted signature is study the scale of Srizbi botnet, as well as its impact and

e [WT:D:SO..:Q, long-term growth and evolution
where Wstores the information about the window siZe, 9 9 ‘

is the initial value of TTL,D is the do-not fragment bitS . . . o

is overall SYN packet sizeQ is the option value and order 3.2 Estimating Size of Srizbi

specification, an®is a list of miscellaneous information. Knowing the scale of spamming botnet is useful to es-
Stern [18] carefully studied hosts infected with SrizbiTro timate the possible worst-case damage caused by a spam

jan and found that Srizbi’s TCP/IP driver uses very rare com- flood from a botnet. We leverage a technique proposed by

bination of the parameters, which are not used by other op- Lawrence and Giles [10] to estimate the size of the Sribzi

erating systems listed in the pOf signatdreghe following botnet in a probabilistic way. They estimate the size of in-
are the three known botnet signatures: dexable web pages on the Internet through the analysis of
e [ 24000: 128: 0: 44: Mb36: . ] (Srizbi V1, Ethernet) collected web pages by search engines. To do this, they

1We manually collected the newer signatures that are not listed on leverage independently sampled data. )
the original pOf signatures, e.g., Windows Vista and Mac OS X  Let P(X) be the probability that a spam bot hits the van-
10.5, and found none of them matched to the signatures of Srizbi. tage pointX. If we assume that two vantage pointand B
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Figure 1: (Left) Estimation of Srizbi botnet; (Right)
Scatter plot of active bot sizes observed at CORP and
UW. The line indicates the linear regression.

receive spam messages from the Srizbi botnet independenﬂythat the tlme SynChronization reflects the aCtiVity of thd-en
i.e., a bot selects recipients of spam messages randorely, th hosts. For instance, the number of hosts decreases every
probability that a spam bot hits both vantage points is given Sunday (in UTC). The way in which a botnet is used, e.g.,

asP(A, B) = P(A)P(B). Therefore, the total number of size of spam campaigns, may also contribute to the global
hosts infected with Srizbiy (2), can be estimated as synchronization of botnet activity and the effect of the C&C

server shutdown.

Figure 2: History of spam volumes for CORP (top) and
GEM (bottom) data sets.

N@Q) = N(A)N(B)
- N(A,B) 3.3 Effectiveness of McColo Shutdown
where() is the entire Internet space and X) is the num- Here we study how spam volume changed after the Mc-

ber of spam bots that hit the vantage point X. In this analysis Colo shutdown from the view point of Internet edge sites.
we use the tcpdump logs of UW and CORP data sets. Be-Figure 2 shows the received spam volumes for CORP and
cause of differing types of these organizations, it is redtur GEM over a period of several months. In both cases, we
to assume that the botnet hits these two sites independently can see the large reduction in spam volume after the McColo
When estimating the number of infected hosts it is neces- shutdown. In April 2009, the spam volume for GEM data set
sary to take account the reassignment of IP addresses. @huainas almost returned to the pre-McColo level, which agrees
et al. studied the dynamics of IP addresses through the ex-with the observation in [14]. On the other hand, the spam
tensive analysis of user login/logout events on Hotmai].[24 volume for the CORP data set has remained at a lower level,
They found that about 25% of IP addresses never see IP red.e., about half of the peak volume, for more than 4 months
assignment in the 7 day log, while a large portion of IP ad- after the shutdown. According to the network operator of
dresses get reassigned almost every day. Based on the abow@ORP, the level of spam volume is still lower as of early
observations, we assume that majority of IP addresses asMay 2009, which is 6+ months after the shutdown. Thus,
signed to hosts are stable on a given day; thus, the numbetthe long-term effectiveness of McColo shutdown varies at
of infected hosts seen on a day can be estimated by countingnternet edge sites.
the number of distinct IP addresses seen on that day. Next, we study the spam volume decrease from the Mc-
The left panel of Fig. 1 shows the number of IP addresses Colo shutdown relative to the Srizbi botnet. Based on the
per day for each data set, their intersections, and the esti-identification techniques described in Section 3.1, we-iden
mated number of active Srizbi-infected hosts per day using tify spam messages sent by Srizbi bots. To associate spam
the probabilistic model. The analysis uses the data sets col messages and TCP fingerprinting, the tcpdump and SMTP
lected from 00:00:00, April 9, 2008 to 23:59:59, April 29, logs are correlated together. All the spam messages that ap-
2008 in UTC timezone. We note that the offset of timezones pear in the SMTP logs are mapped back to their associated
for both sites are corrected. The estimated values range fro TCP fingerprints found in the tcpdump logs. Table 4 shows
210K hosts per day to 275K hosts per day. These numbersthe numbers and fractions of spam messages attributed to
agree with the other estimates previously reported in [18] Srizbi hosts. Prior to the McColo shutdown, a large num-
and [8], which claimed that the lower bound of Srizbi botnet ber of spam messages were sent by Srizbi, but their fractions
size is around 80-130K per day in April 2008 [18] and, the in total spam volume differ from site to site. For UW, the
size of Srizbi botnet was around 315K hosts per day in April fraction of Srizbi is around 11-15%. On the other hand, for
2008 [8], respectively. CORP, the fraction is around 30-45%, which actually has
We also notice that there is clear time synchronization striking impact on the site. We conjecture that the diffeen
between the number of infected hosts observed at each lo-in number spam messages reflects the way how the recip-
cation. The right panel of Fig. 1 shows a scatter plot of ients’ e-mail addresses are harvested by spammers. Thus,
this trend. We see positive correlation between them with although Srizbi has non-negligible impact on spam volumes
a resulting correlation coefficient ®.715. We conjecture of Internet edge sites, its intensity could vary among sites
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UW Feb2008 | 110,059,667] 12,602,852 (11%) 83,333,645 (61%) 2008 2009
UW Mar2008 | 136,572,281| 17,813,844 (13%)| 101,094,771 (74%) £400¢ — : ol
UW Apr2008 | 101,131,663| 15,185,849 (15%)| 71,106,454 (70%) S g0 | Shizbi V1 variants shitdoyn
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CORP May 2008| 25,079,293 10,694,254 (43%)| 13,286,069 (53%) 200
CORP Jun 2008 | 25,088,872 11,349,148 (45%) 12,707,436 (51%) B100f
CORP Jul2008 | 17,562,162| 5,434,277 (30%)| 10,682,847 (60%) S
Post-McColo ¥ QT SepT Novi Jani Marl Mayl Juil Sepl Novi Janl
CORP Jan 2009 | 10,886,153 607,499 (6%)| 9,487,679 (87%) 2008 2009
CORP Feb 2009 | 11,604,039 951,914 (8%)| 9,849,693 (85%)
CORP Mar 2009 | 13,545,628 246,862 (2%) | 12,211,121 (90%)

Figure 3: Number of observed hosts infected with Srizbi
V1/V2 (top) and their variants (bottom) in the MAWI
We also analyze the source of the remaining spam mes-data set.
sages. Table 4 shows the faction of spam messages sent from
Windows hosts. Although the percentage of Windows-based ¢ m j
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spammers pre-McColo is lower than reported by previous
studies, the post-McColo factions are similar to those seen
by Ramachandran and Feamster [16]. We check the IP ad-
dresses of these hosts against commercial DNSBL (spamhat
PBL [20]). We found that roughly 90% of IP address space
belong to dynamic IP addresses. Thus, although not con-rigyre 4: Number of Srizbi V1/V2 hosts observed per
clusive, we conjecture that (1) throughout the entire mea- gay in the CORP data set. Shaded regions are not cov-
surement period in Table 4, 72-96% of spam messages argyred with our measurement.
sent from hosts that are likely infected with bots, incluglin
Srizbi, and (2) spammers began changing their main spam-
ming infrastructure from Srizbi to other spamming botnets
after the McColo shutdown (also see Fig. 3 and 4 for the
version transition).

After the McColo shutdown, we see a significant reduc-
tion in spam volumes, especially those for Srizbi V1. As
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a
o
=
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figure.

We also notice that the spamming history of signature
variants are similar to the originals. That is, hosts of V1
and variants emerged around Aug—Sep, 2007 and both were
terminated by the McColo shutdown on Nov 11, 2008. In-
terestingly, Srizbi V2 and its variants have been activeesin
Sate Oct, 2008. V2 and its variants were soon terminated
with McColo shutdown together with V1. Then, activity of
Srizbi came back about two weeks later but this time, only
§2 and its variants survived. These facts indicate hosts in-
fected with Srizbi and the potential variants were verylijke
to be sharing the same set of the C&C servers. Thus, we con-
jecture that newly found variants are associated with $rizb
as we mentioned earlier.

To the best of our knowledge, while many studies such
3.4 Long-term trends as [14, 18] have reported the resurrection of Srizbi after th

To analyze the long-term trends of Srizbi it is desiable to McColo shutdown, our study is the first one that presents this
look at several of the data sets. We first use the MAWI data version transition around that time period. After the tians
set, which captures packet traces for 15-mins, from 14:00 tion, we notice that Srizbi V2 has been less widely spread,
to 14:15, every day. Although the measured information is compared to V1 before the McColo shutdown. As Stern in-
sampled in time (sampling rate is 1/96), the data set is usefu dicated in [18], the MSRT update in Feb 2009 may have mit-
to track daily trends. Figure 3 shows the number of ob- igated the spread of V2. This update added a signature for
served IP addresses with Srizbi V1/V2 signatures and their Srizbi to the Malicious Software Removal Tool [13], thus
variants. First, we can clearly observe the rise and death offorcing the remaining Srizbi spammers to shift their spam-
Srizbi V1, which has been actually terminated since the day ming infrastructures to other spamming botnets.
of McColo shutdown. In the MAWI data set, the first packet Finally, Fig. 4 shows the history of hosts infected with
from Srizbi V1 was observed on August 7, 2007. The num- Srizbi for the CORP data set. Unfortunately, the data set
ber of Srizbi hosts observed exceeded a hundred two weeksdoes not cover the month of McColo shutdown. However,
later and the number kept growing steadily as depicted in thewe can observe the transition of Srizbi versions in the time

CORP data set is reduced roughly 50% from the pre-McColo
level. This indicates that the shutdown has effectively re-
duced the number of spam messages seen, and hindered
previously prevalent global-scale spam sending infrastru
ture. Although spam volumes are reviving, continuing ac-
tion, such as the McColo shutdown, against the source of
these messages could be debilitating.



period before and after the McColo shutdown. tigated the operating system information of the spam host
machine, using TCP fingerprinting. They found that 74% of

4. RELATED WORK the total spam messages were ser_1t _from Windows, around
i ) 10% were from Linux, about 5% originated from BSD and

Botnets have emerged as a major tool for sending spamg|aris machines, and about 11% were from unclassified

from end-host machines. To understand the whole picture s - characterizing e-mail based on spamming strategies
of_ spamming botnets, it is crucial to identify host_s mfeb‘_te was proposed by Calais et al. [4]. Their findings suggest

with spamming bots. Our work leverages TCP fingerprint- 5 syong correlation between the types of abuse seen and

ing to identify hosts infected with Srizbi botnet withoueth the operating systems from which the abuse originates. Our
knowledge for analysis. This section first reviews prioidstu study reveals similar findings.

ies that identify spamming bots and compare them to ours.
We t_hen review several studies th:_;\t _Ieverage TCP finger-5  cONCLUSIONS
printing to understand the characteristics of spam senders

Ways to identify spamming bots have been explored in [5, The temporal but great success of the McColo shutdown
15,17, 18, 22, 24]. Ramachandran et al. [17] develop tech- indicates the need for a better understanding spamming bot-
niques to identify spamming botnets using passive analysisnets as a whole, and the way in which they make transitions
of DNSBL lookup traffic. The key idea is to fintecon- is crucial to building effective and sustainable anti-spom
naissancdookups from bots. Chiang and Lloyd [5] simi- lutions. As a first s.tep toward this.goal, we studi.ed the
larily identified bots, but by monitoring the communication World's worst spamming botnet, Srizbi, and the effectiwne
channel between infected hosts and the C&C server of the©f targeting the C&C servers of the botnet, from the view-
botnet. Xie et al. [22] developed a framework that outputs Pint of Intemet edge sites. We also looked at the long-term
high quality regular expressions that can detect messagedrends of Srizbi to study how it has been grown and changed.
coming from botnets accurately. Their method successfully ~ First, we estimated the global size of the Srizbi botnet in
identified 7,721 botnet-based spam campaigns, which uti- 2 probabilistic way. T_he est|ma_ted size ranges from 210k to
lized 340,050 unique IP addresses from a three-month sam-275K hosts per day in the April prior to the McColo shut-
ple of e-mail messages from Hotmail. Also utilizing a Hot- down. We also foupd global synchronlzatlop within the bot-
mail data set, Zhuang et al. [24] developed a novel techniquen€t activity. Knowing the scale and behavior of the spam-
to extract botnet membership thorough the analysis of ¢-mai MiNg botnet is useful to estimate the possible worst-case
message characteristics. By identifying common character damage caused by a spam flood from bots. Next, we found
istics, e-mails can be associated with messages of the saméhat the shutdown was actually effective in reducing the vol
spam campaign. ume of spam at Internet edge sites. For CORP and GEM

While the characteristics of spamming botnets have beenth® spam volume to these sites was reduced by roughly 40-
explored in the previous studies, we build upon this known- 50% and that reduction lasted at least 2-6+ months. We
ledge by exploring a particular spamming botnet in detail alsp found the Iong—term_effectl_veness of McCoI_o shutdown
and analyzing the effect of the takedown of its C&C servers. Varies at Internet edge sites. Finally, our analysis of gion
Ramachandran et al. [15] monitored DNS queries to the do- €M data set revealed several useful findings in understand
main hosting the C&C servers of the spamming botnet, Bobjpf how spammers make transition between spamming bot-
and discovered around 100,000 bot-infected hosts over 4gNets. Our analysis revealed the rise and steady growth of
days. They studied the completeness and responsivenes§”2b' botnet, and the version transition of Srizbi, trigegt
of popular DNSBLs using the derived IP addresses of the Py the McColo shutdown. o
hosts. Stern [18] recently studied the architecture of tRea ~ OUr findings suggest targeting a specific set of C&C servers
tor Mailer”, which is a piece of spamware associated with May not be a permanent solution, butitis an effective way to
the Srizbi botnet. Through the careful analysis of a large Mitigate a significant amount of spam messages at least tem-
number of hosts infected with Srizbi, they were able to dis- Porarily. Analyzing the effect of the shutdown is also mean-
cover the three TCP fingerprinting signatures associattid wi  INgful to study how spammers make a new transition. Thus,
the botnet. Using the Srizbi signatures, they successfully €MPloying new actions against C&C servers of spamming
connected several significant events involving Srizbi botn ~ POtnet, combined with other methodologies, could eventu-
We note that our study reveals several other signature vari-2lly reveal in-depth insights into the tricks used by spam-
ants of Srizbi V1 and V2, which also contribute a large num- Mers and narrow their options recovery. We believe that
ber of spam messages. keeping an ongoing long-term measurement and analysis is a

Finally, we review several studies that leverage TCP fin- Promising approach for identifying the upcoming spamming
geprint techniques to study the properties of e-mail sexjder ~ Potnets, studying how they are mitigated by actions taken
11,16]. Ramachandran and Feamster [16] analyzed SMTPadainst them, and building a methodology to stop spamming
traffic delivered to theispam sinkholaerver and found that ~ Dotnets permanently. Correlating data sets collectedfat di
approximately 95% of the identified spam-sending hosts werd€rent layers/locations will play a crucial role in undensd-
running Windows. Simiarly, a study by Li et al. [11] inves- g the whole picture of spamming botnets.
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