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ABSTRACT

This thesis addresses the challenge of locating people, resources, and other objects in the global Internet. As
the Internet grows beyond a million hosts in tens of thousands of organizations, it is increasingly difficult to locate
any particular object. Hierarchical name services are frustrating, because users must guess the unique names for
objects or navigate the name space to find information. Descﬁpﬁve (i.e. relational) name services offer the promise
of simple resource location through a non-procedural query language. Users locate resources by describing
resource attributes. This thesis makes the promise of descriptive name services real by providing fast query pro-

cessing in large internets.

The key to speed in descriptive query processing is constraining the search space using two new techniques,
called an active catalog and meta-data caching. The active catalog constrains the search space for a query by
returning a list of data repositories where the answer to the query is likely to be found. Components of the catalog
are distributed indices that isolate queries to parts of the network, and smart algorithms for limiting the search space
by using semantic, syntactic, or structural constraints. Meta-data caching improves performance by keeping fre-
quently used characterizations of the search space close to the user, thus reducing active catalog communication and
processing costs. When searching for query responses, these techniques improve query performance by contacting
only the data repositories likely to have actual responses, resulting in acceptable search times. Even a request to

locate a person with a popular name in the global name space can often be answered in seconds.

The new techniques are integrated with existing data caching techniques through a single mechanism, called a
referral. Referrals describe the conditions for using active catalog components, or re-using meta-data or data cache
entries. Referrals form a DAG, called a referral graph, that directs query processing. The referral graph provides a
uniform framework for identifying the specific system resources (e.g. cache entries or catalog components) that
optimize processing for a query. It identifies search spaces that can be combined through intersection or union. It
combines indices specific to organizations into a composite index for the global name space. It eliminates com-
ponents with overlapping functions from query processing. The referral graph also provides a natural source of
advice to users. Users who present expensive queries can be asked for specific attribute values to constrain the

search for responses and lower processing cost.

Referral graphs, an active catalog, meta-data and data caching are combined in the prototype descriptive name
service called Nomenclator. In one measurement study, Nomenclator consistently improved the performance of
descriptive queries in X.500. Another measurement study shows how Nomenclator uses a small investment of net-
work bandwidth and server resources to improve the response time for a wide range of query sizes. An analytical
modeling study shows that Nomenclator can amortize this investment over many queries to provide an overall
reduction in system load and, as a consequence, better scaling and response time. Nomenclator provides a uniform
interface to various name services, such as X.500 and the Ninth Edition Unix Name Service from Bell Labs.

Nomenclator is simple to extend to include new name services.
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Chapter 1

INTRODUCTION

1.1. Motivation

The global Internet provides users with an information labyrinth — rich in resources, yet confusing and
difficult to navigate. Many researchers are responding with a desire to integrate all files, indeed all information, into
one global directory tree. Experience searching for lost files in our own local file directories tells us that hierarchi-
cal navigation is an inadequate query facility. Users must either guess the unique pathname for an object, or must
navigate and list the directory tree to find the object. Descriptive (i.e. relational) name services provide an alterna-
tive that allows users to locate objects by describing their attributes. Descriptive name services offer users the hope

of breaking through the labyrinth to access information quickly and directly.

Descriptive name services have, however, suffered from notoriously poor performance. The most frequent
query for any descriptive name service is the global selection query, such as the query in Figure 1.1. To answer a
global selection query, the name service must locate objects within a search space of tens or even hundreds of
thousands of database partitions. The scale, autonomy, and availability characteristics of large internets make brute
force selection techniques, exhaustive searches, and global synchronization impossible. The bottleneck for query
performance is not disk access or CPU power, but communications latency and throughput. No previous descriptive

name services have tackled these problems to produce a service with usable performance.

Experiences with implementations of the X.500 directory standard [22] highlight the difficulties with the per-
formance of global selection predicates. X.500 has a descriptive query facility, called SEARCH, but its perfor-
mance is limited because X.500 provides neither auxiliary data structures to constrain the search nor caches of the
results of the search. For example, SEARCH took almost four minutes in our test environment to find people named

"Ordille” in the United States, and would have taken much longer in a search of the world. Jakobs summarizes the

select * from People
where

name = "Ordille";

Figure 1.1. Sample descriptive query in SQL




failure of descriptive naming in X.500:

In how far does the present system meet the original demand for user-friendliness? Today’s situation is
characterized by the priority of system management aspects to user-friendliness: a global name space with
distributed naming authority may not be adequately coped with by today’s systems. Thus, it is the user
who is left to carry the can. One possible solution might be to use descriptive names only.... However,
searching in a system like this brings up problems (inter-DSA [directory system agent] communication,

ambiguity of names, data management) that — at least today — cannot be solved [47].

This thesis provides solutions to the performance problems that plague descriptive name services, like the
X.500 SEARCH implementations, and the user interface frustrations that plague hierarchical or graph-based name
services, like Gopher [3,28], Alex [15], Prospero [73], DNS [66], World-Wide Web [7], and X.500’s hierarchical
READ and LIST commands.

1.2. Summary of Results

Three techniques in this thesis improve the performance of descriptive name services in large internets. First,
we introduce active cataloging as a mechanism to isolate queries within a subset of the data repositories that store a
relation. The active catalog constrains the search space for a query, eliminating the overhead of contacting data
repositories that do not contribute to the query answer. Second, we introduce general meta-data caching to reduce
processing and communications overhead. Caching meta-data at the query site responds to the locality of user
queries by retaining components of the active catalog and storing results that constrained previous queries. It elim-
inates the overhead of repeatedly contacting the active catalog for query constraint information. Third, we introduce
referral graphs to integrate components of our active catalog, our meta-data caching techniques, and existing data

caching techniques into one framework for fast descriptive query processing.

The active catalog structures its indexing facilities into catalog functions that accept a query and return a con-
strained search space for the query. Some catalog functions use relatively static information to constrain the search,
like knowledge about the conditions used to distribute data to data repositories (called the partitioning criteria of a
relation). Other catalog functions build indices or hash filters [4] to capture the distribution patterns in changing
data, or dynamically search the network for information to speed query processing. Still others use semantic con-

straints like information about integrity constraints or the domains of attributes to constrain the search.

Information in the active catalog is intelligently replicated in meta-data caches to tailor query sites to the types
of queries they see most frequently. Intelligent replication is a partial replication; no one site contains the entire con-
tents of the active catalog but rather those parts that are currently most useful to it. Information on which catalog
functions to use and the constrained search spaces that result from using catalog functions are cached for subsequent
use. When searching for query responses, our techniques often restrict the search to the small percentage of data

repositories with actual responses, resulting in performance improvements of as much as an order of magnitude.




Meta-data descriptions, called referrals, specify the conditions for using catalog functions and other active
catalog components. Referrals form a DAG, called a referral graph, that directs query processing. The referral
graph provides a uniform framework for identifying specific system resources that optimize processing for a query.
It provides one mechanism for identifying meta-data or data cache entries that answer a query, thereby uniting our
new meta-data caching techniques with existing data caching techniques. It allows us to select the right catalog
function for our needs and reap the benefits of multiple catalog functions in processing one query. The referral
graph is the organizing principle that directs the creation, management and use of active catalog components. It also
provides a natural framework for advising users. Users who present expensive queries can be asked for specific

attribute values to constrain the search for responses and lower processing cost.

An active catalog, meta-data caching, and referral graphs are currently used in a prototype descriptive name
service called Nomenclator. Nomenclator answers selection and projection queries on relations that span hetero-
geneous name services in the global Internet. We use Nomenclator to evaluate our techniques for single-user and
multi-user workloads. First, we show that Nomenclator improves descriptive query performance in a real name
space, i.e. X.500, by constraining the search. Second, we show that Nomenclator uses a small investment of net-
work bandwidth and server resources to improve the response time for a wide range of query sizes on a local area
network. Last, we show that Nomenclator can amortize this investment over many queries to provide an overall
reduction in network and server load, and, as a consequence, better scaling and response time for multi-user work-

loads.

This thesis does not address the issues of updates, security, and schema control in descriptive name services.
Although name services rarely require large-scale updates, one relational interface for updating collections of com-
ponent name services would be useful. Administrators could maintain replicas across several name services, mak-
ing their naming data available to different user communities. Control over updates would allow Nomenclator to

provide more accurate catalog functions and caches.

Security issues arise in several areas of our descriptive name service. First, the name service should not
reveal information through its indexing structures. The one-way encryption of index structures or remote catalog
functions are possible approaches to protecting privacy. Second, the name service must respect the security facili-
ties of component name services. Although Nomenclator currently accesses only publicly available data, it can be
extended to participate in the end-to-end authentication and encryption protocols supported by data repositories.
Security constraints might reduce the utility of data caches, because fewer answers could be re-used. Meta-data
caches, with properly encrypted or remote indexing structures, would not be affected. When the query is forwarded
to a data repository, the data repository can return null answers to unauthorized users. Third, the creation of rela-
tions and addition of data to relations must be governed by access control. A first step would be to control what
information can be added to the active catalog by organizational affiliation. Controlling the schema for a relation,
which includes creating a relation and adding data repositories to a relation, is currently a manual process that

should be automated, and we point out automation opportunities in the thesis.



1.3. Thesis Organization

This thesis is organized as follows. Chapter 2 reviews related work in name services and databases. It
describes the challenges of scale, autonomy, and availability faced by information services in large internet environ-
ments.

Chapter 3 describes the active catalog. Components of the active catalog constrain the search space for
queries and translate between heterogeneous environments.

Chapter 4 defines a referral graph and explains how the graph guides the creation, management and use of the
active catalog.

Chapter 5 provides a detailed query processing example. It describes how the referral graph guides query
processing, and it illustrates the contributions of meta-data and data caching to query performance.

Chapter 6 describes techniques for maintaining the active catalog. It explains how the referral graph directs
the addition of components to the active catalog.

Chapter 7 presents our measurement and modeling results for single-user and multi-user workloads. We
evaluate the performance of our techniques using network experiments, and an analytical model of very large inter-

net environments.

Chapter 8 provides a summary and outlines some topics for future work.




Chapter 2

RELATED WORK

Descriptive name services provide an additional layer of naming over the resolution techniques that translate
unique host names to network addresses [81, 118]. Historically, name service researchers investigated the nature of
names and their relationship to objects in distributed systems [45,88, 101,103, 115]. It is now recognized that a
name is a linguistic entity that identifies an object or group of objects. A distributed name service resolves the
names of objects into other information that assists in accessing the objects. There can be several layers of name
resolution between a name and access to an object; the information that results from one layer of name resolution
supplies names that are resolved by the next layer [88]. Descriptive name services resolve information about the
attributes of an object (or a query) into other attribute information about the object (or a tuple). Some of the attri-

butes returned in the answer to a descriptive query can be the unique host names supported by earlier services.

As the concept of name in distributed systems has grown to encompass attribute-based queries and address to
include tuples of attribute values, it has been recognized that a descriptive name service is a type of very large, dis-
tributed database service [78]. Descriptive name services and other information retrieval services must overcome
the challenges of scale, autonomy and availability to make global operation a reality [5, 10,78,119]. These chal-
lenges are problems relevant to database research as well as networking and distributed systems research. Earlier
name to address resolution services are a simpler form of descriptive service that subvert some of these challenges;
they can be organized hierarchically to provide simple, distributed management in the presence of scale, autonomy
and unavailability. The next section provides an overview of the relationship between distributed descriptive name
services and distributed database services. Subsequent sections discuss the challenges facing large-scale descriptive

name services in the context of network, distributed systems and database research.

2.1. Distributed Database Services

Descriptive name services, and most current name services, differ from distributed database services by hav-
ing a weaker model of consistency. The appropriateness of a weaker model of consistency in name services was
recognized in the early 1980’s in distributed systems research [8,114] and database research [37], and has been
developed further by Terry [111]. The traditional approach to consistency in database research [79] treats the data-
base as the authority for information, views the database as a sequence of consistent states in time and transactions
as transformations between those states, and maintains consistency in the presence of any data interdependencies.
In this model for example, the database is an authority for bank balances. It starts in a consistent state and faithfully
reflects bank deposits and withdrawals. Name services differ substantially from these characteristics of authority,

consistent states in time, and interdependencies.



What’s Ordille’s email address?
joann@ cs.wisc.edu ( DB

Letter to joann@cs.wisc.edu

: >/ MAIL
Invalid address SYSTEM

Figure 2.1, Names return hints

(The name service database supplies a hint. If the hint is invalid, the mail system notifies the user.)

In name services the object, not the database, is the authority for information. Name service responses are
hints [111] that speed binding with the object. Users validate the hints when they contact the object, and recover if
the hint is incorrect. Since serializability of query responses is so costly (if not impossible to obtain) in very large
distributed name systems, systems with weaker consistency greatly improve performance by supplying hints that are
seldom wrong and methods for recovering from the errors that do occur. For example, consider Figure 2.1. In this
example a user asks the database for Ordille’s electronic mail address. The user validates the electronic mail address
received by sending mail to that destination. If the mail is not returned, then the address is valid. Events beyond the
control of the naming system can cause name service information to be invalid, because object naming and binding
are separate operations. For example, it is possible for a person’s electronic mail address to change between the
time of the name service query and the mail system’s subsequent attempt to deliver a message. It is even more com-
mon for a person’s address to change before the new address is recorded in the name service. Problems with invalid
data can be reduced if external systems provide forwarding services to translate old binding information to new
binding information. Cooper discusses other methods for identifying and recovering from invalid bindings [23]. In
a system where the database is inconsistent with the world, worries about getting a true picture of a strictly con-
sistent database seem pointless. Moreover, such a state is hard to define; problems of scale, autonomy, and availa-

bility make global synchronization impossible.
This is not say there is no sense of consistency in contemporary name services. Name services guarantee

tuple level consistency, that a tuple will describe the state of an object at some time!. For example, an electronic

mail address might be incorrect, but it was once the address of the person to be contacted. Weakly consistent

! Forwarding can be used to correct invalid hints, because each tuple is consistent.




t—bound queries have been suggested as a possible way to improve query performance in database systems [39]. A
weakly consistent t—bound query returns the collection of tuples that satisfied the query at a time, s, greater than or
equal to t. The collection is generated from a consistent state of the database at time s. Name service queries are
weaker than weakly consistent t-bound queries, providing consistency at the level of a single tuple rather than a col-
lection of tuples. Collections of tuples are not updated in a single transaction, because name service information has
no interdependencies that require full transactions [8,37,114]. The creation, deletion, updating and reading of a
tuple is atomic. A collection of tuples that is stored together on the same data repository is called a partition of the
name space. Partitions are managed by a single administrator, and can be replicated on additional data repositories
to increase availability. Replicas of partitions can diverge from the collection level consistency of transactions as
long as tuple level consistency is maintained. When a tuple is updated in Grapevine [8], the system timestamps the
change and propagates the tuple to its replicas. Two different replicas can update an attribute in the same tuple
without knowing about each other’s update; Grapevine uses the timestamp to identify the most recent change, which
it then keeps. When tuples are read from many partitions in a name service, the collection of tuples represents infor-

mation that may never have been current at the same time.

Some early research obscured the relationship between descriptive name services and distributed databases.
White [118], Craft [25], and later Neufeld[72] defined descriptive names as being unambiguous, and, therefore,
similar to the unique host names in earlier services. In this view, descriptive names are only valid if they identify a
unique object [72,118] or unique class of interchangeable objects [25]. Addressing mail messages and binding
objects with descriptive names is simpler if the names are unambiguous. Although unambiguous descriptive names
first appear to make descriptive name queries distinct from relational database queries, unambiguous descriptive
names are a simpler, more constrained version of a relational selection predicate. The Profile Name Service
describes unambiguous descriptive names as having an attribute that is a unique key in the name space [81], and
Neufeld describes them as having a unique multi-attribute key [72]. While unambiguous descriptive names are sim-
ple to overlay on an existing hierarchical name space like X.500 [42,72], they are a special instance of the more

general and useful descriptive name that resolves to information about a collection of objects.

Profile [81] provides a descriptive query language based on preferences, a concept which has been further
refined in Univers [12]. Descriptive queries can express preferences over the meta-characteristics of attributes. A
user specifies general preferences for matching some types of attributes over others, because the attributes more reli-
ably identify objects. For example, users will not find objects that have null values for the attributes specified in
queries, so they prefer matches on attributes that are specified for every object over those attributes that contain null
values. Users can also prefer matches for attributes that are true for the lifetime of an object over those that change,
like processor load. The preferences identified by Profile can easily be expressed in the relational model. This
requires that users know or can discover the meta-characteristics of attributes, like whether an attribute changes or
can include null values. Once these characteristics are known, users can specify a series of relational queries that

capture the preference ordering. Moreover, using the relational query language gives users the additional flexibility



of choosing whether to apply the preference to some or all of the attributes in the query. A Profile interface could

be built on top of a relational naming system, as it was built on top of the relational database in Univers [12].

The distinction between yellow pages and white pages name services also obscures the relationship between
descriptive name services and distributed databases (compare for example [80] and [11] ). Historically, the distinc-
tion refers to the domain of the objects named by descriptive services (services or people). Schwartz argues that the
distinction between yellow and white pages services is that yellow page queries can be answered with information
about a few of many available matching objects [92]. Allowing users to supply limits on the size of a result accom-
plishes this query for all types of descriptive name services. Efforts to optimize size limits could be made for those

situations (network services) where a size limit is most likely to occur.

2.2. Scale

The scale of the global Internet is immense, both in number of objects and in geographic dispersion. There
are now a million hosts on the Internet belonging to tens of thousands of organizations [63]. There are millions of
Internet users distributed across every continent and terabytes of publicly available data [83]. Moreover, potential

sources of information, like hosts and organizations, are growing exponentially.

There are two primary responses to locating objects in this information explosion. The first response seeks to
organize information into a graph for ease of retrieval. Users direct the search for information by browsing through
the graph. Graph-based services provide simple distributed management. They naturally incorporate data reposi-
tories distributed on the network by making them separate nodes or subgraphs in the global graph. Graph-based ser-
vices, however, can be difficult to use. If users do not know the paths through the graph to the objects they seek,
they can become lost and never find the desired resource. The second response seeks to provide non-procedural
access to information wherever it is located. In successful systems, users do not direct the search; they provide
descriptions of the information to be retrieved and the system directs the search. Descriptive name services and
information retrieval systems are both examples of this type of service. Although these services relieve users of the
need to understand the structure of a graph, they face performance challenges when information is distributed on a
large scale. As one paper suggests [7], graph-based organization and descriptive services are complimentary not

mutually exclusive.

2.2.1. Graph-Based Services

There are three categories of distributed graph-based services: file systems, hierarchical name services, and
hypertext services. Distributed file systems and hierarchical name services are similar, because they support
hierarchical pathnames, such as UNIX file names [85]. Levy and Silberschatz provide a survey of distributed file
systems [59]. Alex [15], Prospero [73], Quicksilver [112] and the Stanford Name System [16] are large scale distri-
buted file systems for Internet environments. Alex provides transparent file access to anonymous FTP directories,
and supports caching of remote files with a validation (and update) frequency inversely proportional to the age of

the file. Prospero transparently accesses remote file systems as well as anonymous FTP directories. Quicksilver




reduces the communication latency in a geographically distributed file system by aggregating file operations. The
Stanford Name System bridges the gap between local distributed file systems and global hierarchical name services.
It incorporates multicast naming at the organization level into an existing global hierarchical name service such as

Clearinghouse [75] or the Digital Network Architecture Naming Service (DNANS) [24, 55].

Clearinghouse, DNANS, the Domain Name Service (DNS) [66-68], and X.500 [22, 46, 102] use the decentral-
ized hierarchical name space organization pioneered by Grapevine [8,90]. Hierarchical name services and distri-
buted file systems can delegate the authority to create and manage names for subtrees of the name space to different
administrators in the network. Organizations have control of their naming data, and the effort to manage the data
resides with those most interested in its availability. Hierarchical naming solved the problems of central name
management that were experienced, for example, when the Network Information Center maintained a central table
of hosts and addresses [69]. The Stanford Name System tailors the performance, security and reliability characteris-
tics of different levels of the hierarchical name space to the differing needs of those levels. For example, multicast
is used to resolve names in the local organization subtree, but other techniques are used to resolve names that cross

the global root of the name space.

Hierarchical services are primarily designed to translate a unique name to other information about an object.
The unique name of an object is a static set of attributes about the object that are encapsulated in the names of each
level of the hierarchy. For example, the name gruyere.cs.wisc.edu. in the DNS describes a host named
"gruyere" in the Computer Sciences Department of an educational organization called the "University of Wiscon-
sin." If the set of attributes required by the unique name matches the set of attributes known by a user, translation is
efficient. If a user needs to translate a totally different set of attributes, like the network address for "gruyere" into
its name, it is necessary to search the entire name space or, as DNS does, build another tree that encapsulates this set
of attributes. The need to translate different sets of attributes has recently led to a proposal to extend the DNS name
space to include other translation trees [70]. Since hierarchical naming encapsulates attribute values in the naming
tree, it is a special case of descriptive naming for a fixed set of attributes. The fixed set of attributes provide a

unique multi-attribute key to the name space.

Decentralized control of the subtrees of the name space leads to a non-uniform name space structure. In much
the same way that different users structure their file directory trees differently, different organizations vary in struc-
turing their name spaces. Some organizations create subtrees for divisions and then departments; some create geo-
graphical and then department subtrees. When you add this complexity to the different kinds of subtrees needed to
resolve queries on different combinations of attributes, the structure of the name space becomes too complex to
locate anything quickly unless you already know its exact name. Several efforts have been made to reduce this com-
plexity by allowing users to have personal naming trees [20, 21,73, 82]. Once users identify objects of interest, they
can organize the attributes of the objects into a hierarchical name space that they understand and find simple to use.
These approaches provide a way of structuring and remembering information about objects once they are found,

but they do not reduce the initial difficulty of finding the object, nor do they help you when the structure changes.
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Terry [109, 110] points out that it is the requirement to distribute data according to the syntax of the name (by
subtree) that creates some of the irregularity of the name space. When a subtree in the name space becomes too
large for one server, it must be divided. This division can lead to the creation of rather arbitrary subtrees for the
purpose of data management, for example the ever-present / network-host directories in distributed file sys-
tems. Terry recommends making name distribution independent of the structure of a name. Names can be assigned
to servers by a function that divides names into groups using syntactic patterns, hashing or some other algorithm; a
sequence of functions can also be applied to divide the names into successively smaller and smaller groups. These
functions are not all globally known, but are discovered by moving from one server to another at the direction of a
previous function call. Name resolution follows the sequence of functions to the location of the name. Like other
hierarchical approaches, this approach distributes and then locates names as a function of the small set of attributes

in the hierarchical name.

Several file system studies have indicated that hierarchical file name resolution is an important cost in system
operation [38,58,71,114]. In the absence of caching, these studies report that name resolution represents at least
40% of the system call overhead and 50% of the disk or network traffic. Fortunately, small caches provide high hit
rates for hierarchical file name resolution and do not produce high processing or communication costs for maintain-
ing cache consistency. In a recent trace-driven simulation study, a workstation cache of 10 whole directories pro-
duced a hit rate of 91% in the Sprite distributed file system [100]. A cache of 10 directory entries fared worse with
a hit rate of 83%. The higher hit rate for the whole directory cache indicates that there is locality of reference to
directories in a file system. This locality justifies the use of file name prefix caching in Unix [117] and the Stanford
Name System [16]. In prefix caching, the location of directories is cached but the location of non-directory files is
not. Mann and Cheriton report cache hit rates in excess of 99% for process-level prefix caches in the Stanford
Name System [16]. Distributed file system studies also substantiate the relaxed consistency model by showing that
cached file names are infrequently invalidated. Only 0.05% of the file names were invalidated during a simulation
of 10 hours of host-level caching in LOCUS [98]. Approximately 0.25% were invalidated during a simulation of 24
hours of workstation-level caching in Sprite [100]. Mann and Cheriton report a smaller invalidation rate for prefix
caches in the Stanford Name System. All misses (including invalidations) during 24 days of continuous operation

of their system constituted 0.3% of the name resolutions.

Fewer performance studies have been done of hierarchical name services that are not also file systems. A
recent study of X.500 hierarchical name resolution reports less temporal locality of reference for electronic mail
addresses than previously reported for distributed files [9]. While the Sprite study produced a hit rate of 83% with a
cache of 10 directory entries in a distributed file system, the X.500 study required a cache of 200 entries to attain a
hit rate of 80%. Still, the X.500 hit rate is sufficiently high to corroborate the use of caching in hierarchical name
services. Moreover, caching reduces the load on the network caused by remote name service requests. A DNS per-
formance study identifies implementation and configuration errors that if eliminated would reduce DNS bandwidth
usage by a factor of 20 [26]. The study provides some statistics on the effectiveness of caching for wide-area name

service load reduction. The average number of hosts in an administrative domain that resubmit the same query in
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the two 24 hour periods of the study was 1.067 and 1.049 respectively. The small average number of repeating
queries from the same domain indicates that caching is very effective in reducing wide-area traffic, especially
because implementation or configuration errors in some domains produced 600 or more identical queries that are
included in the average. The study also reports that traffic to update replicas of name space partitions was an

insignificant percentage of the DNS network traffic.

Hypertext approaches to organizing global information provide a graph of objects where each object can
embed pointers to other objects. The World-Wide Web [7], Information Mesh [105], and Distributed HyperText
(DHT) [74] are large scale distributed hypertext services for Internet environments. Gopher([3,28] also provides a
graph of objects, but it does not provide the multi-media support and embedded pointers characteristic of hypertext

approaches. It is simple to integrate new objects into a hypertext service by adding new nodes to the graph.

The difficulty in using hypertext services is sometimes called being "lost in hyperspace.” Hypertext services
are explicitly designed as browsing services. They do not provide unique names that users can remember to access
useful objects again. Hypertext services do allow users to create subgraphs that contain pointers to interesting
objects they have found in the larger graph [7]. In the absence of unique names, hypertext services have added two
different kinds of descriptive services for locating objects. The first kind of descriptive service provides a hypertext
node that dynamically creates a document with pointers to the objects that satisfy a descriptive query [7,74]. The
query results contain objects from a small part of the hypertext graph (e.g. objects from one host or organization) for
which an index has been constructed. The other kind of descriptive service navigates some portion of the graph
looking for nodes that satisfy a descriptive query [18]. Navigational search or partial indexing are expensive and

incomplete solutions, respectively, to the problem of distributed descriptive name service performance.

2.2.2. Descriptive Services

Descriptive name services have typically lacked scale or function in large Internet environments. Several sys-
tems provide descriptive name services for hierarchical file systems [43,71,96,112] or information about people
[41,44, 56], but do not provide large scale distributed access. The level of distribution permitted for descriptive
queries in Profile [81], Univers [12], X.500 [22], Telesophy [89], and the Wide Area Information Server (WAIS)
[28, 48] is limited by the number of servers it is feasible to contact. Profile and Univers support distributed access to
chains of descriptive name servers specified by the user or listed on the server. Implementations of descriptive
queries for X.500 exhaustively search subtrees of the hierarchical name space for objects satisfying a query.
Telesophy and the Wide Area Information Server (WAIS) provide descriptive queries for full-text retrieval of docu-
ments on a local system. Telesophy supports distributed access by routing queries to all servers on a local area net-
work. Distributed access in WAIS is based on browsing; users select the server to access from a directory of avail-
able servers.

Distributed database services avoid exhaustive search techniques for a subset of descriptive queries. Distri-

buted database administrators can specify a set of disjoint selection predicates to distribute tuples in a relation to dif-

ferent data repositories. Each data repository is associated with a different predicate, and tuples that are placed at a
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data repository satisfy the predicate for that data repository. The set of selection predicates and their corresponding
data repositories is called the partitioning criteria of a relation. Distributed databases replicate [108] or cache
[40,61] the partitioning criteria of a relation. The partitioning criteria acts as an index for those selection queries
that fall within its logical scope; selection predicates that logically imply the partitioning criterion for a data reposi-
tory can be answered exclusively at that data repository. Queries that do not imply a partitioning criterion do not

scale well, because they require exhaustive searches.

Other descriptive name services limit functionality and more fully support distributed access. Unambiguous
descriptive names limit descriptive name services to designating attributes that form a multi-attribute key to objects
[72]. Netfind locates people by using information from USENET messages to direct finger queries to the most
likely hosts for particular users on the Internet. Knowbots are processes that traverse the network searching for
information of interest to their creators [49]. The heuristic searches used by Netfind and knowbots have a more im-
ited semantics than full descriptive query support, because they can produce incomplete answers and provide little

context for understanding a failed query.

Archie [35,95] locates files on a network by making periodic exhaustive listings of files on hosts with
anonymous FTP directories. The functionality of the supported descriptive queries is limited to regular expression
matching of file names and a small set of keywords. The scale of Archie is limited by the same problems that led to
the distribution of the DNS [69], viz. the Archie database is centralized and is limited in the scale of information it
can supply by the resources available on one system. Replication of the database at 13 sites has increased the

numbers of users Archie supports.

While Archie requires queries to be sent to a central index server, the Content Routing System [97], Indie
[27,28], the WHOIS++ Mesh [31, 116] and Enterprise [11] route queries through a distributed index to locate infor-
mation and limit the number of data repositories contacted. Distributing the index allows these systems to support
larger indices than Archie. The Content Routing System structures its distributed index as a tree of index servers.
The root server indexes a subset of the available attributes; lower-level servers index additional attributes. Users
navigate through the index by supplying values for attributes that are indexed at each level. Indie and the
WHOIS++ Mesh allow administrators to structure index servers to meet the needs of their organizations. Indie
relies on a centralized directory of descriptions of index servers to route queries to the correct server. The
WHOIS++ Mesh is a graph of index servers; it routes queries from any mesh server to other mesh servers. The
draft design for the mesh does not indicate how administrators determine the best location or content for their index
servers. Neither Indie nor the WHOIS++ Mesh guarantee that queries return complete answers. Enterprise links
servers to each other in a series of graphs that represent all the servers in the system, the geographic proximity of
servers to each other, and the special interests of the people listed in the servers. In the specific cases of geographic
proximity and special interest groups, Enterprise provides complete query results without exhaustive searches. No
measurements are available for the performance of these systems for large search spaces of data repositories or
many users. If the number of servers contacted by a query (index servers + data repositories) is less than the

number of data repositories contacted by an exhaustive search, these systems have the potential to improve the
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scaling of queries to many data repositories.

Caching is successful in improving the scale of hierarchical name services, but caching for descriptive name
services has received little attention. Data caching allows the results of previous queries to be re-used to answer
new queries. Finkelstein provides a method for determining if new queries can be answered completely from the
results of past queries [36]. Alonso, Barbara, and Garcia-Molina discuss data caching alternatives for local area net-

works with multicast capabilities [2].

2.3. Autonomy

The organizations that share information in the global internetwork are autonomous. Autonomy raises con-
cerns about privacy, the reliability of local name services, and the integration of heterogeneous protocols and data
formats. Organizations protect their privacy by requiring that their data are only read or updated by authorized
users. When querying an organization, users require that the organization, and not some imposter, answer the
query. Authentication and encryption services, such as Kerberos [107], protect data from unauthorized access and
users from imposters. As the wealth of information available on the network grows, the need to protect the activi-
ties of users from observation also grows. Data suppliers can learn information about users from the pattern of
queries users send to data repositories. New techniques are needed to protect the privacy of activities on the net-

work from unauthorized observation by suppliers of services.

A name service is a valuable organization resource that must be secured from tampering. To understand this,
one need only imagine the disastrous affects of failure to translate host names into addresses on a network, or locate
essential personnel in a time of crisis. Hierarchical name services typically provide a fire wall between local and
global name resolution [16]. They integrate local name services into a global name space while preventing external
problems from disrupting local service. Local name services have enough context information to resolve names in
the local subtree even if higher parts of the naming tree are unavailable. The same techniques can be used to build a
fire wall for descriptive services. The local descriptive name service must have enough information to access local
data even if the rest of the name space is unavailable. Heterogeneous distributed database systems (or multidata-
bases)[62, 99] also integrate information from autonomous organizations, but do not provide a complete fire wall
between organizations. External transactions can disrupt local execution by holding local locks or forcing aborts of
local transactions. Some multidatabase research seeks to reduce the violation of autonomy that occurs when tran-
sactions are used to preserve serializability [14,84,106]. The stricter model of consistency in multidatabases
currently prevents the creation of the fire wall needed to protect local name services from external disruption. The

relaxed model of consistency in name services permits better isolation of local processing.

Organizations can more easily share information if sharing does not require excessive software modification
and support. Heterogeneous services reduce the software changes needed for global access by integrating existing
protocols and data formats. Several meta-level name services provide one user interface to a collection of (com-
ponent) name services. They encapsulate the names in component systems without requiring changes to the struc-

ture of the names, and often provide protocol translation to and from the component systems. These services

¥
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require the user to direct the search to the component name services by providing a context identifier [17,91}, or
they search all component services for responses [33,34]. Univers [12] takes a different view of heterogeneity.
Rather than supply one interface to many component name services, Univers supplies many interfaces to one data
repository. Users continue to access naming data through whatever interface is comfortable to them. The managers

of name services centralize naming data for ease of management.

Multidatabases provide techniques for integrating attribute and data conflicts [6,53,65]. For example, attri-
bute conflicts occur when attributes that represent the same information disagree in name or type. Names are
mapped to each other, and types converted. Data conflicts occur when data is contradictory or measured in different
units. Contradictions are referred to administrators for resolution, and different units of measure are converted.
Recent name service research also addresses data conflicts [11,94]. Enterprise [11] chooses information from the
most reliable source when contradictions occur. It also provides a callback mechanism to obtain updated informa-
tion about users from the users themselves. Another system allows users to explore the information space by first
searching the highest quality information and then, if unsuccessful, searching information of lesser quality [94].
Wiederhold suggests the development of techniques to support the use of uncertain data, because it is unlikely that

all data conflicts will be resolved in truly global systems [119].

2.4. Availability

Availability should perhaps be called "unavailability" when we refer to the global network. If the probability
that a name space partition is available is .999, then the probability that 10,000 independent partitions are available
simultaneously is .0000452 (or 24 minutes of availability per year). Only 45% of X.500 partitions in the United
States were available at one time during experiments in 1991 [76]. Measurements of the DNS indicate that more
than 10% of the partitions at educational institutions are not replicated, so the unavailability of a single system can
make one of those partitions unavailable [26]. The reasons for unavailability are failure, abandonment, and inter-
mittent availability. As scale grows, the chance of failure in at least one system or network component increases
dramatically. Failure can sometimes be addressed by replication [29], but there is a surprising absence of replica-
tion in essential services. Name space partitions are often abandoned by their owners when interest in the applica-
tion wanes. The owners do not update the global catalog of partitions, and users continue to query the partition but
are never answered. Organizations often make partitions unavailable intermittently due to maintenance schedules or
privacy concerns. We have a slightly pessimistic, but not unrealistic rule of thumb: at any given time, at least some

of the partitions that you wish to query will be unavailable.

Chronic problems with availability are incompatible with the strict model of consistency and traditional tran-
saction processing of distributed database systems. If transactions require the availability of all name space parti-
tions, transactions will never complete. The relaxed model of consistency for name services leads to algorithms that
spread updates efficiently despite communications failures [30]. Incremental processing of queries complements
techniques for increasing availability. A user can be given partial results for a query, and the option to have the

query completed in the background when partitions become available. Automatic techniques for identifying and
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removing component systems that will never answer or have completely unreliable data are also important.

2.5. Summary

Descriptive name services augment earlier hierarchical name services. They relieve users of the need to
understand the structure of the name space, a task that is increasingly difficult as the name space grows in size and
heterogeneity. Descriptive name services are similar to distributed database services, but they differ by providing a
relaxed model of consistency and processing a majority of selection and projection, rather than join, queries. The
relaxed model of consistency enables name services to address the problems of scale with caching, autonomy with
firewalls, and availability with replication. Hierarchical name services address scale by structuring the name space
to provide fast query processing and distributed management of unique names. They use caching to provide good
performance in the presence of large numbers of users. Descriptive name services have not adequately addressed
scale in number of users or data repositories without curtailing functionality. Authentication services and firewalls
preserve autonomy of users and organizations. Protecting the user from unwanted observation by information sup-
pliers is an open issue for descriptive name services. The greater variety of information in autonomous descriptive
services underlies a growing need for services that integrate heterogeneous data sources. Availability of name ser-
vices is improved by replication. The large number of data repositories that may be contacted by a descriptive
query exacerbates unavailability problems. Partial query evaluation and error recovery are needed to address these

unavailability problems.

A recent paper identifies massive replication of small indices (e.g. in Archie) or partitioned massive indices
(e.g. in WAIS or distributed indices) as the current techniques for supporting large scale descriptive services on the
Internet [10]. Our previously published work and the work in this thesis provides a middle ground between these
two techniques [76,77]. We provide massive replication of parts of indices through meta-data caching at the user’s
site. Indices from different organizations can be integrated into one (perhaps massive) index by our referral graph
techniques, but only parts of this index are replicated in meta-data caches. Hierarchical name services, distributed
file systems and distributed database systems all provide limited meta-data caching. The caching of directory infor-
mation in hierarchical name systems and distributed file systems provide meta-data about the location of files in
those directories. Distributed databases replicate or cache the partitioning criteria of a relation. The partitioning cri-
teria are meta-data that constrain a subset of descriptive queries to a subset of available data repositories. Systems
that route queries through a distributed index have not emphasized meta-data caching at the user site, although the

WHOIS++ Mesh allows for caching by returning referrals to the next step in the index traversal.

Our distributed indexing and caching techniques are more general than previous techniques. They provide
and cache indexing information for any attributes, not just those in the partitioning criteria of a relation or the path-
name of a directory. Index servers in a distributed index roughly correspond to catalog functions in our work. Cata-
log functions promote scaling to many data repositories by constraining the number of data repositories contacted
for query results. Meta-data caches promote scaling to many users by decreasing the load on index servers and the

wide-area network. We provide techniques for the description and algebraic manipulation of meta-data cache
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entries. Our techniques also structure graphs of catalog functions (or index servers) so that queries return complete
results. Our prototype descriptive name service employs data caching techniques, and we provide a uniform frame-
work for meta-data and data caching. We also address some issues in autonomy and availability. We use a simple
technique to integrate data from different sources, so our prototype descriptive name service is independent of the
heterogeneous data formats and protocols in the name space. We enhance the relaxed model of consistency to pro-

vide contextual information for interpreting partial query results.




Chapter 3

ACTIVE CATALOG

Users cannot afford to wait for a name service query to search thousands of data repositories when as few as
1% (or even 0%) of the sites hold the needed information. System capacity increases if we avoid unnecessary com-
munication with data repositories. We introduce the active catalog as a mechanism to isolate queries within a sub-
set of the data repositories that store a relation. The active catalog constrains the search space for a query, eliminat-

ing the overhead of contacting data repositories that do not contribute to the query answer.

In this chapter, we provide a preliminary description of the active catalog components and a system that uses
the catalog (Section 3.1). We describe how information in the active catalog is structured into access functions that
locate and retrieve information in the global name space. Access functions use syntactic, semantic, and data distri-
bution information to limit the search space for queries (Section 3.2). They encapsulate the heterogeneous struc-
tures and access methods of the name space, making query processing independent of the proliferation of network
name services (Section 3.3). We conclude this chapter with a description of the model of consistency supported by

the active catalog.

In subsequent chapters, we expand the discussion to include methods for using, maintaining and building the
active catalog. Chapter 4 describes the other major active catalog components, called referrals, that guide the use of
access functions. Chapter 5 provides a detailed query processing example, and explains how the model of con-
sistency is realized during query processing. Chapter 6 explains how the active catalog can be extended to new

name services by adding access functions.

3.1. Preliminaries

The active catalog provides one relational interface to a world of heterogeneous data repositories. It structures
the global name space into a collection of relations about people, hosts, organizations, services, and other resources.
Users query these relations; they are freed from the need to understand the proliferation of heterogeneous services.
The active catalog supports relations by collecting and organizing meta-data about the name space into schemas.
Each relation schema defines the names and attributes of the relation. The schema also includes a list of referrals
that describe the access functions used to locate and retrieve data in the relation. Access functions can be imported,
used, cached, and re-used to answer queries at user sites, because the active catalog provides referrals that describe

the conditions for using access functions. Referrals are described further in Chapter 4.

Access functions locate and retrieve the data in a relation. They respond to the question: "Where is data to
answer this query?" There are two types of responses corresponding to the two types of access functions. The first
type of response is: "Look over there." Catalog functions return this response; they constrain the query search by

limiting the data repositories contacted to those having data relevant to the query. Catalog functions return a referral

17



18

to data access functions that will answer the query or to additional catalog functions to contact for more detailed
information. The second response to "Where?" is: "Here it is!" Data access functions return this response; they
understand how to obtain query answers from specific data repositories. They return tuples that answer the query.
We supply access functions for common name services, and organizations can write and supply access functions for

their data.

Our prototype name service, Nomenclator, implements the active catalog using a distributed catalog service
and a query resolver (see Figure 3.1). The distributed catalog service makes access functions and other meta-data
from the active catalog available to users. Query resolvers at user sites retrieve, use, cache, and re-use this meta-
data in answering user queries. Our catalog is active, because catalog functions generate additional meta-data that

guide query processing. Typically, one resolver process serves several users on a local area network, so users can

benefit from a larger resolver cache.

3.2. Catalog Functions

Catalog functions are central to the performance of our system. They provide an alternative to the exhaustive
searches of many hierarchical name services, like X.500 [22], and are a generalization of data indices for a large
internet environment. Catalog functions use many mechanisms to constrain the search space. For example, many
name services, like X.500 or the Domain Name System [66], use organizational boundaries to partition the name
space to different data repositories. If a query is covered by a particular organization, catalog functions can retrieve
the description of the relevant physical partition from the underlying service. Catalog functions can also dynami-
cally request information from local area networks that use broadcast service location facilities [1]. Catalog func-

tions can improve performance by using semantic information, e.g. schema information about the legal locations for
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Figure 3.1. Nomenclator System Architecture
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types of objects in the X.500 naming tree. Semantic information indicates which data repositories are incapable of

storing information relevant to a query.

Catalog functions can also use data access functions to project the contents of a data repository onto an attri-
bute and then use the result to build an index for the attribute. Sometimes catalog functions keep all the values for
an attribute in an index data structure, but this is only feasible for a few attributes with a small number of values.
More frequently, catalog functions use a variation of an index, called a bit vector filter, that has been used to
improve the performance of distributed joins [4, 13,32, 113]. Catalog functions hash each value of an attribute in a
data repository, and then set the corresponding bits in the bit vector filter (see Figure 3.2). The catalog function
hashes the value for the same attribute in a query, and then checks to see if the corresponding bit is set in the filter.
The data repository is included in the search space only if the bit is set. If the bit is not set, the data repository is
eliminated from the search. We used bit vector filters in a pilot study to achieve up to 40 times the performance of a
common implementation of descriptive queries for X.500 [76]. Catalog functions extend the use of bit vector filters
from their applications in distributed join optimization to the optimization of distributed selection predicates in large

internets.

Catalog functions are implemented as remote or local services. Remote catalog functions are services that are
available through a standard remote procedure call interface. Local catalog functions, as well as data access func-
tions, are C [50] sources that are obtained by the query resolver from the distributed active catalog. The resolver
dynamically compiles and loads them into its address space using an approach similar to CLAM [19]. Remote cata-
log functions are preferred over local ones when the resources of the query resolver are inadequate to support the
catalog function. The owners of data may choose to supply remote catalog functions for privacy reasons if their
catalog functions use proprietary information or algorithms. Remote catalog functions are appropriate if the func-
tion performs a lot of work that must be amortized over a large number of users. They are also appropriate if the

location of the function affects its performance as is the case, for example, when the function needs access to other

— catalog function —

QUERY s hash(attribute)

REFERRAL«-—--/

include DR

hash(attribute) DR

O@@OéOO
A

Figure 3.2. A catalog function with a bit vector filter
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centrally located data sources. Local catalog functions are preferred whenever possible, because they are highly
replicated in resolver caches. They can reduce system and network load by bringing the indexing resources of the

active catalog directly to the users.

3.3. Data Access Functions

Data access functions encapsulate the heterogeneity of data repositories, making the query resolver indepen-
dent of vagaries of different name services. Data access functions translate descriptive queries into queries that are
understood by the data repositories and return tuples satisfying the descriptive query. Two types of mappings
between descriptive queries and the data repositories make answering queries in a heterogeneous environment pos-
sible. First, data access functions map the attributes in the active catalog schema to their corresponding representa-
tion in the data repository. The attribute names and vocabularies must be translated to a common base by the func-
tions. Second, data access functions map the relational operations of selection and projection to the corresponding

operations in the data repository.

Nomenclator performs a straightforward, non-procedural mapping between its descriptive queries and other
descriptive or relational name services. Mapping Nomenclator to a hierarchical name service is less straightfor-
ward. Data access functions for X.500 map attributes in one Nomenclator schema to attributes in a variety of X.500
objects. These functions combine attributes from different levels of the X.500 tree into one tuple in a Nomenclator
relation. For example, the people relation, used in our X.500 experiments, combines the value of the X.500
countryName attribute from the country object with the value of the X.500 commonName attribute from the
person object. When attributes from different levels of the tree are used, the data access functions map descrip-
tive queries to a combination of hierarchical navigation and descriptive search in X.500. For example, after a
descriptive search retrieves a person with a required commonName attribute, hierarchical navigation retrieves

the countryName attribute from a object superior to the person object in the X.500 tree.

3.4. Consistency Considerations

The relaxed model of consistency allows name services to address problems of scale, autonomy and unavaila-
bility in the name space. Greater scale is achieved, because updates are free of global synchronization bottlenecks
and can propagate in batches when the system load is low. Autonomy is preserved, because organizations need not
cooperate in update transactions. Unavailability is surmounted, because freedom from global transactions allows
processing to continue when parts of the name space are unavailable. The relaxed model of consistency, however,
does not explain the consistency of query responses to users. Users ask the following kinds of questions. When an
answer is inadequate, how do you find a better one? When two organizations have different information about the
same object, who is right? When data repositories are unavailable, how do you complete a query? The active cata-
log supplies advice that name services can use to answer these questions. Advice is information about the charac-
teristics of a query or its answer. It provides a context for interpreting the response to a query, obtaining a better

response, or constructing faster queries. For example, advice includes information about the currency or reliability




21

of data in a response, and suggestions about which attributes can be added to a query to improve response time per-

formance. We discuss currency and reliability advice in this section, and performance advice in Chapter 4.

The active catalog provides complete query responses. All information added to data repositories in the
active catalog through the collection modification time (see Collection Last Modified in Figure 3.3) is
searched for query responses. The collection modification time, or t-bound [39], is advice about the consistency of
the response to a query. Tuples added after the collection modification time might not be reflected in the response.
Each tuple is internally consistent, but may have been updated after the collection modification time. When users
suspect that information is missing from their answer, they can request a more current collection of tuples. Since
some catalog function indices are updated periodically, the name service can queue requests for more current

answers until new active catalog information is available.

Consistency advice provides a context for interpreting query responses that is often lacking in other name ser-
vices. Some services, like Netfind [93], sample the name space; they use heuristic searches that can miss searching
relevant data repositories. Other services, like Profile [81], require users to direct the search by supplying the
addresses of the data repositories to be contacted. Both kinds of systems generate incomplete answers. Incomplete
answers from these systems are frustrating, because users have no recourse for obtaining missing information. The
active catalog supports users in finding missing information, because users can request answers that are more

current than the collection modification time of their last response.

The active catalog also supplies reliability advice in query answers. Data access functions support attributes
that indicate the source of data in the tuple (i.e. the source attribute), and the time when the data was last changed
(i.e. the last modified attribute). When conflicting information is received about the same object, as in Figure
3.3, the tuple modification time is a hint about which information is more likely to be correct. The most current
update is not always the correct one, so other measures of reliability are also helpful. A consumer rating service

could provide a reliability measure by recording the amount of incorrect data discovered for each source attribute

Name Work Phone Source Last Modified

Ordille 608-262-6609 CsNet@wisc.edu 1-SEP-1992 17:22:41 CDT

Ordille 608-262-6617 WHOIS 7-JUN~1990 04:00:00 CST

Collection Last Modified: 18-FEB-1993 (03:30:11 CDT

Figure 3.3. Query result with currency and reliability advice
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value. The source attribute also helps users locate and report incorrect data to the administrator of that data.

Currency and reliability advice provides a context for deciding whether name service results (hints) are con-
sistent with the world. It also makes it possible to process parts of queries in the background. If parts of the name
space are unavailable, partial results can be given to the user and optionally the remainder of the results can be
delivered when they become available. If a query takes too long, it can be completed in the background. The

results are simple to interpret because they contain their own consistency information.

Descriptive queries have weaker consistency than weakly consistent t-bound queries [39], providing con-
sistency at the level of a single tuple rather than a collection of tuples. Consistency and reliability advice differ from
the types of consistency discussed for quasi copies [2] because the user discovers the inconsistency of the hint and
demands more current information. In quasi copies, the system automatically updates caches to reflect a con-
sistency requirement specified in advance by the user. In a name service environment, updating the user’s informa-

tion on demand consumes less system resources and is simpler for the user than specifying abstract consistency

requirements.




Chapter 4

REFERRAL GRAPHS

Referrals are a general mechanism for describing distributed indexing structures. They direct query process-
ing by stating the conditions for using access functions. Referrals form a DAG, called a referral graph, that
integrates access functions into a uniform query processing framework. Referral graphs allow us to select the right
access function for our needs and reap the benefit of multiple access functions in processing one query. Referral
graphs direct the creation, management and use of access functions, so functions created by different organizations
can constrain and access the name space to benefit everyone. They provide one mechanism for identifying meta-
data or data cache entries that answer a query, thereby uniting our new meta-data caching techniques with existing

data caching techniques.

Section 4.1 describes referrals and explains how referrals form a graph that guides query processing. Section
4.2 describes that relationship between catalog functions and referral graphs. It explains the techniques for generat-
ing referrals dynamically without storing the entire referral graph. We extend the referral format in Section 4.3 to

provide additional opportunities for faster, more user-friendly query processing.

4.1. Referrals

Referrals govern the use of access functions. Each referral contains a template and a list of references to
access functions (see Figure 4.1). The template is a conjunctive selection predicate that describes the scope of the
access functions. Queries that are within the scope of the template can be answered with the referral. When a tem-
plate contains a wildcard value ("*") for an attribute, the attribute must be present in any queries that are processed

by the referral. Our system follows the following rule:

Query Coverage Rule: if the set of tuples satisfying the selection predicate in a query is covered by (<)
the set of tuples satisfying the template, then the query can be answered by the access functions in the

reference list of the referral.
For example, the first referral in Figure 4.1 covers the queries in Figure 4.2.

Referrals can describe the partitioning criteria of a relation, and also can describe more complex indexing
structures. For example, the People relation is partitioned by organization, and we can describe this partitioning
criteria by a series of referrals like the second referral in Figure 4.1. This referral contains a data access function,
and it covers the first query in Figure 4.2. Many distributed database systems, like Distributed INGRES [108], use
an approach similar to ours for describing physical partitions of a relation, but the active catalog also does more than
this by building indices for useful attributes, like a person’s surname, which are not part of the partitioning criteria.

The first referral in Figure 4.1 describes one such index. It contains a catalog function that returns a referral that

23



Template Reference List

¢ = "US" and Catalog
Function
naIne - LU
Data
o = "UW" Access

Function

Figure 4.1. Sample referrals for the People relation

1. select * from People where
name = "Miller" and

o = "UW" and

C P I(US"

2. select * from People where
name = "Ordille" and
C = IIUSII

Figure 4.2. Sample queries about people in organizations

in the United States

lists the data repositories with information about people who have a particular surname in the United States. The
wildcard in name indicates that the catalog function can constrain the search space for any name that is included
in the query.

Referrals describe the tools (access functions) for locating and retrieving tuples, and the conditions (tem-
plates) for using those tools. They are the unit of meta-data caching in our system. Other systems, e.g. the Com-
munity Information System [40], Domain Name System [66], and R* [120], have simple versions of meta-data
caching; these systems limit cached information about data distribution to the partitioning criteria of a relation. We
achieve additional performance improvements by extending the information kept in the meta-data cache to index

any attribute. Our referrals describe indices that span the entire relation, like the partitioning criteria, or describe
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indices that locate tuples for some other subset of the relation, like the catalog function in Figure 4.1.

Referrals form a generalization/specialization graph for a relation called a referral graph. Referral graphs are
a conceptual tool that guides the integration of different catalog functions into our system and that supplies a basis
for catalog function construction and query processing. A referral graph is a partial ordering of the referrals for a
relation. It is constructed using the subset/superset relationship: S c G. A referral S is a subset of referral G if
the set of queries covered by the template of S is a subset of the set of queries covered by the template of G.  Sis
considered a more specific referral than G; G is considered a more general referral than S. For example, the sub-

set relationship exists between the pairs of referrals with the templates listed below:

(1) (¢ = "US" and name = "Ordille") < (c="US")

(2) (c = "US" and name = "Ordille") C
(c="US" and name = "*")
{3) (¢ = "US" and name = "*") < (c="US")

(4) (¢ = "us") < ()

but it does not exist between the pairs of referrals with the following templates:

(5) (¢ = "Us"), (dept = "CS")
(6) (¢ = "US" and name = "Ordille"),
(c = "US" and name = "Miller")

In Lines (1) and (2), the more general referral covers more queries, because it covers queries that list different
values for name. In Line (3), the more general referral covers more queries, because it covers queries that do not
constrain name to a value. In Line (4), the specific referral covers only those queries that constrain the country to

"US" while the empty template covers all queries.

During query processing, wildcards in a template are replaced with the value of the corresponding attribute in
the query. For any query covered by two referrals S and G such that S < G, the set of tuples satisfying the tem-
plate in S is covered by ( < ) the set of tuples satisfying the template in G. S is used to process the query,
because it provides the more constrained (and faster) search space. The referral S has a more constrained logical
search space than G, because the set of tuples in the scope of S is no larger, and often smaller, than the set in the
scope of G. Moreover, S has a more constrained physical search space than G, because the data repositories that
must contacted for answers to S must also be contacted for answers to G, but additional data repositories may need

to be contacted to answer G.

Part of the referral graph for the People relation is shown in Figure 4.3. This example contains only refer-
rals to data access functions. For simplicity of presentation, we leave out the data access function identifiers and list
only the identifiers of the data repositories contacted by the data access functions. For example, referral R1 lists
the data repositories numbered from 22 to 54. The arcs in the graph indicate the path from a general referral to a
more specific referral. Notice that referrals R1 and R2 are ordered from general to specific, but that R1 and R3

are not ordered by the graph. The direction of the arcs also indicates the direction in which the search space is
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e

Referral R1 Referral R3
name = "Miller" dr22 name = "Ordille" dr22
c = "Us" dr54 c = "Uysg dr140
P e s/ ~ N
/
s Ve ~ N
&/ ‘-/ ~
Referral R2 Referral R4 Referral RS
name = "Miller" dr22 name = "Ordille* name = "Ordille"
and o and a2 and dr130
o = "UW" and o = "UW" and o = "Bell Labs" drtlo40
¢ = "Us" dr30 c = "ygs§" and ¢ = "Ug"
Figure 4.3. Sample partial referral graph
Referral R1 Referral R3
name = "Miller" dr22 name = "Ordille" dr22
and to and di})SO
c = "us* dr54 c = "us* dr140
Referal R6 Referral R7
name = HAkH name - Wk n
and ofl and of2
o = "UW" o = "Bell Labs"
and c st and ¢ = "Us"

Figure 4.4. Catalog functions encapsulate parts of a referral graph
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constrained. The first query in Figure 4.2 is covered by referral R2 and also by referral R1, but it is answered

using R2, the more constrained (and faster) referral.

The resolver query processing algorithm (see Chapter 5) navigates the referral graph, calling catalog functions
as necessary to obtain referrals that narrow the search space. Sometimes, two referrals that cover the query have the
relationship of general to specific to each other. The resolver eliminates unnecessary access function processing by
using only the most specific referral along each path of the referral graph. The search space for the query is initially
set to all the data repositories in the relation. As the resolver receives referrals to only data access functions, it
forms their intersection to constrain the search space. The intersection of the referrals includes only those data repo-
sitories listed in both referrals. Intersection combines independent paths through the referral graph to derive benefit

from indices on different attributes.

4.2, Catalog Functions

Catalog functions encapsulate portions of the referral graph. For example, catalog function cfl in Figure
4.4 uses the attribute name to direct queries to data repositories at the University of Wisconsin. It encapsulates
referral R2 and R4 (from Figure 4.3), i.e. it can generate referrals R2, R4, or another referral as appropriate.
Similarly, the catalog function cf2 encapsulates referral R5 and other referrals about surnames at Bell Labora-
tories. In constraining a query, a catalog function always produces a referral that is more specific than the referral
containing the catalog function. Wildcards ("*") in a template indicate which attribute values are used by the asso-
ciated catalog function to generate a more specific referral. In other words, catalog functions always follow the

rule:

Catalog Function Constrained Search Rule: Given a referral R with a template t and a catalog function
cf, and a query g C t, the result of using cf to process q, cf(q),isa referral R’ with template

t’suchthat g ¢ t’and R’ < R.

Catalog functions can also encapsulate other catalog functions by calling them. For example, we can replace
the entire graph in Figure 4.4 with the referral in Figure 4.5. The catalog function cf3 calls cfl and cf2, and
returns the union of their results (i.e. a referral containing all the reference lists from the referrals returned by cfl
and cf2). When catalog functions call other catalog functions (or return referrals to them), they form a DAG of
catalog functions that is a more compact, functional representation of the referral graph. Catalog function DAGs
perform hierarchical indexing on multiple attributes. Catalog functions at a root of a DAG, like cf£3, use one or
more attributes, in this case organization (o), to choose relevant localities in a large search space. They further
reduce the search space by calling more specific catalog functions that are tailored to those localities, and form the

union of their results.

4.3. Revised Templates

When a catalog function forms the union of multiple referrals, some specificity can be lost. For example, if

we process the second query in Figure 4.2 using cf3, we receive a referral with the template name =



Referral R8

name = "*" and
cf3

c = HUS L

Figure 4.5. A catalog function encapsulates Figure 4.4

“Ordille" and ¢ = "US". This referral is the union of more specific referrals (from cfl and c£2) that
contained the organization attribute in their templates, but we lose the organization information associated with parts
of the search space when c£1 constructs the union. We would like to have this more specific information, because
it helps us to find previously cached subquery answers (in this case, a query for "Ordille" in a particular organiza-
tion) and to advise users on how to add attributes to their queries to reduce the search space. To provide more
specific information from the referral graph when using general catalog functions, we adopt the general referral for-
mat in Figure 4.6(a). Each referral can qualify its references to access functions with a revised template. The
revised template follows the Query Coverage Rule with respect to its associated access functions. A catalog func-
tion uses the general format to collapse a section of the referral graph into one referral. For example, c£3 can col-

lapse the graph rooted at referral R3 in Figure 4.3 to the referral in Figure 4.6(b). The resulting referral is the union

TEMPLATE LIST OF name="0rdille" LIST OF
REFERENCES ) and ¢ = vUg" REFERENCES
— - -
- \ o — \
REVISED TEMPLATE I LIST OF AF’s name = "Ordille" and
3 o = "UW" and dr22

REVISED TEMPLATE | LIST OF AF’s c = "yus"
name = "Ordille" and dr130
o = "Bell Labs" and to
c = "Us" dr140

(a) General format (b) An example

Figure 4.6. Referrals
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of leaves of the referral graph; its revised templates and access functions are the templates and access functions of

the leaves.

The construction of general referrals with template g and revised templates rtl, rt2, .., rtn follows

two rules. The first rule is the following:
Referral Coverage Rule: gc rtluw rt2 ...V rtn.

This rule, like the Query Coverage Rule, is required for correctness. Catalog functions forming the union of referrals
must know that the union covers the scope of the returned template. For example, the catalog function cf3 can
only return the referral in Figure 4.6(b), because it has contacted every organization in the United States and found
the locations where "Ordille" is listed. Catalog functions can use other information, such as knowledge of the struc-
ture of the name space, domains of attributes, or integrity constraints on tuples, to return a general referral with

revised templates. The second rule is the
Referral Constrained Search Rule: g2 rtlu rt2 ...uU rtn

This rule, like the Catalog Function Constrained Search Rule, is true by construction, because catalog functions
always walk the referral graph by adding attribute values to templates. The two rules for referral construction allow

ustodeduce that g = rtlu rt2 ... U rtn. This equality is an empirical observation about the structure of

the name space at a particular time. For example, Figure 4.6(b) asserts that the set of tuples satisfying (name
"Oordille" and ¢ = "US") equals the union of the set of tuples satisfying (name = "Ordille" and c
= "Us" and o = "UW") and the set of tuples satisfying (name = "Ordille" and ¢ = "US" and o
= "Bell Labs"). More colloquially, it asserts that the only people named Ordille in the United States name

space are at the University of Wisconsin or Bell Laboratories.

When a data access function is described by a revised template, the query resolver performs two optimiza-
tions. The intersection of the query and revised template is the subquery answered by the associated data access
function and data repositories. If the answer to the subquery is in the data cache, the cached answer is used and the
data repository is not contacted. If the subquery is logically inconsistent, the contents of the data repository contrad-
ict the query and the data repository is not contacted. For example, a subquery that includes the following conjunc-
tion is inconsistent: o = "UW" and o = "Bell Labs". Referrals can also be used to add an advice phase
to the query processing algorithm. When the final search space is too large to process quickly, users can optionally
receive a list of attributes that would narrow the search further. For example, the resolver presents the attribute
values in revised templates, but not in the query, to the user. The user can select attribute values from this list to

constrain the query further.

Referrals and the four simple rules summarized in Table 4.1 allow us to unify a wide variety of indexing tech-
niques. Catalog functions contributed by different organizations can be integrated into one structure to speed query
processing for everyone. Referrals and the meta-data rules also unite our meta-data caching techniques with popu-
lar data caching techniques. Like other systems, Nomenclator uses techniques developed by Finkelstein[36] to

cache and re-use the data responses to queries. Since both meta-data and data cache entries are tagged with
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selection predicates, the query resolver uses the same algorithm in either cache to determine if a cached entry covers
a query. Our query processing techniques traverse referral graphs to constrain queries to specific search spaces.
They allow us to reap the benefits of multiple indices by integrating the referrals from catalog functions for different

parts of a relation into one referral, and by forming the intersection of referrals that cover the same query.

Rule Name Rule Summary
Query
Coverage If g ¢ t, then use referral
Rule
Catalog Function If R contains t and c¢f, g ¢ t, and
Constrained cf(qg) returns R’ with template t’,
Search Rule then g ¢ ¢t/ and R’ C R
Referral
Coverage gcrtl U rt2 ... U rtn
Rule
Referral
Constrained g rtl U rt2 ... U rtn
Search Rule

Table 4.1. Meta-data rules

(For a query d; a referral R with template t and catalog function cf ; a referral R’ with template t'; and a
referral with template g and revised templates rtl, rt2,.. rtn.)




Chapter 5

QUERY PROCESSING AND CACHING

In this chapter, we bring together our discussion of the active catalog and referral graphs in a detailed query
processing example. Our examples show how to initialize a query resolver, process multiple referrals that cover the
same query, generate referrals from catalog functions, re-use cached information, and benefit from revised tem-
plates. We describe the flow of query processing through the data cache, meta-data cache, distributed catalog ser-
vice, and data repositories. Our initial example considers search spaces comprised of data repositories that hold dis-
tinct parts (partitions) of the name space. We expand this example to process search spaces with replicated parti-
tions. Finally, we explain how the query resolver uses advice from the active catalog to support the consistency

model of Chapter 3.

We limit our discussion to query processing techniques for conjunctive queries. Queries containing disjunc-
tions can be processed in a similar manner by converting them to disjunctive normal form [60], determining the
search spaces for the component conjunctions, and forming the union of these search spaces. Join processing in

large Internet environments is an area of future research.

In Chapter 6, we conclude our presentation of techniques that support fast descriptive query processing by
describing how to maintain the active catalog. Subsequent chapters present experimental and modeling studies of

our techniques and our conclusions.

5.1. Query Processing Overview

Our prototype system, Nomenclator, includes many local query resolvers and a distributed catalog service as
described in Chapter 3. The query resolver is shared by a group of users on the local area network, much like DNS
servers are shared at the organization or department level. Access functions and referrals from the active catalog
are replicated in query resolver meta-data caches to tailor the resolver to its stream of queries. Meta-data caching is
a partial replication; no query resolver contains the entire contents of the active catalog but rather those parts that
are currently most useful to it. New referrals are generated as needed from catalog functions. Referrals that match
recurring queries at the resolver are cached and re-used. Referrals and access functions make the resolver’s query

processing algorithm independent of the access methods and search techniques in the name space.

Figure 5.1 shows the flow of processing through the query resolver. When a query arrives, the resolver
checks the data cache for a previous response that covers the query. If the data cache misses, the resolver must
determine the search space for the query. It checks the meta-data cache for previous referrals that cover the query.

If none are found, the resolver contacts the distributed catalog service for an initial set of referrals for the query.
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Figure 5.1. Query resolver processing

The resolver processes the initial set of referrals until it determines the search space for the query. The search
space is created by forming the intersection of referrals that only reference data access functions. The resolver uses
referrals that reference catalog functions to generate additional referrals to take part in the intersection. The inter-
section algorithm of the resolver is described in Section 5.2. The resolver caches the referrals generated by catalog

functions in the meta-data cache.

The final search space for the query is a referral that only references data access functions. The resolver uses
the data access functions to obtain query responses from each data repository listed in the referral. If the referral has
revised templates, the query resolver may be able to avoid contacting some data repositories. It forms the intersec-
tion of the revised template and the query, and checks for answers to this subquery in the data cache before contact-

ing the relevant data repository (not shown in Figure 5.1). The final result for the query is cached. During query
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processing, if a data access function or catalog function is not available locally, the query resolver obtains it from

the distributed catalog service and places it in the meta-data cache.

5.2. Intersection Algorithm

A goal of the resolver is to constrain the search space to a small set of data repositories. Two types of refer-
rals can lead to this constrained set. A data referral is a referral that only references data access functions; it lists a
constrained set of data repositories to search. A catalog referral is a referral that includes references to catalog
functions; the catalog functions must be called to obtain a list of data repositories. When multiple data referrals
cover the query, the answer to the query can be found in the intersection of the physical search spaces (or sets of
data repositories) defined by the referrals. Since intersection is a mechanism for reducing the size of the search
space and combining the indexing information in multiple referrals, the resolver uses an intersection algorithm to

process referrals.

Only data referrals can participate directly in the intersection algorithm of the resolver, because only data
referrals enumerate the search space for the query. The intersection of two data referrals, R and R, is a referral,
I, that covers every query covered by both Rand R’. Only tuples that satisfy the predicates in the templates of R
and R’ can satisfy the template of I, so the template of I is the conjunction of the templates in Rand R’. Only
tuples from physical locations listed in both R and R’ can satisfy queries covered by T, so the set of data reposi-
tories listed in I is the intersection of the set of data repositories listed in R with the set listed in R’. Each data
repository in T is listed with a data access function and optionally a revised template. When a revised template is
present in I, it is the conjunction of a pair of revised templates that occurred in references to the data repository in
R and R’. Table 5.3 provides an example of the intersection of two data referrals with revised templates. In

Tables 5.3a and 5.3b, the intersection of Referral 6 with Referral 8 is Referral 9.

A catalog referral does not define a set of data repositories to search for query responses; therefore, it can not
participate directly in the intersection of referrals by the resolver. The catalog functions in the referral must be
called to obtain a data referral that covers the query. Typically, a referral to a catalog function contains one refer-
ence with a catalog function and no revised template. By the Catalog Function Constrained Search Rule (see Sec-
tion 4.2), calling the catalog function in this referral produces a new, more specific referral that covers the query. If
a catalog referral, N, contains multiple references, each catalog function in N returns a referral that covers only
part of the search space for the query. The resolver generates a new, more specific referral from N by replacing
parts of N with the results of calling the catalog functions listed in N. The reference list in the referral returned by
a catalog function replaces the reference containing the catalog function in N. The template of N is updated to
reflect the additional attributes in the query that are constrained in the template of the referral returned by the cata-
log function. If the new referral generated by calling catalog functions is a data referral, the new referral is avail-
able for intersection to constrain the physical search space of the query. If the new referral is a catalog referral, the

process of calling catalog functions repeats.
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Attribute Name (Abbreviation):

Given Name (gname):
Surname (name) :

Email Address (email):
Work Phone (wph):
Department (dept):
Organization (o):

City (city):

State or Province (state):
Country (c):

Last Modified (mod):

Source (s):

Sample Value

Joann

Ordille
joann€cs.wisc.edu

(608) 262-6617

Computer Sciences
University of Wisconsin
Madison

WI

USA

12-FEB-1991 22:05:14 CST
X500:@c=US

@o=University of Wisconsin

@ou=Computer Sciences

Figure 5.2. Attribute names, abbreviations and sample values

for the People relation

The resolver establishes an initial search space for the query by forming the intersection of the data referrals
that cover the query. This intersection is a referral called SearchSpace. The resolver uses SearchSpace and the par-
tial ordering defined by the referral graph to determine which of the catalog referrals that cover the query will
further constrain the search. The resolver orders the catalog referrals from specific to general as specified in the
referral graph. Any attribute listed in the template of SearchSpace has been used to constrain the query, so the tem-
plate of a catalog referral must have an attribute, not in the template of SearchSpace, in order to constrain the query
further. The ordering and the check against the SearchSpace template ensure that the resolver does not call a cata-
log function if it has the result of the catalog function available for use in processing the query. Catalog functions in
a referral that will further constrain the search are called until a data referral results. This data referral is intersected
with SearchSpace to produce a more constrained search. Once all catalog referrals have been considered, the
resolver contacts the data repositories in SearchSpace to obtain the final result for the query. Several examples of

resolver’s query processing algorithm follow in Section 5.3.
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5.3. Query Processing Example

As an example of query processing and meta-data caching, we describe the execution of four queries on the
People relation. Figure 5.2 lists the attribute names in our example relation, their abbreviations, and sample attri-
bute values. Table 5.1 lists the four queries to be processed. Queries 1 and 2 request information about people
named respectively "Ordille” and "Miller" in Wisconsin in the United States. Queries 3 and 4 request information
about people named "Ordille" in the United States who work respectively at the University of Wisconsin in Wiscon-
sin or Bell Laboratories in New Jersey. The query resolver begins its processing with empty caches, and retrieves
or generates a series of referrals to direct the search for query answers. These referrals are identified by number,

and are listed with the identifier of the source that generated them in Tables 5.2 through 5.5. We simplified our

No. | Query

1 | select * from People
where name = "Ordille" and

state = "WI" and ¢ = "US"
2 | select * from People
where name = "Miller" and

state = "WI" and ¢ = "US"

3 | select * from People

where name = "Ordille" and
0 = "University of Wisconsin" and
state = "WI'" and c = "US"

4 | select * from People

where name = "Ordille" and
o = "Bell Labs" and
state = "NJ" and ¢ = "US"

Table 5.1. Sample queries on the People relation
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@_ Distributed
,,,,,,,, Catalog

Figure 5.3. Referral graph generated by example queries

(Graph nodes contain the ID number of the referrals listed in Tables 5.2 through 5.5. Dotted-lined nodes represent
catalog referrals. Bold-lined nodes represent data referrals. The arcs point from a general referral to a more
specific referral. Bold-lined arcs also indicate that the general referral was used to create the more specific refer-
ral. Referrals appearing between parallel horizontal lines were added to the meta-data cache as a result of a call to
the distributed catalog service or the processing of a query as indicated.)

referrals by including a smaller number of data repositories than would normally be listed in referrals in a large

Internet environment. The graph for the referrals is provided in Figure 5.3.




37

5.3.1. Query1

The processing of Query 1 provides an example of meta-data cache initialization, catalog referral processing,
and data referral intersection. When Query 1 arrives, the resolver finds no information in either cache, so it contacts
the distributed catalog service for referrals in the People relation. The distributed catalog returns the referrals in
Table 5.2. Referral 0 is the base referral. The base referral is the most general referral for a relation; it provides
data access functions for generating and contacting every data repository in the relation. The base referral is seldom
used to contact data repositories, because the active catalog provides other more constrained referrals. Since the set
of all data repositories is seldom needed, it is not enumerated in the base referral. The resolver processes the base
referral to ensure that the intersection of any data referral, R, with the base referral is R; therefore, the base referral
can be used to initialize the search space for a query even though the data repositories are not enumerated in the
referral. Referrals 1 through 4 list the attributes that the active catalog can use to constrain the search; they provide

entry points into the referral graph for the relation. Referrals O through 4 comprise the most general levels of the

Ref. Source Template Accegs Function
ID of Ref. Revised Template (Data Repositories)
0 DC Everywhere_DAF
(Everywhere)
1 DC o = "¥¥ o_CF
2 DC name = "** name_CF
3 DC state = "*" state_CF
4 DC c = "x c_CF

Table 5.2. Referrals for the People relation from the distributed catalog

(Each referral is identified by number during the discussion of the query processing example. The source that gen-
erated the referral is "DC" for distributed catalog or the number of the referral containing the source catalog Sfunc-
tion. Revised templates are indented and listed parallel to their associated access functions. Access function names
end in "CF" for catalog functions or "DAF" for data access functions. Data access functions are followed by the list
of data repositories they contact.)
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referral graph in Figure 5.3. The additional levels will be added during the processing of our example queries.

The resolver initializes SearchSpace to the only data referral that covers the query, Referral 0. Referrals 2

through 4 also cover Query 1 (see Tables 5.1 and 5.2), because they only index attributes that are present in the

query. These catalog referrals form the ordered list of candidate referrals for processing: Candidates = {Referral 2,

Referral 3, Referral 4}. Since no referral in Candidates is more specific than the others (as illustrated in Figure 5.3),

the resolver processes them in the original order. When the query resolver calls the catalog function in Referral 2 to

constrain the name attribute, it receives Referral 5 to a catalog function (name_US_CF) that can locate name in

the United States. Calling name_US_CF produces Referral 6, a data referral with two revised templates. The

revised template specific to the University of Wisconsin is associated with one data repository, and the one specific

Ref. Source Template Access Function
IDd of Ref. Revised Template (Data Repositories)
5 2 name = "*"' and name_US_CF
C — IIUS"
6 5 name = "Ordille" and
c o= IIUS"
o = "UW" and X500_DAF
name = "Ordille" and (dr22)
C = "US "
o = "Bell Labs" and Unix_10_DAF
name = "Ordille" and (dr130 -~ drl140)
c o= HUS"
7 3 state = "*" and state_US_CF
C = |IUS||

Table 5.3a. Referrals generated while processing Query 1
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to Bell Labs is associated with 11 data repositories. The query resolver forms the intersection of Referral 6 with the

search space (currently Referral 0) and obtains SearchSpace = Referral 6.

Referral 3 describes a catalog function that indexes the state attribute. Referral 3 and SearchSpace are not
ordered by the referral graph, because state has not previously been used to constrain the search space. The
resolver calls the catalog function in Referral 3 to further constrain the search space. It obtains Referral 7 to the

catalog function state_US_CF that can locate state in the United States. Calling state_US_CF results in

Ref. Source Template Access Function
ID of Ref. Revised Template (Data Repositories)
8 7 state = "WI" and X500_DAF
c = "uUs" (drl - dxr30)
CSNET_DAF

(dr55 —~ dr75)

WHOIS_DAF
(dx76-99)
9| 0N 6N B8 | name = "Ordille" and
state = "WI" and
c = "USI!
o = "UW" and X500_DAF
name = "Ordille and (dr22)
state = "WI" and
Cc = "USII

Table 5.3b. Referrals generated while processing Query 1 (continued)
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Referral 8, a data referral for the state of Wisconsin in the United States. The intersection of Referral 8 and Sear-
chSpace is Referral 9. Referral 9 is the new value of SearchSpace, and more specific than either Referral 8 or Refer-
ral 6 (the previous value of SearchSpace). The result of the intersection of two referrals that cover a query is always
more specific or identical to the operands of the intersection. The last referral in Candidates, Referral 4, is more
general than SearchSpace, so the catalog function in Referral 4 is not called. Referral 4 uses country to con-

strain the search space, and that constraint has been added to SearchSpace by previous intersections.

The resolver uses Referral 9 to obtain the response to Query 1. The resolver forms the conjunction of the
query and the revised template in Referral 9 to obtain the subquery (identical to Query 3) answered at data reposi-
tory dr22. After finding no response to this subquery in the data cache, the resolver uses data access function
X500_DAF to obtain the response from dr22. The resolver returns this response to the user, and caches the query

and the response in the data cache.

Ref. Source Template Access Function
ID of Ref. Revised Template (Data Repositories)
10 5 name = "Miller" and
C - |IUSI|
o = "UW" and X500_DAF

name = "Miller" and (dr22 - dr30)
C — llUS“

o = "UC" and WHOIS_DAF
name = "Miller* and (dr31-54)

Cc = L Us L

Table 5.4a. Referrals generated while processing Query 2
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5.3.2. Query 2

The processing of Query 2 provides an example of re-using data and catalog referrals from the meta-data
cache. It shows how the intersection algorithm ensures that referrals provided by the distributed catalog or catalog

functions are always re-used before the distributed catalog or catalog functions are re-contacted.

The answer to Query 2 is not in the data cache. The resolver initializes the search space from the meta-data
cache to the intersection of the data referrals that cover the query; therefore, the search space is the intersection of
the base referral with the referral to data repositories for Wisconsin in the United States, i.e. SearchSpace = (Refer-
ral 0 N Referral 8) = Referral 8. The catalog referrals that cover Query 2 are ordered in the list of candidates: Can-
didates = {Referral 5, Referral 7, Referral 2, Referral 3, Referral 4}. The candidates index name in the United
States, state in the United States, name, state, and country respectively. The referrals are ordered by the
number of attributes in their templates that have specific values (not wildcards) and then by the total number of attri-
butes present. This ordering preserves the partial orderings from specific to general shown in the referral graph in

Figure 5.3.

The resolver uses Referral 5 that indexes name in the United States to generate Referral 10, a data referral
for name = "Miller" and ¢ = "US". The intersection of SearchSpace (i.e. Referral 8) and Referral 10
gives Referral 11. Referral 11 is the final SearchSpace for the query, because all the other candidate referrals are

more general than Referral 11. Notice that the ordering of the list of candidates guaranteed that Referral 5 was used

Ref. Source Template Access Function

ID of Ref. Revised Template (Data Repositories)

11 | 0 n 8 N 10 | name = "Miller" and
state = "WI" and

c = "US"

name = "Miller® and | X500_DAF

o = "UW" and (dr22 - dr30)
state = "WI" and
c - "USII

Table 5.4b. Referrals generated while processing Query 2 (continued)
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before Referral 2, the source of Referral 5. Generating the search space for Query 2 re-used three referrals obtained
while processing Query 1 (Referrals 0, 5 and 8). It generated fewer referrals than Query 1, because it was able to
re-use the cached results of calling catalog functions (Referrals 5 and 8) and contacting the distributed catalog ser-

vice (Referral 0). The resolver uses Referral 11 to obtain the responses to Query 2.

5.3.3. Query3

The processing of Query 3 provides an example of eliminating meta-data processing by finding a query
answer in the data cache. Query 3 is covered by the selection predicate in Query 1, so resolver derives the answer
to Query 3 from the data cache. The answer for Query 3 is identical to the answer for Query 1, because Query 3 is

the subquery answered by dr22 during the processing of Query 1.

5.3.4. Query 4

The processing of Query 4 provides an example of using a revised template to obtain a more constrained
referral that covers-ili¢'query. Query 4 is covered by the Data Referrals 0 and 6. The resolver initializes Sear-
chSpace to Referral 0, and then performs an additional optimization step before using Referral 6 to constrain Sear-
chSpace further. The references with revised templates in Referral 6 are parts of the referral graph that are more
specific than Referral 6; these references are independent referrals that were collected together to answer queries
with more general scopes than Query 4. Since Referral 6 was generated for a different query, the resolver checks to
see if a more specific referral contained in the references in Referral 6 will cover Query 4. The resolver creates
Referral 12 by copying the second reference in Referral 6, because the reference constrains organization as
well as the name and country attributes that are constrained by Referral 6. The resolver uses Referral 12 in the
place of Referral 6 to constrain SearchSpace further; therefore, SearchSpace = (Referral 0 N Referral 12) = Referral
12.

The catalog referrals that cover Query 4 provide the ordered list: Candidates = {Referral 5, Referral 7, Refer-
ral 1, Referral 2, Referral 3, Referral 4}. Referral 5 indexes name in the United States. It is not used by the
resolver, because it is more general than SearchSpace. Referral 7 will constrain the state attribute in the United
States, so the resolver uses Referral 7 to produce Referral 13. The intersection of SearchSpace and Referral 13 gives
Referral 14. Referral 14 is the final SearchSpace for Query 4, because all the other candidates are more general than
Referral 14 including the unused catalog referral, Referral 1 (see Figure 5.3). The resolver uses Referral 14 to

obtain responses to Query 4.

5.3.5. Example Summary

These examples show how the resolver algorithm constrains the search by using catalog functions and inter-
section to generate new, more specific referrals in the referral graph. The partial ordering defined by the referral

graph directs query processing by identifying which catalog referrals will further constrain the search space.
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Ref. Source Template Access Function
ID of Ref. Revised Template (Data Repositories)
12 revised o = "Bell Labs" and Unix_10_DAF

template name = "Ordille" and (dr130 — drl4o0)

in 6 c = "Uys"
13 7 state = "NJ" and Unix_10_DAF
c = "Uys" (drl130 — drl36)

WHOIS_DAF
(dr200 —~ dr221)

14 0N 12 Nn 13 e} "Bell Labs" and Unix_10_DAF

name = "Ordille" and (dr130 — drl36)

state = "NJ" and

C = n US LU

Table 5.5. Referrals generated while processing Query 4

References with revised templates provide opportunities for using the cached answers to subqueries. They also
encapsulate more specific parts of the referral graph for use in answering future queries. The meta-data cache
grows in specificity as queries are processed; it is tailored to the stream of queries at the resolver. In our example,
fewer referrals were generated by Queries 2 and 4 than Query 1, because some of the referrals obtained or generated
for Query 1 were re-used in the subsequent queries. The resolver used the meta-data cache to save the cost of con-
tacting the distributed catalog service for each query, freeing distributed catalog and network resources for initializ-
ing other resolvers. The resolver also saved the cost of repeatedly calling the catalog functions in Referrals 2, 3, 5,
and 7 for information that was saved in the meta-data cache (in Referrals 5, 6, 7, and 8). The cost of calling catalog
functions includes the cost of contacting remote services as well as local processing. When remote service calls are
eliminated, the system is able to support more query resolvers, because the load on the network and the remote ser-

vice providers decreases.
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5.4. Replica Support

Our discussion about the intersection of sets of data repositories assumes that each data repository stores a
distinct partition of the name space. Performance and availability considerations often lead the administrators of
naming data to replicate partitions of the name space. In this case, different data repositories store the same name
space partition, and we can no longer represent the name space partition simply by the identifier of the data reposi-

tory that stores it. In this section, we incorporate replicas of partitions into our intersection algorithm.

The intersection of sets of data repositories, in the absence of replicas, is linear in the number of data reposi-
tories. The elements in each set of data repositories are data repository identifiers. Data repository identifiers
uniquely name data repositories. For example, an IP address uniquely identifies data repositories that are WHOIS
name servers [44] while QUIPU X.500 name servers have IP or X.25 addresses [52]. Our intersection algorithm
requires that the same identifier is consistently assigned to a data repository, so that identifiers can be compared for
equality. It also requires the query resolver to define an ordering for its internal representation of data repository
identifiers, so the identifiers can be sorted. Once these requirements are met, the sets of sorted identifiers are
merged using a linear time algorithm [54], and only those data repositories occurring in both sets are retained in the

intersection.

When replicas are permitted, each partition of the name space is represented, not by the identifier of one data
repository, but by its set of replicas, i.e. the set of identifiers of the data repositories storing the partition. The loca-
tions to search for query answers is a collection of these partitions (as defined by the sets of replicas). The query
resolver processes the collection by contacting one replica from each partition. Because our name service tech-
niques support a relaxed model of consistency, it is not necessary for all referrals to have a consistent view of the set
of replicas for a partition. Different referrals can contain different sets of replicas for the same partition. If two sets
of replicas have a data repository in common, the resolver uses the conservative approach of considering the parti-
tions represented by the sets to be the same. When the same partition occurs in both operands of the intersection,
the resolver includes it in the resuit of the intersection. When the sets of replicas for the partition differ, the resolver
uses the set from the referral with the most recent timestamp. A simple variant of our intersection algorithm for
referrals that list unreplicated data repositories can be used to intersect referrals that list replicas, while remaining
linear in the number of data repositories. The data repositories listed in each referral are sorted. The lists of sorted
identifiers are merged, and only the partitions for data repositories occurring in both lists are retained in the intersec-

tion.

5.5. Consistency Support

The resolver supplies advice about the consistency of query responses by providing the collection
modification time for the response. The collection modification time supports the development of interfaces that
allow users to obtain more current information as needed. An example of such an interface would be one that
allows users to view an answer on a terminal screen and request a more recent version of the answer. The interface

then generates a request to the query resolver for a response that is more current than the collection modification
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time of the answer displayed to the user. A variety of other interfaces are possible, but we do not address the issues

involved in selecting and creating the interfaces in this thesis.

Recall from Chapter 3 that the collection modification time is the timestamp of the oldest active catalog infor-
mation used in answering the query. Tuples added after the collection modification time might not be reflected in
the response. This section describes how the resolver calculates the collection modification time from timestamps
provided by the active catalog. Referrals and the collection of tuples returned by data access functions have times-

tamps. The timestamp represents the time after which information in the referral or collection of tuples may have

changed.

The resolver calculates the collection modification time from the timestamp for the SearchSpace referral and
the timestamps for the collections of tuples returned by data access functions. The distributed catalog service main-
tains the current general referrals for each relation. It supplies its current timestamp with the referrals it returns to
the query resolver. When a new referral is generated from a catalog referral, its timestamp is the earliest of the
timestamps of the components (the catalog referral and referrals returned by the catalog functions) used to generate
it. The resolver calculates the timestamp of SearchSpace as it generates the referral; the timestamp is the earliest

timestamp of the referrals that are intersected to form SearchSpace.

The resolver initializes the collection modification time to the timestamp of the value of SearchSpace used to
answer the query. When the resolver obtains responses for the query, the data access function or the data cache pro-
vide a timestamp for the collections of tuples they supply to the response. If the timestamp is earlier than the collec-
tion modification time, it becomes the new value of the collection modification time. The collection modification

time is returned to the user with the query response, and stored with the response in the data cache.

Users can request a more current response to a query by specifying a lower bound on the collection
modification time. The distributed catalog service and the access functions satisfy a request for answers with times-
tamps after the lower bound whenever possible. Since the distributed catalog service, data repositories, and remote
catalog functions may be unavailable from the network, the resolver can continue to answer some queries, but not
queries for more current information, by successfully obtaining new information before removing older entries from
its caches. By supporting an implicit lower bound on the collection modification time, the resolver can automati-
cally enforce a timeout invalidation algorithm similar to the one used by the Domain Name System. The implicit
lower bound is set to a known interval before the current time. Removing cache entries with timestamps before the

implicit lower bound then limits the inaccuracies introduced into query answers by old information in the resolver

cache.



Chapter 6

MAINTAINING THE ACTIVE CATALOG

The two primary questions in maintaining the active catalog are how to add new data repositories and how to
add catalog functions to the referral graphs generated by query resolvers. All the referrals generated by resolvers
originate in the set of referrals provided by the distributed catalog service. The resolvers generate referrals by fol-
lowing referral graph paths to more specific referrals. Thus, to be accessible to query resolvers, new data reposi-

tories and catalog functions must be added to referral graph paths that originate in the distributed catalog service.

Section 6.1 describes the path reachability requirements that must be satisfied as data repositories and catalog
functions are added to the active catalog. Section 6.2 explains how to satisfy these requirements when adding data
repositories to the active catalog. Section 6.3 explains how to satisfy path reachability requirements when adding
catalog functions to the active catalog. The goal of this chapter is to show the plausibility of building and maintain-
ing referral graphs. A full treatment of active catalog maintenance would require formal definitions and a proof that

the maintenance algorithms preserve referral graph invariants.

6.1. Referral Graph Requirements

As described in the examples in Chapter 5, the distributed catalog service supplies the most general referrals
for a relation. The most general referrals are the base referral and referrals that index a single attribute on a relation.
The base referral covers every query on a relation. By definition, the base referral is a data referral, so catalog refer-
rals must be generated by other referrals in the distributed catalog service. A referral with one wildcard attribute in
its template is the most general catalog referral for that attribute. It is more general than any other referrals that
include the attribute, and can generate other catalog referrals. From the base referral and the most general referrals

for each attribute, all other referrals in the referral graph are generated.

The most general referrals and all referrals that can be generated from them form the global referral graph for
a relation. The two primary questions in maintaining the active catalog are how to add new data repositories and
catalog functions to the global referral graph. The global referral graph does not actually exist in the distributed
catalog service, but parts of it are created as needed by resolvers. A resolver establishes the search space for a
query by walking the global referral graph to the most specific referral in the graph that covers the query. The
search space is the intersection of the data referrals that cover the query. When a resolver processes a catalog refer-
ral, it produces a referral that is more specific than the catalog referral (see Section 5.2). When a resolver creates a
new referral by intersecting the search space and a data referral, it produces a new search space referral identical to
or more specific than the operands of the intersection (see Section 5.3.1). To be used by a query resolver, new data

repositories and catalog functions must be reachable by walking the global referral graph.
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The reachability of new data repositories and catalog functions must obey the consistency requirements of the
active catalog. A referral must represent all changes to the data repositories through the timestamp of the referral,
and may represent subsequent changes as well (see Section 5.5). The following definition describes the require-

ments for the reachability of a data repository in the global referral graph.

Data Repository Reachability: A data repository is reachable in a referral graph if a query resolver gen-
erates a referral to the data repository for every query that has a non-empty answer at the data repository

at the timestamp of the referral.

Catalog function reachability differs from data repository reachability, because the query resolver only needs
the catalog function to be reachable when it can improve the performance of a query. A catalog function can
improve performance if it adds additional constraints (i.e. attribute values) to the search space for a query. The fol-

lowing definition describes the requirements for reachability of a catalog function in the global referral graph.

Catalog Function Reachability: A catalog function is reachable in a referral graph if a query resolver can

generate a referral to the catalog function.

A query resolver may not generate a referral to a reachable catalog function if another path through the global refer-
ral graph constrains the attribute(s) in the template of the catalog function. For example, if the referral graph con-
tains referrals to catalog functions with templates: (state = "*" and dept = "CS") and (state =
"WI" and dept = "*"), a query resolver will only generate the first referral encountered during the graph
traversal. The catalog function in the first referral encountered will constrain both the state and the dept attri-
butes, so the second referral would not add constraints to the search space. The addition of a catalog function to the
global referral graph must satisfy two requirements. First, the catalog function must be reachable. Second, the cata-

log function must preserve data repository reachability for all data repositories in the name space.

6.2. Adding Data Repositories to the Global Referral Graph

Adding a new data repository to the referral graph requires information about the contents of the data reposi-
tory. Knowing the format and protocol of the data repository allows us to identify or construct a data access func-
tion for the repository. Any logical constraints on the values of attributes in the data repository determines where
not to place the data repository in the referral graph. For example, if all tuples in the data repository have the same
value for the country attribute, then the data repository need not be added to the parts of the referral graph that
constrain searches in other countries. The logical search space for a data repository is a conjunctive predicate, p,
on the attributes of the data repository such that all tuples in the data repository are guaranteed to satisfy p. A data
repository only needs to be added to a referral if its logical search space is consistent with the logical search space
(template) of the referral. Describing the logical search space of a data repository with predicates that contain other
logical operations (e.g. disjunction or negation) or comparisons (e.g. inequality comparisons), or characteristics
other than attribute values (e.g. semantic relationships between knowledge in the data repository and other kinds of

knowledge) is an area of future research.
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‘There are two techniques for incorporating data repositories (or catalog functions) into the active catalog.
One technique adds the data repository to a referral in the distributed catalog service. The other technique adds the
data repository to an existing catalog function. Figure 6.1 provides an example of incorporating a data repository
into referrals. Dr55 is added to Referrals 1 and 2, because its logical search space is consistent with the templates
of the referrals. The data repository is not added to Referral 3, because the value for the organization attribute
in its logical search space is inconsistent with the template of Referral 3. When Referral 1 is used, both dr55 and
dr76 are contacted for data responses. When Referral 2 is used, dr55 is contacted for data responses and the
catalog function cf is contacted for additional data repositories to search. Instead of incorporating dr55 into
Referral 2, it could be added to catalog function cf. Adding a data repository to a catalog function is discussed

further in the remainder of this section.

There are two techniques for maintaining consistency while adding a data repository to the global referral

graph. First, bottom-up addition occurs when the new data repository belongs to an existing name service, like

Referral 1

c = "US" and dr76

state = "WI" drss
\ roT T T T -
} Logical Search Space |
Referral 2 | c = "US" and |
name = "*" and cf | state = "WI" and:
l o = "UW" |
c = "US " dr55 [
\IL\Data Repository |
| dr55 |
Referral 3 b e e .

o = "Bell Labs" dr130

to

dr160

Figure 6.1. Adding a data repository to referrals with consistent templates

(The logical search space for data repository dr55 is consistent with the templates in Referrals 1 and 2, but incon-
sistent with Referral 3. The data repository is added to the referrals with consistent templates.)
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X.500, that is already incorporated into the active catalog. A set of catalog functions already generates referrals to
data repositories in the existing name service. The data repository is added to leaves of the referral graph, because it
is automatically incorporated into those catalog functions. Second, top-down addition occurs when the data reposi-
tory does not belong to a service that has previously been incorporated into the active catalog. Since the data reposi-
tory does not belong to an existing service, it will not be found automatically by existing catalog functions. The

referral graph is traversed to find the referrals or catalog functions that need to incorporate the data repository.

Bottom-up addition satisfies the data reachability requirement if two conditions are met. First, the catalog
functions for an existing name service must correctly incorporate new data repositories into their indices. Second,
the catalog functions must hold positions in the global referral graph that allow them to include the new data reposi-
tories in relevant searches. For example, a catalog function that indexes state for the X.500 name service can
only be included in Referral 2 in Figure 6.2a if a new data repository will never be added for a country other than
the United States. If data repositories for different countries can be added to X.500, then the catalog function must
be included in Referral 1 to allow for possible new values for country in new data repositories. A simple way to
satisfy the second condition is to provide a catalog function that covers the existing service for each attribute in the
relation. The most general referral for an attribute incorporates the catalog function that indexes that attribute for
the existing service. Because the catalog functions for the existing name service hold positions at the highest levels

of the referral graph, their results are always incorporated into the search space for queries.

The goal in top-down addition is to trim the data repository from as many query search spaces as possible
while still satisfying the data repository reachability requirement. For example, dr56 in Figure 6.2b is in the glo-
bal logical search space; its logical search space is unconstrained and consistent with every referral in Figure 6.2a.
Adding data repository dr56 to Referral 1 in Figure 6.2a ensures that every query covered only by the referral
graph path rooted at Referral 1 will have dr56 in its search space. If the logical search space for dr56 was
(c = "US"), we could add dr56 to the more specific referral, Referral 2, and not Referral 1. This would limit
the search spaces that include dx56 to search spaces for the United States. When a data repository is in a con-
strained logical search space, we can avoid adding the data repository to-some referrals and, therefore, to the search

spaces for some queries.

The top-down addition algorithm satisfies the data repository reachability requirement by adding the data
repository in logical search space p to each referral graph path that is consistent with p. It always adds the data
repository to the base referral. It then treats p as a query, and considers whether each of the most general catalog
referrals in the distributed catalog service covers p. First, if the referral covers p, the algorithm uses the referral to
process p as if it was a query. This processing generates a path through the referral graph; the path contains refer-
rals that cover p. The most specific catalog referral in the path is the referral, R, where the data repository must be
added. The data repository is added to a catalog function in R or to R itself. If a catalog function incorporates the
new data repository, the repository and its data access function are added to all the referrals that are created by the

catalog function and are also consistent with p. If a catalog function does not support the addition of new data
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Referral 1
state = "#*" cf0
dar56
drl3l
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Referral 2
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Figure 6.2a. Part of the global referral graph for the People relation
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Logical Search Space (p) Data Repository To Add
c= "US" and state = "WI" and dr55
o = "UW"
dr56
o = "Bell Labs" drl3l

Figure 6.2b. Data repositories added by top-down addition
to the graph in Figure 6.2a

(The top-down addition algorithm adds each data repository in Figure 6.2b to the global referral graph in Figure
6.2a as shown by the italic data repository identifiers in the graph.)

repositories, the data repository can be added directly to R or to a referral that is more general than R. Since the
most general referral in the path is controlled by the distributed catalog service, the data repository can always be
added to one referral in the path. More general referrals need not incorporate the data repository if their catalog
functions use the more specific referral that incorporates the new data repository when constraining queries in p.
For example, in Figure 6.2, the last catalog referral generated in the path from Referral 1 that covers p for dr55 is
Referral 2. The data repository is added to all referrals generated by catalog function cf1 that are consistent with
p. In particular, dr55 is added to Referral 3, but not Referral 4. Referral 1 does not need to incorporate dr55

directly, because the catalog function in Referral 1 uses Referral 2 to constrain queries for ¢ = "US".

Second, if the data repository was not added to the path from the most general referral in the previous step,
the top-down algorithm adds the data repository to the most general referral or to a catalog function in that referral.
Since each of the most general catalog referrals has one wildcard attribute, these referrals are logically consistent
with every p. For example, dr56 and dr131 are added to Referral 1, because they are not covered by Referral
1 but are logically consistent with it. The top-down addition algorithm satisfies the data repository reachability
requirement for the global referral graph, because each data repository is added to all the paths through the referral
graph except those that are inconsistent with p. If p is inconsistent with a path, then no tuples that satisfy queries

covered by the path exist at the data repository.

Automating the top-down algorithm requires that catalog functions accept requests to add data repositories to
their indices. The catalog functions can simply include the new data repository in all referrals that are consistent
with the predicate of the data repository. More sophisticated catalog functions will gather indexing information for

the new data repository. When catalog functions do not support the addition of data repositories to their indices, the
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data repositories can be incorporated into a more general referral in the referral graph path or finally in the most
general referral in the path. Adding new data repositories to existing catalog functions assumes that the catalog
functions are trustworthy, i.e., that the catalog functions will return referrals that correctly reflect the contents of the

data repository. Handling catalog functions that are untrustworthy is an area of future research.

6.3. Adding Catalog Functions to the Global Referral Graph

When a catalog function is added to the global referral graph, it must satisfy the catalog function reachability
requirement. We can satisfy this requirement by adding the catalog function to all referral graph paths consistent
with the template of the catalog function. This technique is inefficient, because the catalog function is added to
paths that the query resolver need not follow in constraining queries covered by the catalog function. Only queries
that have all of the attributes in the template of the catalog function are covered by the catalog function, so we can

limit the places where the catalog function is added to some of the paths that constrain the attributes in the template.

As a general organizational principle, we always add a new catalog function to the referral graph paths that
have the same wildcard attributes as the template for the catalog function. This organizational principle provides
initial paths through the referral graph that include the catalog function. Adding a catalog function to the paths with
the same wildcard attributes is not sufficient to guarantee catalog function reachability. The catalog function
becomes reachable along these paths, but the other constraints in its template may not be found when needed to limit
the search space for a query. For example, consider two catalog functions that have the templates: (state =
wkn and dept = "CS") and (city = "Madison" and state = "WIL® and dept = "*")
respectively. A query resolver finds and uses the first catalog function to constrain the search for a query covered
by both templates. The query resolver will not find and use the second catalog function, because the wildcard attri-
bute for the second function is already constrained in the search space for the query. Catalog function reachability
is violated, because the second catalog function is not found when it can constrain the city attribute for the query.
To satisfy catalog function reachability, the catalog function in this example must be added to another path in the
global referral graph, specifically the path from the most general referral for city. When adding a catalog func-
tion, we must determine if the most general referral, G, for each non-wildcard attribute in the catalog function tem-
plate generates a referral for the value of the attribute. If G does not generate a referral, the catalog function must

be added to a path that begins at G.

Similarly to data repositories, there are two techniques for maintaining consistency while adding a catalog
function to the global referral graph. First, bottom-up addition is used to maintain catalog functions for an existing
name service. Bottom-up addition automatically adds catalog functions to referrals generated by a more general
catalog function for an existing name service. The new catalog function is incorporated into the general catalog
function by the general function’s maintenance procedures. For example, a catalog function that indexes state
for a new country in the X.500 tree is automatically incorporated by procedures that maintain the state indices in
X.500. Bottom-up addition also occurs when a catalog function is replaced by multiple catalog functions. For

example, a single catalog function that indexed all state and province names in the world was previously replaced by
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the catalog function subgraph beginning with Referral 1 in Figure 6.2. Replacing a catalog function with multiple
catalog functions can improve performance by dividing processing load across multiple remote catalog functions or
decreasing the size of a local catalog function. When bottom-up addition adds catalog functions with non-wildcard
values in their templates, it must ensure that non-wildcard attribute values are also constrained by the referral graph

paths for those attributes.

Second, top-down addition of catalog function occurs by traversing global referral graph paths that have wild-
card values for the same attributes. The top-down algorithm creates a query that exactly matches the template of the
catalog function by replacing each wildcard in the template with a randomly generated value. The query is pro-
cessed using a general referral that has wildcards for one or more of the attributes with wildcards in the template of
the new catalog function. This processing generates a path through the referral graph; the path contains referrals
that cover the query. The most specific catalog referral on the path that covers the original template (with wild-
cards) is the referral, R, where the new catalog function must be added. If the template of the new catalog function
is more specific than the template of R, the new catalog function is added to a catalog function in R or to R itself. If
a catalog function incorporates the new function, it includes the new catalog function in referrals that are consistent
with the new function’s template. For example, this algorithm would add a catalog function for the template (c =
"CcA" and state = "*") to cfO in Figure 6.2. If a catalog function does not support the addition of a new
more specific catalog function, the new catalog function and its template can be added as a catalog function and
revised template respectively to R or to a referral that is more general than R. Automating the top-down addition of
catalog functions requires that catalog functions accept requests to add a new catalog referral to their scope. Cata-
log functions can keep of list of more specific referrals to return when appropriate. When none of the more specific

referrals covers the query, the catalog functions use their original algorithm to generate a referral.

When a catalog function is added to the global referral graph, it must also satisfy data repository reachability
for all data repositories in the name space. The catalog function must correctly index those data repositories in the
logical scope of its template. Moreover, all data repositories in the logical scope of the template must be indexed.
When a catalog function is added for an organization by the naming authority of that organization, the naming
authority is responsible for ensuring that reachability is satisfied for data repositories in the logical scope of the cata-
log function. When the top-down algorithm adds a catalog function, it can check for other catalog functions with
templates that are identical to the template of the new catalog function. If the templates are identical, then the top-
down algorithm must determine whether to add the new catalog function to the references for the referral, or to
replace the old catalog function with the new catalog function. For example, a new catalog function for the template
(c = "US" and state = "*") conflicts with cfl in Referral 2. In the absence of information that one
catalog function supercedes another, the conservative solution of including both catalog functions in the referral

preserves data repository reachability.



Chapter 7
PERFORMANCE RESULTS

Three issues are important in evaluating the performance of our query processing framework. First, we must
determine whether an active catalog can constrain the search space for queries in a real environment. Are there
attribute values that will isolate queries to a few data repositories in the global name space? Are users likely to know
those attributes? Second, we must determine the performance advantages of active cataloging and meta-data cach-
ing given the existence of constrained search spaces. Can a user find information in the global name space quickly?
Third, we must analyze the scaling behavior of our query processing framework for workloads of multiple users.

How well will our query processing scale to millions of users and tens of thousands of data repositories?

In this chapter, we address these issues by presenting the results from three performance studies. The first
study uses our prototype descriptive name service, Nomenclator, to examine the performance of an active catalog in
a real environment, the X.500 name space [22]. The second study uses Nomenclator to examine the performance of
an active catalog and meta-data caching for queries from a single user. The queries are constrained by Nomenclator
to 0 through 100 percent of the data repositories in a search space of 1000 data repositories. Finally, the third study
uses an analytical performance model of Nomenclator to examine the performance of workloads where millions of

users search tens of thousands of data repositories.

Our current studies do not measure the effects of processing a single query in parallel. On the Internet, the
performance of paralle] data repository access is limited by the speed of sending requests and receiving responses at
a query resolver. Even when multicast operations are available, the speed of processing responses at a query
resolver limits parallelism. Our query processing framework should benefit when parallel access to data repositories
is used, because it continues to reduce the load on data repositories and the network by constraining the search
space. Parallelism potentially allows more queries (with larger search spaces) to be answered within a reasonable
response time. Additional research is necessary to address the limits of parallel query processing in a large internet

environment.

We do not analyze the costs of maintaining the indexing data used by catalog functions. These costs vary
from zero for catalog functions that use static indexing information to the costs of periodically updating a dynamic
index. In any case, the costs of maintaining the indexing data for catalog functions should have a minimal impact
on performance, because the frequency of read requests far exceeds the frequency of update requests and updates
can be processed when network and server load is low. The costs of dynamically loading access functions are also
not analyzed in our studies, because dynamic loading costs are typically low [19], and access functions change very
infrequently. Most catalog functions will come from a standard set of access functions that will be varied by the

data used to initialize them.
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Section 7.1 presents the results of our X.500 experiments, and Section 7.2 presents the results of our single
user experiments. These experiments show how Nomenclator improves the performance of single queries and
reduces the impact of the individual user on the query processing environment. Section 7.3 presents our analytical
modeling results. Our analytical model shows how Nomenclator manages queries from many users to achieve scal-

able system performance. Section 7.4 summarizes our performance results.

7.1. X.500 Experimental Results

The experiments described in this section show that Nomenclator can offer a substantial improvement to
descriptive query performance in a large X.500 environment. These experiments are part of an early feasibility
study of Nomenclator’s approach to descriptive query optimization. They were designed to test the effectiveness of
catalog functions and meta-data caching in improving performance. In our experiments, catalog functions and

meta-data caching consistently improve the performance of the X.500 SEARCH command.

These initial experiments do not examine the cost of communicating with a distributed catalog server or the
effects of meta-data caching on network and server load. We address these concerns in Section 7.2. These experi-
ments also do not examine the performance of multi-user workloads. We address these concerns in Section 7.3.
Our initial experiments are a proof of concept and are not intended as a definitive implementation; they show that

constraining the search space and caching are effective ways to improve descriptive query performance.

The following sections describe our experiments in more detail. Section 7.1.1 provides an overview of X.500.

Section 7.1.2 describes the test environment, and Section 7.1.3 presents our results.

7.1.1. X.500 Overview

X.500 [22] standardizes OSI directory services for locating people and application objects. QUIPU [52],
currently the most popular X.500 implementation, is used in a pilot name space including over 350 organizations in

13 countries [86]. This section provides a brief overview of the X.500 standard and some extensions to the standard

used by QUIPU.

The X.500 name space is structured as a tree of objects called the Directory Information Tree (DIT). Each
object belongs to at least one object class. The class determines the attributes that can be present in the object. For
example, in Figure 7.1, there is an object from the person class with attributes commonName and surName.
Rules for which object classes appear at what levels of the DIT are not fixed by the standard. A common ordering,
depicted in Figure 7.1, is the root followed by country, organization, organizationalUnit, and
person objects. The standard is currently limited, because it does not describe how to store and transmit informa-
tion about the structure of the DIT. QUIPU extends the standard by including an attribute in each non-leaf object,
called the treeStructure attribute, that lists the permitted classes for children of the object [51].

Each attribute in an object is composed of a type and one or more values. At least one attribute value in each
object is distinguished. The distinguished values of an object uniquely identify that object among its siblings. The

path of distinguished values from the root to an object, called the distinguished name, uniquely identifies the object
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in the DIT. The distinguished name of the organization object in Figure 7.1 is
@countryName="US"@organizationName="University of Wisconsin", which is commonly
abbreviated to @c="US"@o="University of Wisconsin". X.500 supplies three commands that locate a
particular object by distinguished name and return information about it. READ returns information about the
object’s attributes, COMPARE verifies the value for an attribute in the object, and LIST returns the distinguished
names of the descendents of the object. All of these commands provide hierarchical access to the name space for

users who can navigate the DIT.

In theory, the SEARCH command relieves users of the need to navigate the DIT because it searches an entire
subtree looking for objects that match a selection predicate. The starting object in the search is identified by dis-
tinguished name; it could be an object as high in the tree as the root or country objects. SEARCH returns
information about all objects in the subtree that satisfy a selection predicate called a filter. Unfortunately, filters only
operate on attributes available in an object, not on attributes inherited from ancestor objects. Users are still forced to
navigate the DIT iteratively to find paths that contain the required attributes. Moreover, searching a subtree is often
disallowed by servers higher in the DIT. Although the standard considers the country level to be "a convenient

base-object for the search operation,” QUIPU’s default setting disallows search from this level because of the high
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Figure 7.1. Sample X.500 directory information tree
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cost of the operation. Users must navigate the DIT to search the organization subtrees of a country. We address

these problems further in Section 7.1.2.

The DIT is partitioned along the arcs of the tree similarly to the Domain Name System [67]. Different direc-
tory management domains are given authority for maintaining data repositories, called Directory System Agents
(DSAs), for different subtrees of the DIT. Each directory management domain can, in turn, delegate authority for
portions of its name space. As experience with DNS has shown, caching improves data retrieval performance in
this kind of highly distributed environment. Although the standard currently offers no caching support, QUIPU
caches results to improve the performance of the READ and LIST commands. Nomenclator provides meta-data

and data caching techniques for improving the performance of SEARCH and other descriptive queries.

7.1.2. Environment

Our experiments were performed on the United States portion of the QUIPU pilot X.500 name space [87] in
early 1991. At that time, the U.S. name space included 78 organizations and more than 64 DSAs. The administra-

tors of the pilot name space reported an average of 2400 entries per U.S. organization in December, 1990 [86].

Our experiments use a prototype implementation of Nomenclator that processes queries like those in Table
7.1. It includes a query resolver, but no distributed catalog service. The referrals that would typically be returned by
the distributed catalog service are preloaded into the meta-data cache, and the access function definitions are com-
piled into the resolver. Our prototype allows us to measure the performance improvements that result from using

catalog functions and referrals.

We also developed a prototype X.500 utility for our experiments. This utility accepts queries like those in
Table 7.1, and returns results in the same format as the Nomenclator prototype. We implemented the X.500 utility
for two reasons. First, we needed to work around the restriction QUIPU places on searches starting at the country
level of the DIT. The prototype keeps a list of organizations in the U.S., and it submits a SEARCH command to
every organization subtree. If the query supplies an organization name, the utility only submits the query to that
organization. Second, the utility enhances the functionality of X.500 by inheriting attributes from upper levels of

the DIT. The utility can select objects for the result based on inherited as well as non-inherited attributes.

The prototypes for Nomenclator and the X.500 utility both use the same software to obtain results from an
X.500 subtree. Both prototypes sequentially process queries to different data repositories to isolate the effects of
catalog functions and caching from the effects of parallel query processing. The use of catalog functions and

enhanced caching in Nomenclator are the significant differences between the prototypes.

The Nomenclator prototype includes a catalog function that constrains the state attribute in the United
States, called US_States, and a catalog function that constrains the name attribute in the United States, called
US_Names. The US_States catalog function is implemented as an index. It maintains a table of full state
names and state abbreviations. For each state, it lists the data repositories where one or more objects have a match-

ing X.500 stateOrProvinceName attribute.
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The US_Names catalog function uses an optional organization attribute value, as well as name, to
distinguish between data repositories. ~US_Names builds referrals by combining the results of calls to more
specific Org_Names catalog functions for each organization in the United States. Each Org_Names catalog
function returns a referral to the data repositories in its organization if the value of name can be found there. If a
particular organization is mentioned in a query, US_Names returns a referral to the Org_Names catalog function
for that organization. Org_Names uses a bit vector filter (see Section 3.2) of 20,000 bits for an organization, and
a hash function on the first four letters of surName. The filter and the hash can be tailored to the distribution

characteristics of the data in the organization.

Indices and bit vector filters are general techniques that can be used by catalog functions for other attributes.
It would also be interesting to build catalog functions that use more knowledge about the structure of the DIT to
constrain the search space. The treeStructure attribute, that lists the permitted classes for children of an
object in QUIPU, provided inadequate information for this task. Naming administrators typically took a liberal
approach to the attribute by listing all the logical possibilities for subtrees. It would be useful to have information
about the kinds of objects and attributes that actually exist in a subtree, as well as the domains of values for those

attributes. This information would help us to build catalog functions more effectively.

7.1.3. Results

Our experiments were done from a DECstation 3100 with 24MB of memory. We ran a series of queries in
each experiment from the queries shown in Table 7.1. All of the queries are covered by the Nomenclator
US_Names catalog function. For Queries 7-8, US_Names returns the Org_Names catalog function specific to

the University of Wisconsin. Queries 3-6 are also covered by the US_States catalog function.

In the experiments, we restarted the X.500 server (DSA) before each query to clear any caches. We also res-
tarted our X.500 utility and Nomenclator before each of these experiments. Since we were doing experiments on the
existing X.500 subtree in the U.S., we were not able to restart every X.500 server that we contacted before each

experiment.

Table 7.2 gives the results of our experiments. The number of items returned by each query is listed. The per-
formance measurements are listed for each program along with the number of servers they contacted in processing
the query. The results are the best times from several runs for a common baseline of servers, and include the cost of
establishing a connection to the local X.500 server. We compare the X.500 and Nomenclator results in the
"Improvement Factor” column. Dividing the X.500 performance by the improvement factor gives the Nomenclator
performance.

The improvement factors reflect the benefits accrued in Nomenclator from trimming the search space. Note
that the queries with the greatest improvement in performance are those where the number of servers contacted is

most reduced. The lower improvement in Query 2 reflects the predominance of data repository processing costs in
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No. Query
1 select * from People
where name = "Ordille" and c = "US"
2 select * from People
where name = "Miller" and ¢ = "US"
3 select * from People
where name = "Miller" and
state = "WI" and ¢ = "US"
4 select * from People
where name = "Ordille" and
state = "WI" and ¢ = "US"
5 | select * from People
where name = "Miller" and
state = "HI" and c = "US"
6 select * from People
where name = "Ordille" and
state = "HI" and c = "US"
7 | select * from People
where name = "Miller" and
o = "University of Wisconsin" and
C = " US n
8 | select * from People

where name = "Chaillou" and
o = "University of Wisconsin" and
c - " US "

Table 7.1. Test queries and their identifying numbers
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X.500 Nomenclator
Servers Servers Improvement
Query | Items Time Time

Contacted Contacted Factor
1 1 221.4 34 13.5 1 16.4
2 160 1563.8 34 1468.5 11 1.1
3 2 324.0 34 15.9 1 20.4
4 1 309.9 34 13.4 1 23.1
5 0 351.0 34 9.1 0 38.6
6 0 218.7 34 9.5 0 23.0
7 2 16.1 1 15.4 1 1.1
8 0 10.5 1 7.0 0 1.5

Table 7.2. Performance of X.500 and Nomenclator for the test queries

(Times are reported in seconds. X.500 and Nomenclator performance for cold data caches.)

executing this query. It illustrates that the cost of contacting data repositories with no data relevant to the query
becomes insignificant as the ratio of data repository processing time for large answers to processing time for null
answers rises. The experiments described in Section 7.2 use an optimized data repository to show that substantial
performance improvements can be achieved when large amounts of data are processed by data repositories. As data

repository processing is optimized, our query processing techniques have greater impact.

Our results incorporate the benefits of meta-data caching, because initial referrals and catalog functions are

loaded into the query resolver before the experiments begin. In Section 7.2, we examine the costs of initializing

catalog functions and retrieving referrals for the meta-data cache.
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7.1.4. Life in the Current X.500 Environment

The current X.500 environment is still experimental and this is reflected in our measurements. We found that
we could only successfully query about 35 of the 78 organization subtrees in the US. Many were unavailable for
prolonged periods; others were eliminated because their administrative limits on the time and size of queries were

too low to allow our tests to complete successfully.

We also found that there is much inconsistency in the use of attributes. For example, some organizations
place room and phone numbers in the commonName of the person object. While most put the city followed by
the state in the locality attribute, some put their company’s division name in that attribute. The variety of
interpretations of attributes made our programming task more challenging. The use of integrity constraints on the
name space, like enforcing a domain of possible values for an attribute, would reduce the difficulties that result from

differing interpretations of attributes.

7.2. Single User Experimental Results

In our second study, we evaluate the benefits and costs of using our techniques when queries are constrained
to 0 through 100 percent of the data repositories in a relation. Our goal is to identify whether performance will be
acceptable in Nomenclator’s intended operating range where queries are isolated to some small percentage (30 per-
cent or less) of the data repositories in the search space. We know from our previous study that we can isolate some
queries to this percentage of the data repositories. We are also interested in verifying that there are no bottlenecks
to single query performance in our system. Our experiments compare the performance of the naive algorithm that
searches everywhere with our query processing and meta-data caching techniques. The naive algorithm is now used
in several name services, including X.500 and meta-services that query other name services like the Knowbot Infor-

mation Service [34].

7.2.1. Environment

During the experiments, Nomenclator’s distributed catalog server, the query resolver, the naive algorithm, and
the data repositories all executed on different DECstations running Ultrix in a local area network. We chose to use
a local area network for our tests, because we have more control over this environment than over the wide-area net-
work. We were able to ensure that other network and computing activities did not interfere with our experiments.
Experiments in the local environment are conservative, because wide-area networks have greater delays that make

active cataloging and caching results look even better.

To attain the scale of our intended wide-area application, we created a program that implements a variable
number of data repositories on one host. The program answers a query differently depending on the data repository
address presented with the query. We ran the program on 10 DECstations; each DECstation supported 100 data
repositories during the experiments. Using one program per host and only processing sequential queries prevented

any context switching or query processing conflicts between data repositories on the same host.
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We tested against a relation stored on 1000 data repositories. The relation had two attributes. One attribute in
the relation contained one byte values that occurred in 0, 25, 50, 75 or 100 percent of the data repositories in the
relation. This attribute was specified in the selection predicate of the query. The other attribute contained 1 or 1000
byte value depending on the test. This attribute value was returned in the query response. The experiments

occurred during non-peak weekend or evening hours on otherwise idle workstations.

Nomenclator used one catalog and one data access function during the experiments. An initial referral to the
catalog function was available from the distributed catalog service. After being started by Nomenclator, the catalog
function used an internal Nomenclator relation to retrieve bit vector filters that described the hash values of the atri-
bute to be selected at each data repository. The catalog function compared the hash value of the attribute in the
query with those in the filter to decide which data repositories to include in the referrals it generated for the query
resolver. Data caching was disabled during the experiments, so we can evaluate the performance of meta-data cach-

ing in isolation.
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Figure 7.2. Response time results for 1 byte response tuples

(Response time in seconds for each data distribution pattern.)
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7.2.2. Results

Our experiments measured the performance of queries that selected 0 to 100 percent of the data repositories.
Each query was run by the naive algorithm, by Nomenclator with a cold meta-data cache, and by Nomenclator with
a warm meta-data cache. When Nomenclator had a cold meta-data cache, it initialized its cache from the distributed
catalog service, called the catalog function, and then contacted the data repositories for query responses. The warm
cache results report the performance of the second and subsequent queries in a series of identical queries. Nomenc-

lator finds the cached result of the catalog function call and does not re-call the catalog function.

We measured the response time of each query. We also measured the total number of bytes transferred by all
network messages during query processing. The total bytes transferred is a metric for the load placed on the under-
lying system and the computer network. The measurements reported here are the average of several runs for a
query.

Figure 7.2 reports the response time measurements for the queries where the data repositories returned one

byte tuple responses, and Figure 7.3 reports the number of bytes transferred by those queries. The number of bytes
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transferred is significantly larger than the 1000 bytes of tuple responses, because it includes the cost of sending the
query to the data repository and the protocol overhead for packaging the query and the response. In the case of the
cold cache, it also includes the size of messages used to retrieve referrals and initialize the catalog function. Figure
7.4 reports the response time measurements for queries where the data repositories returned 1000 byte responses.

The x-axis of each graph indicates the percentage of data repositories containing query answers.

7.2.3. Discussion

Our experiments show that our techniques to eliminate data repositories from the search space can dramati-
cally improve response time. As we anticipated, Figures 7.2 and 7.4 report a linear relationship between the number
of data repositories contacted and the response time. Our techniques successfully eliminate unnecessary work from
query processing without introducing new bottlenecks. Both graphs show significant response time improvements,
because communications latency is an important performance constraint that is reduced by our query processing
techniques. Our measurements were taken on a local area network under optimal conditions; wide-area network
improvements are even greater due to the increased latencies in those networks. As networks become large, latency

worsens faster than bandwidth and must be addressed by optimization techniques like ours.
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Figure 7.4 shows that response time savings are significant even when a large amount of data is returned.
Since we expect typical name service queries to return a few thousand bytes, Figure 7.4 shows that even large name
service queries will be answered quickly. When 30 percent or less of the data repositories contain responses, both
Figures 7.2 and 7.4 report a 70 percent or more increase in performance. Queries that previously searched the glo-

bal name space for minutes (or remained unasked because they were too costly) can now be answered in seconds.

Our experiments show a favorable tradeoff between the system load incurred by Nomenclator during query
processing and the system load it eliminates by constraining the search space. Figure 7.3 shows that meta-data
caching keeps the system load, as indicated by number of bytes transferred, below the load of the naive algorithm.
Since obtaining referrals from the distributed catalog and initializing catalog functions has a data transfer cost,
Nomenclator exceeds the load of the naive algorithm when more than 35 percent of data repositories are contacted.
In our operating range of 30 percent or fewer data repositories contacted, the active catalog consistently reduces
system load over the naive algorithm. The benefits in bandwidth of eliminating unnecessary queries to data reposi-
tories outweighs the cost of retrieving meta-data, and meta-data caching eliminates even this cost. System load is
also decreased, because we substitute an interaction with the distributed catalog service for hundreds of interactions
with data repositories. Even when Nomenclator exceeds the bytes transferred by the naive algorithm, the elimina-
tion of hundreds of interactions achieves significant improvements in response time. This improvement exists,

because latency reduction is critical to large-scale name service query optimization.

Meta-data caching also leads to improved performance in multi-user workloads. As Figure 7.3 shows, meta-
data caching can reduce the data transferred in retrieving referrals and initializing catalog functions. This reduction
in load at the distributed catalog server eliminates bottlenecks in multi-user workloads and increases the ability of
our system to scale to many users. By protecting data repositories from unnecessary queries, catalog functions also
increase the ability of our system to scale to many users. Figures 7.2 and 7.4 show less dramatic performance gains
from meta-data caching for single users, because latency was low in our test environment. This improvement will
be larger for the greater latencies of the wide area environment. In addition, when small numbers of data reposi-
tories are contacted, improvements of a few seconds in response time from meta-data caching can be quite

significant, because they often constitute the majority of the processing time in this operating range.

7.3. Multi-User Analytical Model Results

In this section, we present a performance model for our prototype descriptive name system, Nomenclator.
The model explains the results of the single user experiments described in Section 7.2. It also predicts the perfor-
mance of our system for large-scale workloads of millions of users searching tens of thousands of data repositories.
The model is an open, separable queueing network that we solve with well-known queueing theory techniques [57].
In Section 7.3.1, we present a model for the service demands in Nomenclator. In Section 7.3.2, we present measure-
ments of input parameters of the model for a local area network. Using these input parameters, we validate our
model of service demands. In Section 7.3.3, we solve our queueing network model to obtain average response times

for multi-user queries. We also present a formula for calculating the minimum number of instances of a system
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component needed to support different query arrival rates. In Section 7.3.4, we analyze the results of our model for
a large internet environment. The model results show that meta-data caching promotes scaling by reducing the
number of distributed catalog servers to a small percentage (e.g. 0.004%) of the number of users. It also shows that
little data repository replication is required in our target environment, and that the number of required query

resolvers is satisfied naturally if each department or small organizaton supports its own resolver.

7.3.1. Model

Nomenclator has three components: (1) a query resolver, (2) a distributed catalog server, and (3) a set of dis-

tinct data repositories. Each of these components can be replicated to improve performance (see Section 7.3.3).

Figure 7.5 shows a queueing network model for Nomenclator. Queries arrive at a query resolver, OR. If the

Result

2 (o) |

O
®
|

NET

Figure 7.5. Queueing network model for Nomenclator

(The model includes a query resolver queueing center, QR, a network delay center, NET, a distributed catalog
queueing center, DC, and several data repository queueing centers, DR.)
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meta-data cache misses, the query resolver contacts a distributed catalog server, DC, for meta-data to constrain the
search space. After the query resolver constrains the search space, the query resolver contacts the subset of relevant
data repositories, DR, for answers to the query. Communication with the distributed catalog service and data reposi-
tories is delayed by the network. We model QR, DC and DR as queueing service centers because they service one
query at a time. We model the network, NET, as a delay service center, because several queries can traverse the
network in parallel. For example, while one query traverses the network to request referrals from the distributed

catalog server, another query can traverse the network to retrieve a response from a data repository.

The model allows us to study the contributions of meta-data caching and active cataloging to query perfor-
mance. The model addresses the performance issues that arise when the data cache misses, so it does not include a
model of data cache operations. A data cache hit improves performance by eliminating searches of the network and

reducing the query load on data repositories.

Nomenclator achieves parallelism in query processing by executing several different queries in parallel, but
the query resolver contacts the data repositories for any particular query sequentially. Both the sequential execution
of one query and the parallel execution of multiple queries are reflected in the model. Each query is processed
sequentially, because it visits one service center at a time. Multiple queries can be processed in parallel, because a
different query can be processed at each queueing center and multiple queries can traverse the network simultane-

ously.

Table 7.3 describes the input parameters to the model. All model inputs and outputs are averages. We
assume that the generation of naming requests is a Poisson process with arrival rate A. A Poisson arrival rate is
justified, because our system is large and the Poisson assumption has worked well for other models of large naming
systems [16]. Spc and Spg are the service times for individual requests to a distributed catalog server and data repo-
sitory respectively. The service time for the network, Sygr, includes the round-trip delay of establishing transport
connections when applicable, and the round-trip delay between requests and responses. We simplify our model by
assuming that the network has sufficient capacity to service our requests. This assumption is reasonable, because
gigabit networks far exceed the bandwidth requirements of our system. There are three classes of service time
specific to the query resolver: Sgr;, Sgre and Sgra- Sori is the mean time to search the meta-data cache for referrals.
Sgre is the mean time the query resolver spends generating a request to a distributed catalog server and processing
the response, and Spg, is the mean time the query resolver spends generating a request to a data repository and pro-

cessing the response.

Each of the queueing service centers also incurs a system overhead in sending and receiving bytes. This over-
head includes system call overhead, the costs of transferring each byte of a message from user space to kernel space
(or vice versa), and the cost of calculating software checksums in some connection-oriented protocols. S is the
mean system service time per byte transferred amortized over packets of 1000 data bytes plus lower level protocol

overhead. By is the total number of bytes in a distributed catalog server request and response (exclusive of the
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Quantity Description
A Query arrival rate for all users
s Mean service time of a request at service center
i
i € {DC, DR, NET)}
s Mean service time of a meta-data cache lookup at a query resolver
ORI
S Mean service time of sending a catalog request and processing the
ORc
response at the query resolver
s Mean service time of sending a data request and processing the
ORd
response at a query resolver
s Mean system service time of sending or receiving a byte
b
B Mean number of bytes in a catalog server request and response
DC
B Mean number of bytes in a data request and response
DR
N Number of data repositories
a Mean number of attributes in a query
n Hit rate for the meta-data cache
s Selection rate for a data repository
I Number of instances of service center i € {DC, DR, QR/
i

Table 7.3. Model inputs

overhead of lower protocols), and Bpg is the total number of bytes in a data repository request and response.

N is the number of distinct data repositories (partitions) in the system, and a is the average number of attri-

butes in the selection predicate for a query. The hit rate for the meta-data cache, h, is the fraction of queries that can
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be answered without contacting a distributed catalog server for meta-data. The miss rate, (1 ~ &), is the fraction of
queries that miss for some or all of their meta-data cache lookups. Queries on the average contact s percent of the

data repositories in the system.

The percentage s is called the selectivity of the query. As a simplification, we assume that accesses to data
repositories are uniformly distributed. Although an individual user may query some data repositories more often the
others, queries from a large number of users are likely to distribute more uniformly. This assumption allows us to
conclude that the selectivity of a query is the percentage of all queries that contact any particular data repository.
Therefore, the selectivity of a query, s, is also the selection rate of a data repository by all queries in the system. If
the uniform distribution of queries to data repositories is violated, one or more data repositories become hot spots.
A hot spot data repository is accessed by more than As queries. Data caching reduces the load on hot spot data repo-
sitories by caching frequently accessed data locally. Hot spot data repositories can also be replicated to avoid creat-
ing a bottleneck in the system.

Our model notation is described in Table 7.4. The service demand, D;, is the mean time to process a query at
service center i. Each query may make multiple requests, or visits, to service center i, and each request is processed
for service time S; 7orar. In general, the product of the mean number of visits, V;, and the mean service time is the

mean service demand:

Quantity Description
D Mean service demand per query at a distributed catalog server
pC
D Mean service demand per query at a data repository
DR
Mean service demand per query on the network
Dngr
D Mean service demand per query at a query resolver
OR
R Mean response time for a query

Table 7.4. Model notation
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D; = ViS;roraL
We model the total service time at a distributed catalog server as follows:

Spcrorar = Spc + BpcSp

The total service time at the distributed catalog server is the sum of the service time for a request, Sp¢ , and the
overhead for transferring the bytes in the request and response, BpcSy,. The number of visits to a distributed catalog

server follows:
Vpc = (1 = h)2a
and, therefore, the service demand at a distributed catalog server is:
Dpc = (1 = h)2a(Spc + BpcSp)

When the meta-data cache misses for (1 — k) fraction of the queries, the query resolver requests meta-data from a
distributed catalog server. A query may miss in the meta-data cache whenever the query resolver follows a path
through the global referral graph to constrain an attribute in the query’s selection predicate. We use a conservative

estimate, 2a, for the average number of visits to the distributed catalog server.

Our estimate of the number of visits to the distributed catalog server is based on a natural way for structuring
the global referral graph. For each path through the global referral graph, the active catalog employs one or more
attributes, called structuring attributes, to structure the search space by a common classification system for informa-
tion. Examples of structuring attributes include geographic localities, such as country and city, and organization
information, such as organization name and type. The active catalog allows different structuring attributes to be
used in different paths through the referral graph. We estimate that there are up to 4 structuring attributes which
users supply with queries, because 4 attributes allows considerable flexibility in structuring the search space. For
example, having 4 attributes allows us to structure the search space by country, state, city and organization. The
referral graphs that we have designed for our prototype use at most 3 structuring attributes (e.g. country, state and
city, or country and organization). The rest of the attributes in the query can be used to constrain the search after the

referral graph path isolates the query by using the structuring attributes.

If a query has 5 attributes and 3 of them are structuring attributes, then the worst-case traversal of the referral
graph will lead to 2 paths of length 4, as shown in Figure 7.6. The length of the path depends on the number of attri-
butes constrained on the path, not on the order of the attributes on the path. In the worst-case, one catalog referral is
traversed for each attribute constrained by the path. We can calculate the number of referrals traversed in the refer-
ral graph for the number of structuring attributes, a,, and the number of total attributes, a4, in a query. The number
of referrals traversed is the product of the path length to constrain each attribute that is not a structuring attribute and
the number of attributes that are not structuring attributes: (a; + 1)(@ — a,). This number is more pessimistic than
placing all attributes in the same path, but is more realistic because paths for all possible combinations of attributes

are very unlikely. Catalog function maintainers will contribute functions for the smallest set of attributes that are
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A4="*" A5 =“*"
A4="*" AS ="*"
andA1=v1 andA1=V1
A4="*" AS o Mk
andA1 =V andAl =V,
andA2 = V9 andA2=v2
A4 — ||*" AS - "*"
andA, =Vy andA1 =V
andA2=V2 andA2=V2
a.ndA3 =V3 a.ndA3 = V3

Figure 7.6. Referral graph traversal for a query with

3 structuring attributes and 5 total attributes

(The referrals in the graph are represented by their templates. A; is the name of an attribute and v; is the value of
the attribute in the query. A,, A,, and As are the attributes that structure the search space. The figure depicts the
worst-case path length for 3 structuring attributes and 2 additional indexed attributes.)

both known to users and effective in constraining the search, because this technique reduces the work of catalog
function creation and maintenance.

For values of a less than 6, and a; less than 4, the number of referrals traversed is bounded by 2a. We antici-
pate that the number of attributes in queries will be a small number less than or equal to 6. If more attributes are

supplied, a subset of the attributes can be used to establish the search space. Processing a referral potentially calls a
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catalog function that must be initialized from the distributed catalog server, so the number of visits to the distributed

catalog server is set (pessimistically) to 2a.
We model the service demand at a data repository as the product of the percentage of queries that visit the
data repository and the total service time of the data repository:
Dpg = s(Spr + BprSp)
The total service time of one query at a data repository is the sum of the service time for a request, Spg, and the
overhead for transferring the bytes in the request and response, BpgS.
The number of visits made by one query to the network, Vygr, is the sum of the number of accesses to a distri-
buted catalog server and data repositories:
VNET = (1 - h)2a + Ns
The number of data repositories visited by a query is the product of the selectivity and the number of data reposi-
tories. The demand on the network is the product of Vyzr and the service time:
Dygr = [(1 = h)2a + Ns }Sygr
Finally, the demand on the query resolver is the sum of the costs of searching the meta-data cache and processing
messages to a distributed catalog server and data repositories, as follows:
Dgr = Sort + Vpe(Sgre + BpeSs) + Ns (Sgra + BprSs)

We multiply the number of visits to a distributed catalog server by the total of the service time of the catalog request
and data transfer at a query resolver. We multiply the number of data repository visits, Ns, by the total of the ser-

vice time of the data request and data transfer at a query resolver.

When there is no load on the system, the response time for a query is simply the sum of these demands. We

call this response time R and calculate it as follows:
RO = DDC -+ NDDR + DQR + DNET

We multiply the demand at one data repository by the total number of data repositories in the system to obtain the
total demand at data repositories. In the next section, we validate this sum of demands against our previous single

user experiments. In subsequent sections, we solve our queueing model and analyze its results.

7.3.2. Measurements

We tested the accuracy of demands in our model by comparing the sum of demands to the response time
results of the single user experiments in Section 7.2. In this section, we describe our measurements of the input
parameters of the model and the model results for single user response times. We find a high level of agreement

between the sum of demands in our model and our experimental measurements of query response time.
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Model 1 Byte Tuple 1000 Byte Tuple
Input Measurement Measurement
Spe 31 31
Spr 25 26
Syer 2 2
Sort 7 7
Sore 26 26
Sord 24 25
Sp 0.008 0.008
Bpc 796 796
Bpr 75 1077
N 1000 1000
a 1 1

Table 7.5. Model inputs for the environment of the single user experiments

(Service times in milliseconds. The single user experiments tested the multiple hit and selection rates listed in Table
7.6.)

We measured the input parameters in the environment used for the single user experiments described in Sec-
tion 7.2. The millisecond service times in Table 7.5 are the averages of thousands of measurements using DECsta-
tion 3100s and an Ethernet. The first column in the table describes measurements for tuple sizes of 1 byte, and the
second column describes measurements for tuple sizes of 1000 bytes. The multiple hit and selection rates used in
the single user experiments are not shown in Table 7.5, but are shown in Table 7.6 which list our comparisons of

results.

Tables 7.6a and b report our model and experimental response times in seconds for 1 byte and 1000 byte
tuples respectively. The percent difference in the tables is the difference between the response time in the model
and the single user experiments as a percentage of the experimental measurement. We compare the model results to
the experimental measurements for each combination of selection and hit rates. Figures 7.7 and 7.8 provide graphs
of the model and experimental response times for 1 byte and 1000 byte tuples respectively. Since the response
times from the model do not differ for cold and warm caches in Nomenclator, we represent the Nomenclator model

results with a single line in the graphs.
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Selection Hit Model Experimental Percent
Rate Rate | Output Measurement Difference
0.00 0 0 1 100
0.25 0 13 15 13
0.50 0 26 30 15
0.75 0 39 38 3
1.00 0 52 50 4
0.00 1 0 0 0
0.25 1 13 14 7
0.50 1 26 28 7
0.75 1 39 38 3
1.00 1 52 50 4

Table 7.6a. Nomenclator model and single user experiment response times

for 1 Byte Tuples

(Response times in seconds. Selectivity rate is the percentage of 1000 data repositories contacted by the query. Per-
cent difference is the difference between the response time in the model and the experiments as a percentage of the
experimental measurement. )

Tables 7.6a and b show a high level of agreement between our Nomenclator model and experimental meas-

urements. All differences in the tables, except those for the first row of each table, are within 20 percent. The per-

cent difference for the first row is not significant, because the quantities compared are small relative to the other

measurements and the rounding of response times to seconds accentuates the difference.
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Selection | Hit Model Experimental Percent
Rate Rate [ Output Measurement Difference
0.00 0 0 1 100
0.25 0 18 17 6
0.50 0 35 37 5
0.75 0 53 51 4
1.00 0 70 64 9
0.00 1 0 0 0
0.25 1 18 15 20
0.50 1 35 36 3
0.75 1 53 49 8
1.00 1 70 63 11

Table 7.6b. Nomenclator model and single user experiment response times

for 1000 Byte Tuples

(Response times in seconds. Selectivity rate is the percentage of 1000 data repositories contacted by the query. Per-
cent difference is the difference between the response time in the model and the experiments as a percentage of the
experimental measurement.)
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Figure 7.7. Comparison of model and experimental response times for
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(Response time in seconds for each data distribution pattern.)
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Figure 7.8. Comparison of model and experimental response times

for 1000 byte response tuples

(Response time in seconds for each data distribution pattern.)

7.3.3. Model Solution

We obtain the mean response time for queries in the multi-user Nomenclator system by using the solution for
open, separable queueing models in [57]. If there is one instance of a query resolver, distributed catalog server, and

each data repository in the system, the mean response time for a query is R as follows:
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Dpc NDpg Dgr
+ +
1~ ADpc 1 - ADpg 1= ADge

R1=

AD; is the utilization at center i, so (1 — AD;) is the percentage of the service center capacity that is available to pro-
cess requests. If all the capacity is free, i.e. the denominator is 1 for a particular service center, no queueing occurs
and the time spent at the service center is equal to the service demand that the query places on the center. As the
percentage of free capacity at the center decreases to 0, the query waits longer for service and time spent at the

center grows towards infinity.

Our system is designed so that each organization or department can install and support its own query resolver.
We also expect that the distributed catalog server and data repositories will be replicated to support additional query
processing load. We add a model input, I;, to represent the number of instances of service center

i € {DC, DR, QR ). In general, the mean response time for a query, R, is the following:

D ND D
R = ic + XDR + 7‘;’“ + Dygr
1 hand “'—“DDC 1 - """DDR 1 o ""‘"‘DQR
Ipc Ipg Igr

The fraction T is the arrival rate of queries at an instance of service center i.
i

The asymptotic bound on the minimum number of instances needed to service arrival rate Ads:
L miv = MD;

Table 7.7 summarizes the equations in our queueing model.

7.3.4. Analysis

In this section, we use our model to analyze the number of instances of a system component needed to support
descriptive name services and the response times that can be expected in a large internet environment. We charac-
terize a large internet by the input parameters in Table 7.8. Spc is based on our measurements of the prototype
implementation of a distributed catalog server, and will probably be closer to Spg in an optimized implementation.
Spr is an estimate of the cost of a query in a small memory-resident database. Spc and Spg are the costs of process-
ing the query, without the cost per byte of reading a request and writing a response on the network. Sy, Bpc, and
Bpg quantify these additional costs. S, is the measured byte service time reported in Section 7.3.2. We estimate the
amount of data transferred in a distributed catalog request and response, By, to be 8192 bytes. Catalog functions
that use more indexing information can be implemented as remote services or retrieve only the portion of the infor-
mation relevant to the current query. We estimate the amount of data returned by each data repository to be approx-
imately 4 tuples of 500 bytes each plus message overhead. We choose a small average response size from data
repositories, because name service users are searching for a few resources or people, not retrieving large volumes of

data. Bpyp is the sum of this response size and the size of a request to a data repository. Spc and Spg, alone, bound
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Model Output

Formula

Demand at the distributed catalog

Demand at a data repository

Demand on the network

Demand at the query resolver

Query response time

Instances of queueing center i re-

quired to service A

Dpc = (1 = h)2a(Spc + BpcSs)

Dpr = 5 (Spr + BprSp)

]

DNET = [(1 - h)2a + NS]SNET

DQR = SQRI -+ (1 - h)2a (SQRC + BDCS,,) +

Ns (Sgra + BprSp)

Dpc NDpg
k= n * A
- —"=Dpc 1~ 7D
DC DR
D
R 4 Dygr
- 2*p
I R
I v = AD;

Table 7.7. Nomenclator model summary

query throughput at 32 and 38 queries per second. Adding data transfer costs reduces the throughput of a distri-

buted catalog server to 10 queries per second, and of a data repository to 24 queries per second.

We increase the network service time measured on our local area network to 200 milliseconds to represent the

additional delay of wide-area communication. This network service time is 4 times the measured round-trip delay

for East to West Coast access on an idle network in the United States. Experiments with ping indicate that
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Model Input
Input Value
Spe 31
Spr 26
SNET 200
Sort 200
Sore 26
Sord 25
Sp 0.008
Bye 8,192
Bpr 2,048
N 10,000

Table 7.8. Model inputs for a large internet

(Service times in milliseconds. We analyze the effects of multiple values of the remaining model inputs in subse-
quent figures.)

round-trip times from Wisconsin to Japan on busy networks are within 200 milliseconds, and closer systems have
significantly lower round-trip times. We set Sgg to the time we measured in our prototype for searching a meta-data
cache of 1000 entries. Sgg and Sgg, are estimates of the time for processing a distributed catalog request and a data

repository request respectively, based on measurements from our prototype query resolver implementation. The

Internet currently has approximately 10,000 organizations, so we set the number of data repositories to 10,000'. We

vary s, h, a and A during the following model analysis.

Our target query workload contains queries that can be constrained to a few hundred data repositories.
Queries that search more data repositories are possible, but they will be used by a small (desperate) percentage of
the user population. In this analysis, we investigate selectivities that search 100 or 300 of the data repositories. We
consider system-wide query arrival rates of 20, 200, 1000, and 2000 queries per second. One million users making
12 queries per week produces a arrival rate of 20 queries per second, and one million users making 120 queries per

week produces an arrival rate of 200 queries per second. Six million users asking 100 queries per week produce

! The number of organizations as indicated by the number of domains available for zone transfer in the Domain Name System reached

10,000 in 1991 [63] and 20,000 in 1993 [64].
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1000 queries per second, and 12 million users asking 100 queries per week produce 2000 queries per second. The

White Pages Workshop challenged future name services to support arrival rates at the lower end of this range [104].

We report two types of results from our model. First, we use I; yyy to calculate the number of instances of
system components needed to support the arrival rates in our target environment. Second, we configure a system
with the recommended number of instances for an arrival rate of 200 queries per second, and analyze the response
time results. We choose 200 queries per second, because it exceeds the requirements of the White Pages Workshop
and provides a generous configuration for 1 million users. One million users can make more than 100 queries per

week with this configuration.

The number of replicas of the distributed catalog server, Ipc, pn, depends on the values of a, h and A. Figure
7.9 graphs the number of replicas of the distributed catalog server as a function of the meta-data cache miss rate
(1 - k) and A for an average of 4 attributes per query (@ = 4). Ipg yy depends only on the selection rate s and A.
Figure 7.10 graphs the number of replicas of a data repository as a function of these inputs. Iog mv depends on the
values of 5, A, & and a. Figure 7.11 graphs the number of instances of the query resolver as a function of the selec-

tion rate and A for a conservative miss rate of 100% and an average of 4 attributes per query.

Figure 7.9 shows the benefit of meta-data caching in scaling the distributed catalog service to many users. As
meta-data cache misses decrease, the number of replicas of the distributed catalog server is reduced. Given the pre-
vious success of caching in name services, we expect a miss rate of 30% for meta-data caching. As we will show
during our discussion of Figure 7.11, it is advantageous for each department or group in an organization to have its
own instance of a query resolver. Overlapping interests and frequent collaborations between members of the depart-
ment with a small number of other organizations will bring meta-data into the cache, and the meta-data will be re-
used. At a 30% miss rate, approximately 250 distributed catalog server replicas are needed to support 1000 queries
per second, or 1 replica for every 24,000 users. The replicas required represent only 0.004% of the size of the user

population.

Figure 7.10 shows the benefit of the active catalog in scaling data repositories to many users. As queries
become more selective, the data repositories can support more users without replication. For queries constrained to
search a few hundred data repositories, 3 or 4 instances of each data repository are required for all the arrival rates
in the graph. Data owners can make their information accessible and protect their data repositories from the exces-

sive load of brute force searches by supplying meta-data to the active catalog.

Figure 7.11 shows that approximately 20,000 query resolver instances are required to support 6 million users
asking 100 queries per week (A = 1000) when the queries are constrained to 500 or fewer data repositories
(s = 0.05). One query resolver is required for every 300 users, i.e. one query resolver is required to service the
requests of a facility the size of the University of Wisconsin Computer Sciences Department. Users can support
their own query resolver, and add query resolvers as their use of the system increases. The ability to support 300
users allows larger, shared meta-data caches that can improve the miss rate. Requiring one query resolver per

department is similar to the current requirements of the Domain Name Service.
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Figure 7.9. Distributed Catalog Server Replicas

(The minimum number of replicas of a distributed catalog server needed to service arrival rate A for different miss
rates and an average of 4 attributes per query. A is in queries per second.)
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Figure 7.10. Data Repository Replicas

(The minimum number of replicas of each data repository needed to service arrival rate A for different selectivity
rates. A is in queries per second.)




84

90000 -

A = 2000

-c mooHcZ

© OO M TR e

0 01 02 03 04 05 06 07 08 09 10

Selection Rate

Figure 7.11. Query Resolver Instances

(The minimum number of instances of a query resolver needed to service arrival rate A for different selectivity rates,
a conservative miss rate of 100%, and an average of 4 attributes per query. )\ is in queries per second.)

We calculated average response times, R, for the Internet parameters in Table 7.8. We used 10,000 instances
of query resolvers, 1 instance of each data repository, and 155 replicas of the distributed catalog server to calculate
the response times. We chose the number of replicas for the distributed catalog server from the results displayed
graphically in Figure 7.9 to support 200 queries for any meta-data cache miss rate. The replicas also support 1000
queries per second at a 20% miss rate, and 2000 queries per second at a 10% miss rate. The number of query

resolvers is set to reflect the number of organizations currently participating in the Internet. The owners of data are
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not required to provide replicas of data repositories by this configuration, so the system could be phased into the
existing Internet.

Figure 7.12 reports the response time results for queries that search 100 or 300 data repositories at miss rates

of 10% and 30%. Figure 7.13 reports the demand per instance of the distributed catalog server, the query resolver,
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Figure 7.12. Model response time results

(Response times in seconds and \ in queries per second. Response times are reported for searches constrained to
100 or 300 data repositories (s = 0.01 or s = 0.03), and for miss rates of 10% or 30%. The system includes 155
replicas of the distributed catalog server, one instance of each data repository, and 10,000 instances of query
resolvers. Queries contain an average of 4 attributes.)
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Figure 7.13. Demand per instance of a service center

(Demand per query in milliseconds for each instance of a distributed catalog server (DC), data repository (DR),
and query resolver (QR) for miss rates of 10% and 30%. The system includes 155 replicas of the distributed catalog
server, one instance of each data repository, and 10,000 instances of query resolvers. Queries contain an average
of 4 attributes.)
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Figure 7.14. Response time results for different values of a

(Response times in seconds and ) in queries per second. Response times are reported for different numbers of attri-
butes, a, in a query. Each query is constrained to 100 data repositories (s = 0.01) and has a miss rate of 30%. The
system includes 155 replicas of the distributed catalog server, one instance of each data repository, and 10,000 in-
stances of query resolvers.)

and a data repository for miss rates of 10% and 30%. The demand per instance is the demand (i.e. Dpc, Dpg, or
D) of one query uniformly distributed over the instances of the each resource. For example, the total demand of a
query on the distributed catalog servers is the number of replicas (155) times the demand displayed on the graph.
The demand at each data repository instance is represented by a single line on the graph, because the demand is
independent of the miss rate. The demand at each query resolver instance is insensitive to the miss rates, varying

only by 0.02 ms, so it is also represented by a single line on the graph. We set a to 4 for each of these figures.
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Figure 7.14 compares response time behavior for three different values for a.

Figure 7.12 shows a response time of 30 seconds for searches of 100 data repositories, and 90 seconds for
searches of 300 data repositories. These numbers represent the order of magnitude of response times in a large
Internet environment, so it is reasonable to expect response times of a few minutes for our query workload. Query
performance for searches of 100 data repositories reaches capacity at 600 queries per second when the miss rate is
30%, because the distributed catalog servers saturate. In the other cases, performance degrades more gradually as
multiple resources saturate. Figure 7.13 confirms this analysis. In Figure 7.13, the demand at the distributed catalog
server far exceeds the demand at the query resolvers and data repositories for searches of 100 data repositories and a
miss rate of 30%. The three demands are comparable when the miss rate is 10%. The demand at the query
resolvers and data repositories exceeds the distributed catalog demand for searches of 300 data repositories and a
miss rate of 10%, and the demands are comparable when the miss rate is 30%. The sharp increase in response times
when the distributed catalog service saturates alone, in comparison to the more gradual increase when data reposi-
tories or query resolvers also saturate, indicates that the utilization of the distributed catalog service should be moni-

tored so servers can be replicated before performance abruptly decays.

Figure 7.14 shows how the number of attributes in a query affects the capacity of our system. When the distri-
buted catalog servers are the bottleneck to system performance, more attributes in the query reduce system capacity.
Queries with more attributes may visit the distributed catalog server more times on a meta-data cache miss. Since
the percentage of a distributed catalog server needed to support each user is small, the disadvantages of more attri-

butes in a query are offset by their advantages in constraining the search.

7.4. Summary

In this chapter, we described the results of three performance studies of Nomenclator. Our first two studies
showed how our techniques reduce the impact of the individual user on the query processing environment. Our final
study showed how our techniques support scaling in multi-user environments. We showed that the performance of
descriptive queries can be improved by constraining the search with an active catalog and by caching meta-data in
an X.500 environment. We showed that active cataloging is the most significant contributor to better query
response time in a system with low load, while meta-data caching functions to reduce the load on the system. We
showed that meta-data caching plays a significant role in scaling the system to many users by reducing the number
of distributed catalog servers needed to support large workloads. By our calculations, six million users asking 100
queries per week require a number of replicas that is just 0.004% of the size of the user population. Query resolvers
are designed to be run at the level of a department or division in an organization. When query resolvers are created
in this way, and the distributed catalog servers and data repositories are adequately replicated, the systemn scales suc-

cessfully to millions of users.




Chapter 8

CONCLUSIONS AND FUTURE WORK

8.1. Conclusions

This thesis shows that the key to fast descriptive name services is constraining the search space to a small
number of data repositories. Previous descriptive name services have not scaled to thousands of data repositories
and millions of users, because they rely on exhaustive search techniques. Constraining the search space improves
response time by eliminating the work of contacting data repositories that do not contribute to the query answer. It

also improves scaling by reducing the load on data repositories, query resolvers and the network.

We provide two new techniques for constraining the search space: an active catalog and meta-data caching.
The active catalog constrains the search space for a query by returning a list of data repositories where the answer to
the query is likely to be found. Components of the catalog, called catalog functions, are distributed indices that iso-
late queries to parts of the network, and smart algorithms for limiting the search space by using semantic, syntactic,
or structural constraints. Data owners are motivated to contribute catalog functions, because the catalog functions
make the information in their data repositories available to users while reducing the load on the data repositories

from user queries.

Information in the active catalog is intelligently replicated in meta-data caches to tailor query sites to the types
of queries they see most frequently. Intelligent replication is a partial replication; no one site contains the entire con-
tents of the active catalog but rather those parts that are currently most useful to it. Information on which catalog
functions to use, catalog functions and the constrained search spaces that result from using catalog functions are
cached for subsequent use. Meta-data caching improves performance by keeping frequently used characterizations
of the search space close to the user, and eliminating active catalog communication and processing costs. Meta-data

caching provides a scalable alternative to the centralized index servers currently used in Archie and other systems.

Catalog functions and their results can be re-used, because referrals describe the conditions for re-using them.
Referrals form a DAG, called a referral graph, that integrates access functions into a uniform query processing
framework. The partial order that defines the graph directs query processing by identifying which referrals will con-
strain the search space further. The referral graph also identifies search spaces that can be combined through inter-
section and union. The referral graph and four simple meta-data rules for its construction (summarized in Table 4.1)
allow us to unify a wide variety of indexing techniques. Catalog functions contributed by different organizations
can be integrated into one structure to speed query processing for everyone. Referrals and the meta-data rules also

unite our meta-data caching techniques with popular data caching techniques.

We present three performance studies of our system. In the first study, we showed that we can use an active

catalog and meta-data caching to constrain the search effectively in a real environment, the X.500 name space. Our
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experiments consistently showed that meta-data caching and an active catalog provide an effective tool to improve
X.500 performance. In the second study, we examined the performance of an active catalog and meta-data caching
for single users on a local area network. Our experiments showed that our techniques to eliminate data repositories
from the search space can dramatically improve response time. The improvement exists, because latency reduction
is critical to large-scale name service query optimization. We showed that active cataloging is the most significant
contributor to better response time in a system with low load, and that meta-data caching functions to reduce the
load on the system. In the third study, we used an analytical model to evaluate the performance and scaling of our
techniques for a large Internet environment. We showed that our system scales well to millions of users for a small
investment in distributed catalog servers, one query resolver per department or small organization, and a few data
repository replicas. For an environment with a meta-data cache hit rate of 70%, queries that search a few hundred
data repositories, and 6,000,000 users asking 100 queries per week, we need, by our calculations, a distributed cata-
log server for every 24,000 users (just 0.004% of the number of users), a query resolver for every 300 users, and a
few replicas of each data repository. This investment is small in comparison to the benefits of fast descriptive name

services.

8.2. Future Work

The need for an investment in distributed catalog servers to support descriptive naming highlights an impor-
tant area for future research. Much research focuses on developing the hardware and software resources to support
high-speed networks and distributed multi-media applications. Governments and organizations invest in substantial
equipment and software for these networks. The results of this thesis indicate that an additional investment must be
made in deploying resources to support an information infrastructure to locate, process and manage the information
resources on these networks. We recommend the allocation of servers to support wide-area descriptive name ser-
vices. This thesis suggests that other information-based network services, like network management, collaborative
work, information retrieval, and information filtering, will require similar investments in resources. Research must
identify the shared requirements of these systems and develop an information infrastructure that will be intrinsically

tied to the computer networks of the future.

This thesis addresses issues of scale and performance. In the short term, the work in this thesis can be
extended by workload studies, automating active catalog maintenance, automating access function construction, and
supporting updates. First, since we have made large-scale descriptive name services possible, an important next
step is to use the service to support a large user community on the Internet. Studies of the user workload will supply
important information for studying and improving the performance characteristics of descriptive name services and
other large-scale information services. Second, Chapter 6 suggests an approach to maintaining the active catalog.
This work can be extended by the formal definition of maintenance algorithms for the active catalog, evaluations of
the performance of the algorithms, and formal proof that the algorithms preserve referral graph invariants. Third,
we wrote all our access functions directly in C. Additional work is needed to automate access function construction,

perhaps by creating a toolkit that allows users to define functions by specifying the characteristics of indices and
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data. Fourth, future work must identify the best algorithms for maintaining the active catalog for various update
workloads. Although name services rarely require large-scale updates, one relational interface for updating collec-
tions of component name services would also be useful. Administrators could maintain replicas across several name
services, making their naming data available to different user communities. Control over updates would also help

Nomenclator to provide more accurate catalog functions and caches.

In the long term, the work in this thesis can be extended by parallel processing and mobile computing support,
and by addressing scaling issues for other applications. First, in the wide area environment, programs experience
bottlenecks in sending information requests to thousands of sites. Even if we had multicast services, programs
would experience bottlenecks in processing responses from a multicast message. We need mechanisms that will
distribute queries to a dynamically chosen group of servers, coalesce responses and return results with high levels of

parallelism.

Second, issues of scale and performance in name services must be revisited for the new mobile computing
environment. There are two basic solutions to large scale mobile computing. One uses constant host addresses, and
the other uses variable host addresses and constant names. Cache performance issues arise in the routing layer (with
constant host addresses) or in the name service (with constant names), because the frequency and volume of updates
increase over previous caching schemes. In both cases, queries about resources in a geographic locality require new

cooperation between the routing layer and the name service.

Third, other distributed information services, such as information retrieval, information filtering, and distri-
buted databases, must be moved into large Internet environments. Information retrieval and filtering differ from
name services, because they index full documents that may have less selective keywords than those associated with
naming data. Distributed databases differ, because they have stricter consistency requirements and a wider range of
queries that includes join queries. Active cataloging, meta-data caching, and perhaps other scaling techniques must

be extended to these applications to make global information services a reality.
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