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— CONDOR-2005-0003 SDSC

WISCONSIN
Summary:
Arbitrary ds can be d with the permissions of the condor_shadow or condor_gridmanager's effective uid (normally the "condor" user).
This can result in a compromise of the condor configuration files, log files, and other files owned by the "condor" user. This may also aid in attacks on
other accounts.
Component Vulnerable Versions Platform Availability Fix Available
condor_shadow 6.6-6.6.10 all not known to be publicly 6.6.11 -
condor_gridmanager 6.7-6.7.17 available 6.7.18 -
Status Access Required Host Type Required Effort Required Impact/Consequences
Verified local ordinary user with a submission host low high
Condor authorization
Fixed Date Credit
2006-Mar-27 Jim Kupsch
Access Required: local ordinary user with a Condor authorization

This vulnerability requires local access on a machine that is running a condor_schedd, to which the user can use condor_submit to submit a job.
Effort Required: low

To exploit this vulnerability requires only the submission of a Condor job with an invalid entry.
Impact/Consequences: high

Usually the condor_shadow and condor_gridmanager are configured to run as the "condor" user, and this vulnerability allows an attacker to execute
arbitrary code as the "condor" user.

D g on the conf 1 more serious attacks may be possible. If the configuration files for the condor_master are writable by condor
0 T and the condor master is run wnth root privileges, then root access can be gained. If the condor binaries are owned by the "condor" user, these

W bles could be replaced and when d, arbitrary code could be executed as the "condor" user. This would also allow root access as most ATO
condor daemons are started with an effective uid of root.
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