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Abstract

tems suffer from all of these limitations but there are none
that adequately address all. In short, current storage solutions were designed either for wide area or local area
storage; none of their designs were guided by practical
considerations of the nature of the grid. NeST is the only
proposed storage appliance that is prepared to fully answer the unique I/O demands of grid computing.

Current storage appliances have been traditionally designed to meet either the storage demands of a local or
a wide area network. The grid is unique in that it escapes this limitation and allows users to share resources
both within and between local area networks. However,
this freedom creates many new challenges to storage appliances that would be used on the grid.
NeST is a user-level software-only storage appliance
that is being specifically designed to meet the unique storage needs of grid computation. A virtual protocol layer
allows arbitrary data transfer and authentication protocols to be used. An abstract storage interface allows a
wide range of physical storage devices to be optimally utilized. Multiple concurrency architectures provide the flex
needed to achieve high levels of throughput across multiple host platforms. Flexible mechanisms allow storage
within NeST to be both reserved and limited and there is
planned support for guaranteed levels of service as well.
Finally, a policy language such as Condor ClassAds can
be used to advertise the NeST and allow discovery of both
the physical storage and of the data contained thereon.

2 Grid storage challenges
Current storage appliances have been traditionally designed to meet either the storage demands of a local or
a wide area network. The grid [5] is unique in that it escapes this limitation and allows users to share resources
both within and between local area networks. However,
this freedom creates many new challenges to storage appliances that would be used on the grid.

2.1 ”No-futz” commodity storage

Grid storage does have some of the same storage requirements as other systems. Ease of integration and maintenance is one of these requirements. Grid users, like all
users, need appliance-like storage that allows true ”nofutz”
computing. Many of the current vendor-offered stor1 Introduction
age appliances are easily installed and maintained.
The general definition of an appliance is well-understood
However, these appliances bundle together proprietary
and has already been thoroughly discussed [6]. Simply hardware and software and are sold at prices well above
put, an appliance is any tool that performs one function the commodity curve. Although all users would prefer
well. Users expect that appliances are easy to use and are cheaper appliances, grid systems in particular need the
both robust and reliable.
ability to turn commodity machines into storage appliStorage appliances, more specifically, have tradition- ances on demand. Software based storage appliances can
ally been thought of as the tools used to store and re- return storage to the commodity curve and enable grid
trieve objects from storage1 . The need for reliable, scal- systems to quickly react to storage needs through the imable, manageable, and high performing network storage mediate acquisition of storage appliances.
has led to a proliferation of commercial storage appliances
by vendors such as NetApp [7] and EMC. [4]
2.2 Multiple administrative domains
However, there are several limitations with the current
storage systems offered today. Not all current storage sys- One of the more unique features of grid computing is
that grid users migrate across multiple administrative do1 Although computational storage is generally thought of as disks, it
can be more generally defined as any physical capacity for storing and mains. This migration presents three rather unique challenges to grid storage. The first is that each of these adretrieving data.
1

ministrative domains may use a different set of communication and security protocols. This migration creates
an additional challenge in that grid storage must provide
efficient methods of access for both local and wide area
storage transfers. Finally, providing storage across administrative domains requires deploying storage appliances
within each domain. System administrators are justifiably wary of allowing arbitrary code super-user privelege
within their domains. Any proposed storage appliance
must therefore be able to run without special privilege in
order to be politically acceptable on the grid.

needed to achieve high levels of throughput across multiple host platforms. Flexible mechanisms allow storage
within NeST to be both reserved and limited and there is
planned support for guaranteed levels of service as well.
Finally, a policy language such as Condor ClassAds can
be used to advertise the NeST and allow discovery of both
the physical storage and of the data contained thereon.

3.1 From commodity to appliance
To break the false dependence imposed by current vendors between hardware and software, NeST is a software
only storage appliance. The advantage of this is twofold:
cost and convenience. By decoupling the appliance from
the hardware, NeST is able to return the cost of storage
to the commodity curve. In addition to being inexpensive, commodity machines are typically easily available,
thereby making the acquistion of a NeST storage appliance particularly easy. From the start, our goal has been
the ”no-futz” conversion of a commodity machine into a
storage appliance.
However, attempting to provide appliance-like behavior across a wide range of commodity systems (both hardware and software) does create new challenges. The appliance must be able to adapt to the particulars of the host
commodity machine. Storage appliances such as those
provided by NetApp and EMC avoid these challenges by
building integrated appliances in which the storage must
interface with only one operating system and one physical storage interface. To meet these challenges and realize our goal of allowing users to create appliances from
commodities, NeST has an abstract storage interface and
multiple concurrency architectures.

2.3 Reservations and guarantees
The need for reservations and guarantees is a storage requirement that is perhaps felt more strongly on the grid
than elsewhere. For example, in the Condor scheduling
system [9], an application would be unwilling to migrate
to a different domain unless the storage appliance in that
domain can guarantee a minimum amount of storage for
that application’s I/O demands.

2.4 Policy language support
One of the most attractive features of the Condor scheduling system is its ability to matchmake [11] between resources and consumers. This feature has proven pivotal in
Condor’s wide-spread deployment across the grid. This
suggests that for a storage appliance to be appropriate for
grid computing that it must provide flexible mechanisms
to advertise its capacity, its availability and its contents.
Administrators will want additional mechanisms to allow
them to specify who will use their storage appliances, how
much storage users will be allowed and for how long will
they be allowed to use it.

3.1.1 Abstract storage interface
There is a wide range of physical storage devices found
in current commodity systems. For example, a machine
might have a hardware RAID system, IDE or SCSI disks,
or perhaps even a tape drive. In addition, the file systems
provided by different commodity operating systems may
have radically different performance on the same hardware. For this reason, NeST is designed such that all interaction with the local filesystem is directed through an
abstract storage interface.
This allows NeST to transparently adapt to the particulars of the physical storage and file system of the host
machine. For example, NeST should use the local file
system when run on operating systems with a good local
file system and should manage directly the raw disk when
run on operating systems without a good local file system.
The abstract storage interface can allow this by providing
multiple virtual storage implementations and intelligently,
perhaps even dynamically, choosing between them.

3 A unique solution: NeST
It is our belief that no current or proposed storage solution addresses all of the above grid storage requirements.
In short, grid storage appliances must be designed for
the grid. We therefore introduce NeST, Network Storage
Technologies [2], as the only storage appliance that was so
designed and as such as the only storage appliance poised
to directly address all of the unique storage demands of
grid computation.
NeST is a user-level software-only storage appliance
that is being specifically designed to meet the unique storage needs of grid computation. A virtual protocol layer
allows arbitrary data transfer and authentication protocols to be used. An abstract storage interface allows a
wide range of physical storage devices to be optimally utilized. Multiple concurrency architectures provide the flex
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3.1.2 Multiple concurrency architectures

3.2.1 Chirp

The difficulty that we anticipated in creating a virtual protocol layer was defining the minimum subset of generic
storage requests such that any and all network protocols
can cleanly mesh with the interface. Although we have
implemented only a small number of protocols to date,
we have found that the minimum subset defined so far is
somewhat lacking. Common to the protocols which we
To address this, NeST is currently implemented with have examined are the obvious file access requests such
three different, swappable, concurrency architectues. as get, put, list and remove. What is lacking however are
These is an architecture which dispatches client requests the meta-management requests of the storage appliance
to a pre-allocated pool of processes, an architecture itself, such as requests to add users, set caching policy, rewhich dispatches client requests to a pre-allocated pool quest statistics and more flexible mechanisms to allow the
of threads and a single process non-blocking architecture expression of administrative policies as well.
based on the select system call. For each host system,
For this reason, we have begun designing a new netNeST can therefore use the architecture with the highest work protocol, Chirp, that contains the minimum subset
level of performance on that system.
of file access requests as listed above as well as the metamanagement requests. Clients who are unable to rebuild
their applications to take advantage of the specific Chirp
commands can still of course use the protocol of their
choice. However, clients who can rebuild their applica3.2 Virtual protocol layer
tions can use the managerial features in Chirp to attempt
to optimize their use of the appliance.
To meet the challenges of providing storage for multiple
Our expectation is that scheduling systems like Condor
administrative domains, NeST exports a virtual protocol
will be the primary users of the Chirp protocol. For exlayer. Multiple administrative domains will use different
ample, using Chirp, Condor could create an account for a
protocols for wide area file transfers, for local area accesses and will often need to use their own proprietary grid user in a local Condor pool, create a reservation for
the user’s output files, ensure that the input files have been
protocols as well. In addition to using different protocols
staged and then schedule the job. The job meanwhile does
for file transfers, various adminstrative domains will often
require different protocols for security and authentication not need to be Chirp, or even NeST, aware and can transparently access its data through an interposition agent like
as well. For example, grid users who need to transfer data
Bypass. [13]
between two administrative domains require storage appliances that support all protocols necessary to communicate and authenticate with both domains.
3.3 Policy language support
Another difficulty of creating storage appliances from
commodity machines is that models to achieve high concurrency are not consistent across different operating systems. [10] For example, using threads to multiplex between multiple clients may work well on some systems
but poorly on others.

However, to build a storage appliance that supports all
necessary protocols for all administrative domains ipso
facto is unrealistic. On the other hand, a storage appliance that is capable of using arbitrary protocols is both
feasible and necessary for grid computing.

It is clear that policy languages are becoming an integral
feature of the grid. Languages such as Condor’s ClassAds
allow the expression of arbitrary policies. Given the difficulties created by multiple administrative domains, flexible policy languages are necessary to allow system adminA virtual protocol layer allows NeST to communicate istrators the freedom to deploy and use storage appliances
using multiple protocols simultaneously and new proto- within the constraints of their own particular policies.
cols are easily added in the same way that new file systems
NeST’s virtual protocol layer allows arbitrary policy
can be added in a virtual file system (VFS) [8]. Simi- languages to act as an interface or a broken to the storage
larly, multiple authentication mechanisms can be utilized appliance. Such flexible mechanisms make it difficult to
by adding them to the connection routines of the virtual predict the range of policies which might be applied to a
protocols. The VFS analogy is particularly relevant be- storage appliance. As a exploratory step in this direction,
cause, by adding a virtual protocol to NeST, the effect is we are adding a few simple policies to Chirp.
that of creating a pluggable file system on the storage appliance. For example, to efficiently allow both wide and 3.3.1 Reservations and guarantees
local storage accesses, NeST could be configured with a
virtual grid-FTP protocol for the wide area accesses and a Storage quotas and allocations are a fundamental aspect
virtual NFS protocol for the local.
of any storage system, computational or otherwise. How3

Distributed Repository

ever, this need may be felt even more acutely on the grid
than in other storage systems. Users will only be willing to migrate data files across wide areas if they can be
assured a priori a reliable storage allocation. For this reason, we attempting to define the necessary set of Chirp
requests as well as add this functionality to the abstract
storage interface.
3.3.2 Administrative enforcement
An equally important storage feature is the ability needed
by administrators to set and enforce the policies of their
administrative domain. Examples of these administrative
decrees are time leased allocations, economic based allocations and mechanisms to define both how and to whom
the resource is advertised.
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4 A case study
Figure 1: I/O Communities. A dataset is replicated
from the distributed repository and staged in remotely distributed NeSTs. Around each NeST, an I/O community
is formed and Condor can then schedule jobs within the
newly created community. Bypass allows the scheduled
jobs to transparently use Chirp to access the data from
the NeST. This approach allows scaling, sharing and lowlatency data accesses.

To demonstrate the utility of using NeST for grid computations, we have, jointly with other researchers here at
UW, explored the creation of grid communities. [12] The
motivation for this work is the large datasets accessed by
many high-energy physics applications. [1] In this work,
we propose creating grid communities around replicated
datasets. Previous work had emphasized either moving
jobs to the data or moving the data to the job.
Clearly both approaches have their limitations. By using the scheduling and matchmaking features of Condor, the transparent interpositioning of Bypass and storage provided by NeST, we were able to combine these
approaches. Using the high-throughput provided by the
GridFTP [3] virtual protocol, we first replicated the data
to remotely distributed NeSTs. Around each NeST, an
I/O community was thereby formed as shown in Figure
1. Scheduled jobs then used Bypass and Chirp to perform
partial file accesses. This approach combines the benefits
of both job moving and data moving and allows scaling,
sharing and low-latency data accesses. Experimental results using remotely distributed NeSTs have not yet been
collected, but local experiments suggest that the expected
speedup is significant.

But much work needs to be done before NeST is a production quality system. Better scheduling and control of
multiple concurrent transfers is one area which needs to
be examined. Grid schedulers need storage which can
provide at least approximate schedule guarantees.

5 Future work

The virtual protocol layer could use some more prodding to attempt to better define the minimum subset of
storage requests necessary to allow arbitrary communication protocols to be easily added. Defining the set of
managerial commands to be added to Chirp is also a remaining challenge. Some of these managerial commands
are the reservations and the quotas which have been implemented separately and need to be integrated.

This is a wide-open area. Clearly there is a storage void
currently in the grid. NeST is positiioned to fill that void.
As we’ve argued, NeST has been designed for the grid
and is the only known storage appliance that can satisfy
the diverse and challenging set of requirements created
by grid computing.

The abstract storage interface is designed but needs to
be fleshed out. Currently it supports only one storage implementation: a flat namespace on the local file system.
Finally, NeST should eventually be able to automatically
configure its own concurrency architecture and storage interface either at installation time or dynamically.
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