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scientists all over campus




long time

 Teragrid Condor resource
« Large Campus Grid

specialized use cases....
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 Limited physical locations
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ITAR ++

« Researcher using ITAR system received
new requirement for compliance with
« DFAR 252.204-7012 (b)(2)(ii)(D) *
« Sponsor wouldn’t negotiate on the requirement

* Guidance to Stakeholders for Implementing Defense Federal
Acquisition Regulation Supplement Clause 252.204-7012
(Safeguarding Unclassified Controlled Technical Information)



CREATING A SEPARATE ENVIRONMENT

“If nonfederal organizations entrusted with
protecting CUI designate specific information
systems or system components for the
processing, storage, or transmission of CUI,
then the organizations may limit the scope of
the CUI security requirements to those
particular systems or components.”

(NIST SP 800-171, pg. 3)




* Was... problematic

In line

« Certification/Audit for compliance prohibitive




AWS GovCloud (US)




ITAR provisions — US persons
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CLOUD PROVIDERS ARE
NOT TOTALLY TURN-KEY
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PURDUE’'S SOLUTION



REED
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A hardened environmen tin AWS GovCloud
built to NIST SP 800-171 that allows for
processing of data with strict regulations
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applications to call home
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« Batch computing is an HTCondor

pool, with Linux workers and Windows
submitters

 Basic |IP security within the pool




» Key management is maintained by




AUDIT & MONITORING










premises
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FUTURE WORK



BUSINESS CHALLENGES




* Automate resource assignment
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