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ABSTRACT

This paper concerns the question of how to create abstradtiat
are useful for program analysis. It presents a method tfiaese
an abstraction automatically for analysis problems in Whie se-
mantics of statements and the query of interest are exptesseg
logical formulas. We present two strategies for refining lastrac-
tion. The simpler strategy is effective in many cases. The se
ond strategy uses a known machine-learning algorithm tm lea
appropriate abstraction. A tool that incorporates the orbthas
been implemented and applied to several programs that miatep
linked lists and binary-search trees. In all cases, theiwable
to demonstrate (i) the partial correctness of the programd,(ii)
that the programs possess additional properties—e.gpilistar
antistability.

1. INTRODUCTION

This paper presents an approach to automatically creabng a
stractions for use in program analysis. As in some previooikw
[12,5, 13,21, 7, 3, 9], the approach involves the successfuge-
ment of the abstraction in use. However, unlike previousitre
work presented in this paper is aimed specifically at progrdrat
manipulate pointers and heap-allocated data structures.

The paper presents an abstraction-refinement method fanuse
static analyses based 8rvalued logic [27], where the semantics
of statements and the query of interest are expressed wgjiaal
formulas. Refinement is performed by introducing new imsen-
tation relations (defined via logical formulas over coretieins,
which capture the basic properties of memory configurajicdar
abstraction-refinement method uses two refinement stesteghe
first strategysubformula-based refinemeanalyzes the sources of
imprecision in the evaluation of the query, and chooses loosiet
fine new instrumentation relations using subformulas ofgiery.
The second strategh,P-based refinemenpg¢mploysnductive logic
programming[22, 19, 20, 14, 23], [18§10], a machine-learning
technique, to learn new instrumentation relations thatstawve off
imprecision due to abstraction.

In this setting, two related logics come into play: an ordjriz
valued logic, as well as a relat@8evalued logic. A memory config-
uration, or store, is modeled by what logicians cdlbgical struc-
ture; an individual of the structure’s universe either modelggle
memory element or, in the case obammary individualit mod-
els a collection of memory elements. A run of the analyzeriesr
out an abstract interpretation to collect a set of strustateeach
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program pointP. To determine whether a query is always satis-
fied at P, one checks whether it holds in all of the structures that
were collected there. Instantiations of this frameworkaapable

of establishing nontrivial properties of programs thaf@en com-
plex pointer-based manipulationsafriori unbounded-size heap-
allocated data structures. The TVLA systefin(eeValuedi ogic
Analyzer) implements this approach [16, 1].

Summary individuals play a crucial role. They are used to en-
sure that abstract descriptors haveagriori bounded size, which
guarantees that a fixed-point is always reached. Howe\erdh-
straint of working with limited-size descriptors impliesl@ss of
information about the store. Intuitively, certain propestof con-
crete individuals are lost due to abstraction, which grdogsther
multiple individuals into summary individuals: a propedsn be
true for some concrete individuals of the group but falseoftver
individuals. It is for this reason tha@tvalued logic is used; uncer-
tainty about a property’s value is captured by means of tird th
truth value,1/2.

An advantage of using- and3-valued logic as the basis for static
analysis is that the consistency of tbvwalued andB-valued view-
points is ensured by a basic theorem that relates the twed¢ay,
Theorem 4.9]. Unfortunately, unless some care is takendrdé:
sign of an analysis, there is a danger that as abstract ietatjpn
proceeds, the indefinite valig2 will become pervasive. This can
destroy the ability to recover interesting informationrfrahe 3-
valued structures collected (although soundness is niagta

A key role in combating indefiniteness is playedibgtrumenta-
tion relations which record auxiliary information in a logical struc-
ture. They provide a mechanism to fine-tune an abstractioim-a
strumentation relation, which is defined by a logical forenaler
the core relation symbols, captures a property that an ioheky
memory cell may or may not possess. In general, the intraztuct
of additional instrumentation relations refines an ab$ivtadnto
one that is prepared to track finer distinctions among storéss
allows more properties of the program’s stores to be idetifi

The choice of instrumentation relations is crucial to thecpr
sion, as well as the cost, of the analysis. Until now, TVLAmgse
have been faced with the task of identifying an instrumeurat
relation set that gives them a definite answer to the quetydes
not make the cost prohibitive. This was arguably the key ieimg
challenge in the TVLA user-model.

The contributions of this work can be summarized as follows:

e Itis a step towards automatically generating useful abstra
tions for static analyses based &walued logic.

e We introduce the use afductive logic programminglLP)
for learning new instrumentation relations that presenve i
formation that would otherwise be lost due to abstraction.

o Essentially all of the user-level obligations for which TXL
has been criticized in the past have been eliminated. The
input required to specify a program analysis consists of

— aprogram (at present, as a transition system)
— aquery; i.e., aformulathat identifies acceptable outputs
— a characterization of the program’s allowable inputs.



Relation | Intended Meaning

eq(v1,v2) | Dowv; andv, denote the same memory cell?

q(v) Does pointer variablg point to memory celb?
n(vi,v2) | Does then field of v, point tov,?

dle(vi, v2) | Is thedat a field of v, less than or equal to that 0$?

Table 1: Core relations used for representing the stores map-
ulated by programs that use typeLi st .

e The method has been implemented as an extension of TVLA.
e We present experimental evidence that the use of this ap-
proach in an iterative abstraction-refinement loop cardyiel
precise answers to queries. We tested the effectiveneke of t

method using sortedness, stability, and antistabilityrigse
on a collection of programs that perform destructive list ma
nipulation, as well as by using it to establish partial cotre

ness of two binary-search-tree programs. The method is suc-

cessful in all cases tested here.

The remainder of the paper is organized as follo@a:intro-
duces terminology and notation. Readers familiar with T\itak
skip to§2.2, which briefly summarizes ILE3 illustrates our goals
on the problem of verifying the partial correctness of aiagrtou-
tine. §4 describes subformula-based refinement and illustrates it
on the example 0§3. §5 discusses a shortcoming of subformula-
based refinement and describes ILP-based refinement, whésh u
ILP for learning an abstractior§6 presents experimental results.
§7 discusses related work.

2. BACKGROUND

2.1 Stores as Logical Structures

This section summarizes the
shape-analysis framework described
in [27]. In this approach, concrete
memory configurations ostores
are encoded as logical structures
(associated with arocabularyof
relation symbols with given ari-
ties) in terms of a fixed collection
of core relations C. Core rela-
tions are part of the underlying semantics of the languageeto
analyzed; they record atomic properties of stores. Foaints,
Tab. 1 lists the relations that would be used to represersttires
manipulated by programs that use tylpest (declared as shown
in Fig. 1), such as the store in Fig. 2. 2-valued logical dtrres
then represent memory configurations: the individuals lageset
of memory cells; a nullary relation represents a Booleamlte
of the program; a unary relation represents either a pouatéable
or a Boolean-valued field of a record; and a binary relatiqn re
resents a pointer field of a record. Numeric-valued varmhled
numeric-valued fields (such dsat a) can be modeled by introduc-
ing other relations, such as the binary relatdia (which stands
for “dat a less-than-or-equal-to”) listed in Tab. dle captures the
relative order of two nodesiat a values. Fig. 3 show8-valued
structureSs, which represents the store of Fig. 2 (relationsry,  z,
andc,, are explained i§2.1.2).

" n Often only a restricted class of
[XF—{1]F—~{8[F+—[5\] structures is used to encode stores; to
exclude structures that cannot repre-
sent admissible stores, integrity con-
straints can be imposed. For instance,
in program-analysis applications, a re-
lation like z:(v) of Tab. 1 captures whether pointer variaklpoints
to memory cellv;  would be given the attribute “unique”, which

typedef struct node {
struct node *n;
int data;

} *List;

Figure 1: Declaration of
a linked-list datatype.

Figure 2: A possible
store for a linked list.
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Figure 3: A logical structure S3 that represents the store shown
in Fig. 2 in graphical and tabular representations.

imposes the constraint thatcan hold for at most one individual in
any structure.

LetR = {eq p1,...,pn} be afinite vocabulary of relation sym-
bols, whereR ;. denotes the set of relation symbols of arityand
eq € R2). The set oR-valued structures is denoted 5y[R].

DEFINITION 1. A 2-valued interpretationverR is a2-valued
logical structureS = (U*, %), whereU* is a set ofindividuals
and .° maps each relation symbel of arity k to a truth-valued
function: .%(p): (U®%)* — {0,1}. In addition, (i) for allu € U,
% (eq)(u,u) = 1, and (i) for all u1,us € U® such thatu; and
us are distinct individuals;® (eq) (u1, u2) = 0.

In 3-valued logic, a third truth value+/2—is introduced to de-
note uncertainty: the truth valuésand1 aredefinite valuesl /2 is
anindefinite value For!ly, 1, € {0,1/2,1}, theinformation order
is defined as followsiy C Iy iff I; = lp orl, = 1/2. Thus,
1/200=1/201=0U1=1/2.

DEFINITION 2. A 3-valued interpretationverR is a 3-valued
logical structureS = (U*, %), whereU* is a set of individuals
and .° maps each relation symbel of arity k to a truth-valued
function: °(p): (US)* — {0,1/2,1}. In addition, (i) for all
we U, % (eo)(u,u) 3 1, and (i) for all u1, us € U® such that
w1 andus are distinct individualsy® (eq) (u1, uz) = 0. The set of
3-valued structures is denoted By[R].

An individual for which.® (eq) (u, u) = 1/2 is called asummary
individual. In the program-analysis context, a summary individual
abstracts one or more fragments of a data structure, ancepag-r
sent more than one concrete memory cell.

2.1.1 Concrete and Abstract Semantics

A concrete operational semantics is defined by specifyitigias
ture transformer for each kind of edgehat can appear in a CFG.
A structure transformer is specified by providing a colleatof
relation-update formulasc(vi,...,vx) = 7e,e(v1,...,v%), ONE
for each core relation.! These formulas define how the core re-
lations of a logical structure' that arises at the source efare
transformed bye to create a logical structur®’ at the target of

lFormulas are first-order formulas with transitive closura:formula
over the vocabulanR = {eq p1,...,pn} is defined as follows (where
p*(v1,v2) stands for the reflexive transitive closurepdis , v2)):

pER, ¢ 0] 1] p(ur,...vx) | (mp1) | (v1=02)

» € Formulas | (1 Aw2) | (01 Vp2) | (p1 — ¢2)

v € Variables | (Fu: 1) | (Vo: 1) | p*(v1,v2)

An assignmen¥ is a function that maps variables to individuals (i.e., it
has the functionality? : {v1,ve,...} — US).

For an assignment, the (2-valued) meaningf a formulay, denoted
by [¢]5 (Z), yields a truth value i{0, 1}; the (3-valued) meaningf ¢,
denoted by[p]5 (Z), vields a truth value if0,1/2,1}. [¢]5(Z) and
[[<p]]§(Z) are defined inductively in the standard fashion (e.g., sép.[2
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Figure 4: A 3-valued structure S, that is the canonical abstrac-
tion of structure Ss.

e; typically, they define the value of relatianin S’ as a function
of ¢'s value inS. Edgee may optionally have grecondition for-
mula, which filters out structures that should not follow the sian
tion alonge. The postcondition operat@ost for edgee is defined
by lifting e’s structure transformer to sets of structures.
The collecting semantics of a program corresponds to a post-
condition operator of typg(S2) — ©(S2). However,p(S2) is
not suitable as an abstract domain; for instance, when tigribge
being modeled supports allocation from the heap, the setdif i
viduals that may appear in a structure is unbounded, andtiens
is no a priori upper bound on the cardinality of elementp@$-).
One can sidestep this problem by abstracting sets of 2-dalue
structures using 3-valued structures equipped with atsleit@der
[27]. A set of stores is then represented by a (finite) sétadlued
logical structures. The abstraction is defined using anvatprice
relation on individuals, and considering the (finite) qeatistruc-
ture with respect to this equivalence relation; in paracukach
individual of a2-valued logical structure (representing a concrete
memory cell) is mapped to an individual o8avalued logical struc-
ture according to the vector of values that the concreteviddal
has for a user-chosen collection of unary abstractioniogist

DEFINITION 3 (CANONICAL ABSTRACTION). LetS = (U,.) €
Ss, and let. A C P; be some chosen subset of the unary relation
symbols. The relations il are calledabstraction relationghey
define the following equivalence relationy onU:

ur 4 up <= forallp e A, u(p)(u1) = v(p)(u2),

and the surjective functiofi4 : U — U/ ~4, such thatf 4 (u) =
[u]~ ,, which maps an individual to its equivalence class. The
canonical abstractioof S with respect tod is the structuref 4 (S).

If all unary relations are abstraction relationd = R.), the
canonical abstraction @ valued logical structurés is S4, shown
in Flg 4, Witth(U1) = Uy ande(uz) = f_A(u:;) = u23. S
represents all lists with two or more elements, in which tigt fi
element'sdat a value is no higher than thaat a values in the rest
of the list. The following graphical notation is used for dgjng
3-valued logical structures:

e Individuals are represented by circles containing theines:

and values for unary relation8 yalues are usually omitted).

e A summary individual is represented by a double circle.

e A unary relationp corresponding to a pointer-valued pro-
gram variable is represented by a solid arrow frpro the
individual v for which c(p)(u) = 1, and by the absence of a
p-arrow to each node’ for which(p)(u') = 0. (If .(p) =0
for all individuals, the relation nameis not shown.)

A binary relationg is represented by a solid arrow labeled
g between each pair of individuals; and u; for which
1(q)(us,u;) = 1, and by the absence ofgaarrow between
pairsu; andwj for which¢(g) (uj, u’;) = 0.

Relations with valud /2 are represented by dotted arrows.

D [IntendedMeaning [Vp
t,(v1,v2)]|Is ve reachable fromy, alongn fields?n*(vi, v2)
rn,«(v) |Isv reachable from pointer variable |3 vy : z(v1) A tn (v1,v)

alongn fields?
Is v on a directed cycle af fields?

cn (V)

Foi: n(vi,v) Atn(v,v1)

Table 2: Defining formulas of some commonly used instrumen-
tation relations. There is a separate relatiorr,, , for every pro-
gram variable x.

Canonical abstraction ensures that easlalued structure is no
larger than some fixed size, knowrpriori. Moreover, a given for-
mulais interpreted consistently in both the concrete darfr@mely,
p(S2)) and the abstract domaip(Ss)). Thanks to the Embedding
Theorem [27, Theorem 4.9], the meaning of the two interpicia
is consistent with respect to the abstraction, althoughvéthee of
a formula on an abstract structufg (S) may be less precise than
its value on the concrete structuse Consequently, for each kind
of statement in the programming language, the structunsfioam-
ers for the abstract semantics can be defined bgdneerelation-
update formulas that define the concrete semantics.

Abstract interpretation collects a set ®&fvalued structures at
each program point. It can be implemented as an iterativeepro
dure that finds the least fixed point of a certain collectioeqdia-
tions on variables that take their valuesi(Ss) [27].

2.1.2 Instrumentation Relations

The abstraction function on which an analysis is based, andéh
the precision of the analysis defined, can be tuned by (i)sihgdo
equip structures with additionalstrumentation relationt record
derived properties, and (ii) varying which of the unary cara
unary instrumentation relations are used as the set ofebisin re-
lations. The set of instrumentation relations is denoted biach
relation symbolp € Z;, C Ry is defined by arinstrumentation-
relation definition formulay, (v1, . .., vx). Instrumentation rela-
tion symbols may appear in the defining formulas of otherrinst
mentation relations as long as there are no circular depeede

The introduction of unary instrumentation relations thatthen
used as abstraction relations provides a way to controltwton-
crete individuals are merged together into an abstracviithail,
and thereby control the amount of information lost by alrttoa.
Instrumentation relations that involve reachability pedpes, which
can be defined using theoperator, often play a crucial role in the
definitions of abstractions. For instance, in programsislappli-
cations, reachability properties from specific pointeialales have
the effect of keeping disjoint sublists summarized sepératab. 2
lists some instrumentation relations that are importanttfe anal-
ysis of programs that use typé st .

We are sometimes interested in making assertions that gempa
the state of a store at the end of a procedure with its stateeat t
start. For instance, we may be interested in checking thdisal
elements reachable from variableat the start of a procedure are
guaranteed to be reachable franat the end. To allow the user to
make such assertions, we double the vocabulary: for eaatiarl
p, we extend the program-analysis specification wiklistoryrela-
tion, p°, which serves as an indelible record of the state of the store
at the entry point. We will use the term history relationseter to
the latter kind of relations, and the temmtiverelations to refer to
the relations from the original vocabulary. We can now egptthe
property mentioned above:

@)

If Formula (1) evaluates to 1, then the elements reachabita %r
after the procedure executes are exactly the same as tlaatabie

Vo (V) e (V).



at the beginning of the procedure, and consequently theedroe
performs a permutation of list.

In addition to history relations, we introduce a collectasmullary
instrumentation relations that track whether active iefest have
changed from their initial values. For each active relation, . . . , vx),
the relatlonsamep() is defined bysame, = Yv1,..., vk :
p(vi,...,vk) < p°(v1,...,vx). We can now useame,,, () in
place of Formula (1) when asserting the permutation prgpert

From the standpoint of the concrete semantics, instrurtienta
relations represent cached information that could alwaygbom-
puted by reevaluating the instrumentation relation’s diegjrfor-
mula in the local state. From the standpoint of the absteias-
tics, however, reevaluating a formula in the locaivalued) state
can lead to a drastic loss of precision. To address this enobl
after a transition from structurg to S’ via transformerr, the new
value for an instrumentation relatipgncan be computed incremen-
tally from the known value of in S. An algorithm that uses and
p's defining formulayy, (v1, . .., vk ) to generate an appropriate in-
crementatelation-maintenance formula,, - is given in [25].

2.2 Inductive Logic Programming (ILP)

ILP is a subfield of Machine Learning, which is itself a sulafiel
of Artificial Intelligence. The goal of an ILP algorithm is tearn a
logical relation that agrees with the classification of ingramples,
given background knowledge. ILP algorithms produce thevans
in the form of a logic program. (Non-recursive) logic proms
correspond to a subset of first-order logié.logic program can be
thought of as a disjunction over the program rules, with gaitd
corresponding to a conjunction of literals. Variables mpearing
in the head of a rule are implicitly existentially quantified

DEFINITION 4 (ILP). Given a set of positive example tuples
E, a set of negative example tuplEs’, and a set of background
facts B (represented by definite entries of a logical structureg, th
goal of ILP is to find a formulayz such that alle € ET are
satisfied (orcovered by and noe € E~ is satisfied by)g.

u;
U, ’uil Ug
U [ —{ é:

Figure 5: A linked list

For example, consider learn-
ing a unary formula that holds
for linked-list elements that are
pointed to by then fields of more
than one element. (The impor-
| tance of the concept of sharing
with shared elements. in heap data structures was recog-
nized in [11, 4]). We letE™ = {us,us}, E= = {u1,ua}, and
B = the 2-valued structure of Fig. 5. The formulgsnaredv) £
Jvi,v2 : n(v,v) An(ve,v) A —eg(v,v2) meets the objective,
as it covers all positive and no negative example tuples.

Fig. 6 shows the simplified ILP algorithm used by systems such
as FOIL [22], modified to construct the answer as a first-olatfc
formula in disjunctive normal form. This algorithm is cafalof
learning the formulajissharedv). It is a sequential covering algo-
rithm parameterized by the functi@fuin, which characterizes the
usefulness of adding a particular literal (generally, imsdheuris-
tic fashion). The algorithm creates a new disjunct as lonthee
are positive examples that are not covered by existing g
The disjunct is extended by conjoining a new literal untdavers
no negative examples. Each literal uses a relation symouoi the
background structure’s vocabulary; valid arguments toeadl are
the variables of target relatiaf, as well as new variables, as long

2Lp algorithms are capable of producing recursive programigch cor-
respond to first-order logic plus a least-fixpoint operatehi¢h is more
general than transitive closure).

Input: Target relation E(vi,...
Structure S € S3[R],
Set of tuples Pos,
1] 7l’target =0

2] while( Pos # 0)

RUSE

Set of tuples Neg

[

[

[3] NewDisjunct := 1

[ 4] NewNeg := Neg

[5] while( NewNeg # ()

[ 6] Cand := candidate literals using R

[7] Best := L € Cand wi th max Gain(L, NewDisjunct)
[8] NewDisjunct := NewDisjunct A L

[9] NewNeg := subset of NewNeg satisfying L
[10] 3-quantify NewDisjunct variables ¢ {vi,...,vx}
[11]  “target := Yrarget V NewDisjunct

[12] Pos:=subset of Pos not satisfying NewDisjunct

Figure 6: Pseudo-code for FOIL.

as at least one of the arguments is a variable already usézin t
current disjunct. In FOIL, one literal is chosen (see lin® [Fs-
ing a heuristic value based on the information gain. Theeead
referred to [22] for more details.

3. EXAMPLE: VERIFYING SORTEDNESS

[1] void InsertSort(List x){ Given the static-analysis

[2] List r, pr, rn, |, pl; algorithm defined in§2.1,
[3] r =x; to demonstrate the partial
[4] pr = NULL; correctness of a procedure,
[5] while (r !'= NULL) { the user must supply the
{% I =x following program-specific
rn =r-=n information:
[8 pl = NULL; e The procedure’s control-
[9] while (I '=T) flow graph
[10] if (I->data > r->data){ A f.3 lued
[11] pr->n = rn: e A set of 3-value
[12] rosn = | structures that iden-
[ 13] if (pl == NULL) X = r; tlfyaccept_ablelnputs.
[14] elsepl->n = r; * A query; ie., a for-
[ 15] r = pr; mula that identifies
[16] break; the intended outputs.
[17] } The initial 3-valued struc-
[18] pl =1; tures are supplied to the
[19] | =1->n analysis algorithm as the
[20] } abstract value for the proce-
[21] pro=r; dure’s entry point; the anal-
[22] r =rn; ysis algorithm is then run;
[32] } finally, the query is evalu-
[24]} ated on the structures that

are generated at the exit
point.

Consider the problem of
establishing that the version bhsert Sort shown in Fig. 7 is
partially correct. Fig. 8 shows the three structures thatatterize
the set of stores in which program varialdgoints to an acyclic
linked list. After running the analysis défnsert Sor t , we would
check to see whether, for all of the structures that ariskeapto-
cedure’s exit node, the following formula evaluates to 1:

(Vo : &)

If the formula evaluates to 1, then the nodes reachable fromust
be in non-decreasing order.

Figure 7: A stable version of
insertion sort.

Vo1 :rne(vi) — n(v1,v2) — dle(vy, v2)).

3A second property required of a correct sorting procedusen@ll as of
many other procedures that manipulate linked lists) is thatoutput list
must be a permutation of the input list. This can be estaidtidby also
checking Formula (1) fror§2.



empty list | 1-elementlist| lists with 2 or more elementsg
dle
) oxe

t,.dle tdle "nidle

Figure 8: The structures that describe possible inputs to
I nsertSort.

Fig. 3 shows 2-valued structufg, in which the middle list node
must have a largettat a-value than the other two nodes. (One of
the stores that this structure represents is shown in Bigri@- 7 is
a correct implementation of insertion sort, and hefigeloes not
represent any store that can arise at line [24]. Given thetstres
shown in Fig. 8 as the abstract input structures, abstréatareta-
tion collects 3-valued structurg, shown in Fig. 4 at line [24]. Note
that Formula (2) evaluates 192 on S4. While the first list element
is guaranteed to be in correct order with respect to the rangi
elements—note the definidle edge between the first node and
the summary node—there is no guarantee that all list noges-re
sented by the summary node are in correct order. For inst&tce
represents the store of Fig. 2. Thus, the abstraction thatsed
was not fine-grained enough to establish the partial coresstof
I nsert Sort. In fact, the abstraction is not fine-grained enough
to separate the set of sorted lists from the lists not in dastder.

In [15], Lev-Ami et al. used TVLA to establish the partial eor
rectness of nsert Sort . The key step was the introduction of in-
strumentation relatiomOrderge,» (v), which holds for nodes whose
dat a-components are less than or equal to those of theirccessor;
inOrderye,» (v) was defined by:

inOrderye, . (v) = Vor : n(v,v1) — dle(v, v1). (3)
The sortedness property was then stated as follows (cf. iHar()):
Y i Trz(v) — INOrdere,n (v). 4

After the introduction of relationnOrderye,,, the 3-valued
structures that are collected by abstract interpretattothea end
of I nsert Sort describe all stores in which variabtepoints to
an acyclic,sortedlinked list. In all of these3-valued structures,
Formulas (4) and (1) evaluate to 1. Consequemhthsert Sor t
is guaranteed to work correctly on all acceptable inputs.

4. LEARNING AN ABSTRACTION

In [15], instrumentation relatiomOrderqye,», Was defined explic-
itly (by the TVLA user). Heretofore, there have really beamt
burdens placed on the TVLA user:

(i) he must have insight into the behavior of the program, and

(i) he musttranslate this insight into appropriate instamtation

relations (e.g., Formula (3)).
The goal of the present paper is to automate the identificatfo
appropriate instrumentation relations, suchrédrderge,. In the
case ofl nsert Sort, the goal is to obtain definite answers when
evaluating Formula (2) on the structures collected by absin-
terpretation at line [24] of Fig. 7. Fig. 9 gives pseudo-céateour
method, the steps of which can be explained as follows:

e (Line [1]; §4.3) Use alata-structure constructado compute
the abstract input structures that represent all validts
the program.

e Perform an abstract interpretation to collect a set of siines

Input: the programs transition relation,
a data-structure constructor,

a query ¢ (a closed fornul a)

[1] Construct abstract input

[2] do

[3] Perform abstract interpretation
[ 4] Let Si,...,S; be the set of

3-val ued structures at exit
[ 5] if for all S [e]5(]]) #1/2 break
[ 6] Find formulas p,,...,¢,, for new
instrunentation relations pi,...
[7] Refine the actions that define
the progranmis transition relation
[ 8]
[9]

Refine the abstract input
Figure 9: Pseudo-code for iterative abstraction refinement

y Pk

while(t r ue)

e (Line [6]; §4.1 ands5) Identify formulas to be used to define
new instrumentation relations.

e (Line [7]; §4.2) Replace all occurrences of these formulas
in the query and in the definitions of other instrumentation
relations with the use of the corresponding new instrumenta
tion relation symbols, and apply finite differencing to dbta
relation-maintenance formulas for the newly introduced in
strumentation relations, as well as for those instrumantat
relations whose definitions have been changed [25].

e (Line [8]; §4.3) Obtain the most precise possible values for
the newly introduced instrumentation relations in abssaac-
tures that define the valid inputs to the program. This is
achieved by “reconstructing” the valid inputs by perforgin
abstract interpretation of the data-structure constructo

Because a query has finitely many subformulas and we cuwyrentl
limit ourselves to one round of ILP-based refinement, the pem
of abstraction-refinement steps is finite. Because, aadhdiliyy each
run of the analysis explores a bounded numbes-vélued struc-
tures, the algorithm is guaranteed to terminate.

Afirst attempt at abstraction refinement could be the intctidn
of the query itself as a new instrumentation relation. Hasvethis
usually does not lead to a definite answer to the query. Ftarnos,
with | nsert Sor t, introducing the query as a new instrumenta-
tion relation is ineffective because no statement of thgi@m has
the effect of changing the value of such an instrumentattation
from1/2to1.

However, as we saw i3, the introduction of unary instrumen-
tation relationnOrderye, ., allows the sortedness query to be estab-
lished. WhennOrderye , iS present, there are several statements
of the program where abstract interpretation results in definite
entries forinOrderye, . For instance, because of the comparison
in line [10] of Fig. 7, the insertion in lines [12]-[14] of theode
pointed to byr (sayw) before the node pointed to byresults in a
new definite entrynOrdergie,» (u).

An algorithm to generate new instrumentation relationsugho
take into account the sources of imprecisior§4.1 describes
subformula-based refinement; in this method, query suhftasn
that are responsible for an indefinite answer are used torgene
ate new instrumentation relation§5 discusses a shortcoming of
subformula-based refinement and describes ILP-basedmeditte

4.1 Subformula-Based Refinement
The subformulas of the query that are responsible for thefind

at each program point, and evaluate the query on the struc-inite answer are good candidates for defining new instruatiemt

tures at exit. If a definite answer is obtained on all struetur
terminate. Otherwise, perform abstraction refinement.

relations. Fig. 11 presents functigmstrum a recursive-descent
procedure to generate defining formulas for new instruntiemta
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Figure 11: Function instrum which looks for formulas to be
used as definitions of new instrumentation relations.

relations. The arguments to the function are formp)dogical
structureS € S3[R], and an assignmeti that is defined on all
free variables ofp. In the top-level invocationy is the (nullary)
query,Z is empty, andS is a structure collected at the exit node for
which [¢]5 (2) = 1/2.

1/2

A&m

(b)

Figure 10: (a) Recursive-
descent functioninstrum
finds the subformulas of
 that can cause thel /2
answer. (b) Ex.: impreci-
sion in an or-subformula.

A precondition ofinstrum is
that [¢]5(Z) = 1/2. Starting
with this assumptioninstrumat-
tempts to find subformulas @b
that, if sharpened, would sharpen
the value of the whole formula
(see Figs. 10 (a) and (b)). If such
subformulas are found, they will
be used to define new instrumen-
tation relations. Below are expla-
nations of a few cases:

instrum(1,...) This violates the
precondition ofinstrum

instrum(1/2,...) Nothing can
be done in this case.

instrump € C,...) If pisunary
and is not in the set of abstraction relations, add it to the se
of abstraction relations.

instrum(p € Z,...) Examiney,, the defining formula op. Also,
if p is unary and is not in the set of abstraction relations, add
it to the set of abstraction relations.

instrum(p1 V @2, ...) If ¢ (i.e., p1 V p2) does not define an in-
strumentation relation, it will be used as the definition of a
new instrumentation relation. Also, examipe and - to
find subformulas that can caugdo evaluate td /2.

instrum3 v : ¢1,5,2) If ¢ (i.e.,3v : ¢1) does not define an in-
strumentation relation, it will be used as the definition of a
new instrumentation relation. Also, examipe under dif-
ferent bindingsy — w to find subformulas ofp; that can
causep to evaluate td /2.

Each formulap returned byinstrumis given a name (say) and
used as the definition of a new instrumentation relagion, . . . , vt),
wherevs, ..., v, are the free variables @f (in order of their ap-
pearance in the formula). All new unary instrumentatiomtiehs
are added as non-abstraction relations. However, they magided
to the set of abstraction relations on a subsequent iteration (see
the second line of entry(v1, ..., vx) in Fig. 11, which handles

p ¥p
sorteds () Vo1 :rne(v1) = (Vo2 : n(vi,v2) — dle(vr, v2))
sorteda(v1) Tn,2(V1) = (Vo2 : n(v1,v2) — dle(vr, v2))
sorteds(v1) Vs : n(vi,v2) — dle(vi, v2)
sorteda(vi, v2) | n(vi,v2) — dle(vi, v2)
Table 3: Instrumentation relations created after the call o
instrum

core and instrumentation relations).

Example. As we saw in§3, abstract interpretation collects 3-
valued structureS, of Fig. 4 at the exit node of nsert Sort.
The sortedness query (Formula (2)) evaluate$/t» on Sy, trig-
gering a call tanstrumwith Formula (2), structur&,, and empty
assignmeng, as arguments.

Tab. 3 shows the instrumentation relations that are cresdeal
result of the call tanstrumon the first iteration of abstraction re-
finement. Note thatorteds is defined exactly agOrderqe,,
which was the key insight for the results of [15]. Note alsatth
instrumreturns no subformulas of the definition of .. This is
because, ,(v) evaluates to a definite valug)(for bothv — a3
andv — w; (see Fig. 4).

4.2 Refinement of the Program’s Actions
The actions that

j4 Yp define the program’s
sorteds () YV vy : sorteds(vi) transition relation
sorteda(v1) rn,z(V1) — sorteds(vi) | need to be modified
sorteds(v1) Y vy : sorteda(vi, v2) to gain precision
sorteds(v1,v2) | n(vi,v2) — dle(v1,v2) || improvements from

storing and main-

Table 4: Final version of the instru- taining the new
mentation relations introduced by instrumentation
abstraction refinement. relations.  To this

end, for each new
relation p(v1,...,v;), the query and all other instrumentation
relations’ defining formulas are scanned for occurrenceg,of
Every occurrence ofp,{wi/v1,...,wk/vk}, i.€., ¥p With w;
substituted for free variable;, is replaced withp(ws, ..., wk),
thus enabling the use of stored vaju(ev1, . . ., wi) in place of the
evaluation ofi,,.

To complete transition-relation refinement, finite difiecang cre-
ates relation-maintenance formulas for the new instruatemt re-
lations, as well as for those instrumentation relations sehdefini-
tions have been changed. This improves the precision wiihtwh
relations’ stored values are maintained during abstraetpneta-
tion [25].

ExampleForl nsert Sor t , the use of Formula (2) in the query
is replaced with the use of the stored vakig-ted, (). Then the
definitions of all instrumentation relations are scannadoftcur-
rences of)sorted; , - - - , Psorted, (iNthatorder). These occurrences
are replaced with the names of the four relations. In thie,casly
the new relations’ definitions are changed, yielding thenitdins
given in Tab. 4.

4.3 Refinement of the Abstract Input

Before performing abstract interpretation of the refinadsition
system, we need to update the abstract structures thatctdrara
ize the acceptable inputs to the procedure with values fontgw
instrumentation relations. To gain maximum benefit frommmai
taining p(v1,...,vx), abstract interpretation needs to start with
the most precise possible values fon abstract input structures.
While simply evaluating),, on abstract input structures for all as-
signments to free variables, . .., v results in safe values, these



Empty List
while(?) { [}

Abstraction  int sz = sizeof (Node); Nondet.
of possible ~ Node *el = SLL
SLLs (Node) nalloc(sz); constructor
[} el ->n = head; from (b)
head = el ; Program
(@ (b) (©

Figure 12: lllustration of input specifications for program s that
manipulate singly-linked lists. (a) Traditional input specifica-
tionin TVLA. (b) A fragment of code that nondeterministical ly
constructs all possible singly-linked lists. (c) The use déop (b)
to specify the set of inputs.

values are likely to be imprecise.

We illustrate the issue on the stability property. This @y
usually arises in the context of sorting procedures, butadigt ap-
plies to list-manipulating programs in general: the sigbguery
(Formula (5)) asserts that the relative order of elementis @qual
dat a-components remains the safhe.

Vv, vz : (dle(vr, v2) A dle(va, v1) A t?L(U1,U2)) — tn(v1,v2)
(5)
The first run of abstract interpretation bmser t Sort does not
result in a definite answer to the stability query. The firstna of
abstraction refinement then introduces the following stuhida of
Formula (5) as a new instrumentation relatistybles (vi, v2):

(d|8(’l)17 ’UQ) N dle(v% Ul) VAN tﬁ(vhvg)) — tn(vl, Ug)

(6)

Consider the rightmost structure of Fig® &hich includes one con-
crete and one summary individual; call them and s, respec-
tively. If we simply evaluate Formula (6) on the structures @ab-
tain the definite valué for tuples(uc, uc), (uc, us), and(us, uc).
However, the evaluation yields valug¢2 for tuple (us, us) because
dle(us, us), t2 (us, us), andt, (us, u,) all equall/2.

Our methodology for obtaining values for abstract inputictr
tures is to perform an abstract interpretation on a loop tbat
structs the family of all valid inputs to the program (we caltch a
loop aData-StructureConstructor, or DSC). This allows the values
of instrumentation relations to be maintained (as inpuicttires
are manufactured from the empty store) rather than compirted
general, this results in more precise values for the ingntation
relations. Fig. 12 illustrates the idea.

The abstract interpretation of the DSC is performed usingpan
tended vocabulary that contains the new instrumentatitatioa
symbols. The3-valued structures collected at the exit node of the
DSC become the abstract input to the original procedureher t
subsequent abstract interpretation of the procedure.

Note that history relations (such a%z (v) from §2) are intended
to record the state of the store at the entry point to the phaeeor,
equivalently, at the exit from the DSC. To make sure thatelres
lations have appropriate values, they are maintained ofetarwith
their active counterparts during abstract interpretadibtine DSC.
When abstract input refinement is completed, values of lyist
lations are frozen in preparation for the abstract integien that

A related property, antistability, asserts that the ordeelements with
equaldat a-components is reversed:
Yuvi,vy : (dle(vl, v2) /\dle(vg, U1) /\t%(vl, Ug)) — tn (v2, vl)

Our test suite also includes progrdmsert Sor t _AS, which is iden-
tical tol nsert Sort except that it use® instead of> in line [10] of
Fig. 7 (i.e., when looking for the correct place to insert tuerent node).
This implementation of insertion sort is antistable.
%In that structure, all history relations, suchtés have the same values as
their active counterparts, but have been omitted from thedidpr clarity.

is about to be performed on the procedure proper.

The stables instrumentation relation defined by Formula (6) ex-
emplifies the benefits of the DSC methodology. The maintemanc
of stables, t,, t2, and other instrumentation relations, starting
from the empty store, allows us to conclude thatbles has value
1 for every tuple of every abstract input structure to procedu
I nsert Sort (and so the stability property holds initially).

A DSC is also used to automatically construct the abstramitin
structures before the first run of abstract interpretatiiore (1] in
Fig. 9). This allows the user to specify the program’s inpatshe
form of a program, which frees the user from having to know the
details of the initial abstraction in use.

4.4 Success of Refinement famsert Sort

In all of the structures collected at the exit nodé nker t Sor t
by the second run of abstract interpretatiem;ted: () = 1. The
permutation property also holds on all of the structuresesehtwo
facts establish the partial correctnesd akert Sor t. This pro-
cess required one iteration of abstraction refinement, tieellasic
version of the specification (the vocabulary consisted efriia-
tions of Tabs. 1 and 2, together with the corresponding hise
lations), and needed no user intervention.

5. ILP-BASED REFINEMENT
5.1 Shortcomings of the Strategy of4.1

Procedurel nsert Sort consists of two nested loops (see
Fig. 7). The outer loop traverses the list, setting poinsefabler
to point to list nodes. For each iteration of the outer lobp,itner
loop finds the correct place to insers target, by traversing the list
from the start using pointer variablle r ’s target is inserted before
| 'stargetwhen - >dat a > r- >dat a. Becausé nsert Sort
satisfies the invariant that all list nodes that appear itisheefore
r’s target are already in the correct order, thet a-component
of r’s target is less than theéat a-component ofll nodes ahead
of which r’s target is moved. Thusl nsert Sort preserves
the original order of elements with equét a-components, and
I nsert Sort is a stable routine.

However, subformula-based refinement is not capable obesta
lishing the stability ofl nsert Sort. By considering only sub-
formulas of the query (in this case, Formula (5)) as candidtat
strumentation relations, the strategy is unable to intcedastru-
mentation relations that maintain information about titssitive
successors with which a list node has the correct relatigerbr

5.2 Learning Instrumentation Relations

Fig. 13 shows the structur® 3, which arises during abstract in-
terpretation just before line [6] of Fig. 7, together withabtlar
version of relationg,, anddle. (We omit reachability relations
from the figure for clarity.) After the assignmeint = x; , nodes
uz andug have identical vectors of values for the unary abstrac-
tion relations. The subsequent application of canonicsirabtion
produces structur8i4, shown in Fig. 14. Bold entries of tables in
Fig. 13 indicate definite values that are transformeditin S 4.
StructureS; 3 satisfies the sortedness invariant discussed above: ev-
ery node among, ..., us has thedle relationship with all nodes

8n contrast, subformula-based refinement is capable oblstiing the
antistability ofl nser t Sor t _AS. When looking for a place to inserts
target, this routine stops whén >dat a >= r->dat a and insertg’s
target beford ’s target. The analysis need not establish anything about
sortedness properties to observe that every list node éstetsbefore any
other node with the sanaat a-value. Once refinement introduces the ap-
propriate instrumentation relations based on subformofifee antistability
query, TVLA is able to establish antistability bhser t Sort _AS.



| dle | U1l | U ‘ us | Ug | us ‘ | tn |
Uy 1 1 1 1 (12w |1 |11 ]1]1
up (172 1 | 1 | 1 [1/2|[ua| 0|1 1|11
usz | 0 0 1 1 |1/2]|fus| OO |1 |1]1
wi | 0| 0 [1/2] 1 |1/2|[wa] 00 011
us [1/2 172 [ 1/2[1/2] 1 ||[us| 0] 00 |0 |1

Figure 13: Structure Si3, which arises just before line [6] of
Fig. 7. (All unlabeled edges between nodes represent tlute
relation.)

[dle] w1 [uas [ ua [ us | [ tn [u1r [ uzs [ua]us

w | 1 | 1 | 1 12| [w [ 1] T [ 1]1
Ups | 1)2 [ 1/2 | T [1/2] [uas | O [1/2] 1 | 1
wg | 0 |1/2] 1 [1/2| [wa | O] O | 1|1
ws | 1/2 | 1/2[1/2] 1 ws | 0] 0 |01

Figure 14: Structure S14, corresponding to the transformation
of S13 by the statement on line [6] of Fig. 7. (All unlabeled edges
between nodes represent thdle relation.)

appearing later in the list, exceps target,us. However, a piece of
this information is lost in structur814: dle(uss, u2s) = 1/2, in-
dicating that some nodes represented by summary negdmight
not be in sorted order with respect to their successors. \Weafér
to such abstraction stepsiasormation-loss points

An abstract structure transformer may temporarily createwe-
ture S; that is not in the image of canonical abstraction [27]. The
subsequent application of canonical abstraction transft into
structureS, by grouping a set/; of two or more individuals o6,
into a single summary individual &f;. The loss of precision is due
to one or both of the following circumstances:

e One of the individuals ifJ; possesses a property that an-
other individual does not possess; thus, the property #®r th
summary individual id /2.

e Individuals inU; have a property in common, which cannot
be recomputed precisely k.

In both cases, the solution lies in the introduction of nestrim-
mentation relations. In the former case, it is necessamttoduce
a unary abstraction relation to keep the individualé§/pfthat pos-
sess the property from being grouped with those that do nahd
latter case, it is sufficient to introduce a non-abstractedation of
appropriate arity that captures the common property oviddals
in U1. A modified version of the algorithm described§®.2 can
be used to learn formulas for the following three kinds oétieins:
Type I: Unary relationr; with positive examplg«} for oneu €
Ui, and negative examplés, — {u}.
Type II:  Unary relationr, with positive exampleg/;.
Type lll:  Binary relationrs with positive examples/; x Uy .

Type | relations are intended to prevent the grouping ofviiadi
uals with different properties, while Types Il and Ill arégnded to
capture the common properties of individual€in’

For the background logical structure that serves as inplitRo

7Type Il relations can be generalized to ternary and higinéy-relations.

we pass the structursy identified at an information-loss point. We
restrict the algorithm to use only active relations of theicture
that lose definite entries as a result of abstraction (e.ganddle

in the above example). Definite entrigsdr 0) of those relations
are then used to learn formulas that evaluate fior every positive
example and t0 for every negative example.

We modified the algorithm d§2.2 in two ways. First, we learn
multiple formulas in one invocation of the algorithm. Our tino
vation is not to find a single instrumentation relation thetlains
something about the structure, but rather to find all insentation
relations that help the analysis establish the propertyntrést.
Whenever we find multiple literals of the same quality (see [i7]
of Fig. 6), we extend distinct copies of the current disjunsing
each of the literals, and then we extend distinct copies efttir-
rent formula using the resulting disjuncts.

The second change is needed to handle the lack of negative ex-
amples for relations of Types Il and lll. We change the inoepl
(line [5] of Fig. 6) from awhi | e loop to ado-whi | e, so that
we obtain non-trivial formulas even in the absence of negatk-
amples. We also replace FOILs information-gain heuristith
a simpler heuristic based on the percentage of positive pbesm
covered by the new disjunct.

We now describe how this variant of ILP is able to learn
a useful binary formula using structurg; of Fig. 13. The
set of individuals ofS;3 that are grouped by the abstraction
is U = {u2,us}, so the input set of positive examples is
{(u2, u2), (u2, us), (us, uz2), (us,us)}. The set of relations that
lose definite values due to abstraction includesnddle. Literal
dle(v1, v2) covers three of the four examples because it holds for
bindings(vl, 1)2) — (Ug, UQ), (’Ul7 ’UQ) — (UQ, Ug), and(vl, ’UQ) —
(us, us). The algorithm picks that literal and, because there are no
negative exampleglle(vy, v2) becomes the first disjunct. Literal
—tn(v1,v2) covers the remaining positive examples, u2), and
the algorithm returns the formula

1/%“3 (’Ul, 1)2) d:ef d|e(’l)1,’l)2) \ —|tn(1)1, 1)2),

which can be re-written as, (v1, v2) — dle(v1, v2).

Relationrs allows the abstraction to maintain information about
the transitive successors with which a list node has thescorel-
ative order. In particular, althougtile(usas, uzs) is 1/2 in Sia,
r3(ua2s, u2s) is 1, which allows establishing the fact that all list
nodes appearing prior t0s target are in sorted order.

Other formulas, such ale(vy, v2) V t,, (v2, v1) are also learned
using ILP (cf. Fig. 17). Not all of them are useful to the vedfi
tion process, but introducing unnecessary instrumemtagitations
cannot harm the analysis, aside from increasing its cost.

5.3 ILP and the Refinement Loop

ILP gives us a powerful mechanism for learning new abstrac-
tions. At present, we employ subformula-based refinemesitt fir
because the cost of this strategy is reasonablei@esnd the strat-
egy is often successful. If during refinement the calhstrumon
line [6] of Fig. 9 returns no formulas and adds no relationth®
set of abstraction relations, we turn to the ILP strategy.

During each iteration of subformula-based refinement, we sa
logical structures at information-loss points. Upon thiéufa of
subformula-based refinement, we invoke the ILP algorithstdeed
in §5.2. Our present implementation only attempts to learnrigina
formulas (i.e., of Type Ill). We prune the returned set offiatas
to lower the cost of the analysis. We first remove formulaseefi
in terms of a single relation symbol. Such formulas are ugual
tautologies (e.g.dle(v1, v2) V dle(ve,v1)). We then define new
instrumentation relations using only learned formulas sfraple

@)
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Figure 16: Execution times. For each program, the three bars
represent the sorted, stable, and antistable queries. In cas
where subformula-based refinement failed, the upper portia

of the bars shows the cost of the last iteration of the analysi
(on both the DSC and the program) together with the ILP cost.

form (currently, those with two atomic subformulas). We fina
use these relations to refine the abstraction by perforrhiegteps
of lines [7] and [8] of Fig. 9, as done for subformula-basdihes
ment.

When attempting to verify the stability éfnsert Sort, nine
formulas are learned using the ILP algorithm, among them For
mula (7). Upon completion of the refinement steps, the sulesdq
run of the analysis successfully verifies the stabilitynEer t Sor t .

6. EXPERIMENTAL EVALUATION

To evaluate the method presented in this paper, we extended
TVLA to perform iterative abstraction refinement, and apgli
it to three queries and five programs (see Fig. 15). Besides
I nsert Sort, the test programs included sorting procedures
Bubbl eSort and I nsert Sort _AS, list-merging procedure
Mer ge, andin-situlist-reversal procedurBever se.

The DSC that we used in our tests is a procedure to generate
unsorted lists of arbitrary length, in the case of all progsabut
Mer ge. ForMer ge, the DSC is a procedure to generate pairs of
unsorted lists.
Fig. 15 shows that our

Test Progranf sorted|stable|antistable] method was able to gen-
BubbleSort 1 1 1/2 erate the right instrumen-
InsertSort 1 1 1/2 tation relations for TVLA
InsertSortAS|| 1 | 1/2 1 to establish all proper-
'\R"erge /2 | 1 1/2 ties that we expect to
everse [ 12 [12] 1 hold. Namely, TVLA

succeeds in demonstrat-
ing that all three sorting
routines produce sorted
lists, thatBubbl eSor't ,
I nsert Sort,andVer ge
are stable routines, and
thatl nsert Sort _AS andRever se are antistable routines.
Indefinite answers are indicated by2 entries. It is important
to understand that all of the occurrencesloR in Fig. 15 are the
most precise correct answerkor instance, the result of applying
Rever se to an unsorted list is usually an unsorted list; however,
in the case that the input list happens to be in non-incrgasider,
Rever se produces a sorted list. Consequently, the most precise
answer to the query is/2, not0.
Fig. 17 shows the numbers of instrumentation relations deed
ing the last iteration of abstraction refinement. The nunolh&rP-

Figure 15: Results from apply-
ing iterative abstraction refine-
ment to the verification of prop-
erties of programs that manipu-
late linked lists.

[ sorted stable antistable
Test Programi# instrum rels# instrum rels# instrum rel

WH total/ILP total/ILP total/ILP
BubbleSort 31/0 32/0 41/9
InsertSort 39/0 49/9 43/3
InsertSortAS 39/0 43/3 40/0
Merge 30/3 28/0 31/3
Reverse 26/3 27/3 24/0

Figure 17: The numbers of instrumentation relations (totaland
learned by ILP) used during the last iteration of abstraction
refinement.

learned relations used by the analysis is small relativbeaatal
number of instrumentation relations.

Fig. 16 gives execution times that were collected on a 3GHz
Linux PC with 3.75GB of RAM. The longest-running analysis,
which verifies that nser t Sor t is stable, takes 8.5 minutes. Seven
of the analyses take under a minute. The rest take betweesc70 s
onds and 6 minutes. The total time for the 15 tests is 35 ménute
These numbers are very close to how long it takes to verifgdine
edness queries when the user carefully chooses the rightrimasn-
tation relations [15f. The maximum amount of memory used by
TVLA to perform the analyses varied from just under 2 megabyt
to 32 megabytes.

The cost of the invocations of the ILP algorithm when attempt
ing to verify the antistability ofBubbl eSort was 25 seconds.
This cost was incurred at 133 information-loss points. Hastaer
benchmarks, the ILP cost was less than ten seconds. We eonsid
these costs to be low given that our implementation of thedl-P
gorithm is unoptimized and we take no advantage of the fatisth
ILP computation at one information-loss point often progiithe
same results as ILP computations at other informationpgogss.

We performed three additional experiments to test the eppli
bility of our method to other queries and data structurehérfirst
experiment, subformula-based refinement successfuliflacthat
thein-situ list-reversal procedurBever se indeed produces a list
that is the reversal of the input list. The query that expreshis
property isV v1,v2 : n(vi,vs) « n’(ve,v1). This experiment
took only 5 seconds and used less than 2 megabytes of memory.

The second and third experiments involved two programs that
manipulate binary-search treebnser t BST inserts a new node
into a binary-search tree, a2kl et eBST deletes a node from
a binary-search tree. For both programs, subformula-basieb-
ment successfully verified the query that the nodes of tlepointed
to by variablet remain in sorted order at the end of the programs:

Voi:re(v) — (Vo2 :
N

(Ieft(vh ’Uz) — dle(U27 Ul))
(right(v1, v2) — dle(v1, v2))).

The initial specifications for the analyses included onlseéh
standard instrumentation relations, similar to thosedish Tab. 2.
Relationr; (v1) from Formula (8), for example, distinguishes nodes
in the (sub)tree pointed to ky. The DSC used for the analyses
non-deterministically constructs a binary-search treallpcating
one new node at a time and inserting it into the tree in theappr
ate position according to ikat a-value. The nsert BST exper-
iment took 30 seconds and used less than 3 megabytes of memory
while theDel et eBST experiment took approximately 10 minutes
and used 37 megabytes of memory.

®)

8Sortedness is the only query in our set to which TVLA has bextied
before this work.

STVLA is written in Java. Here we report the maximum of totalmery
minus free memory, as returned by Runtime.



7. RELATED WORK

The work reported here is similar in spirit to counterexasnpl
guided abstraction refinement [12, 5, 13, 21, 7, 3, 9]. A kdy di
ference between our setting and that explored in prior wetké
abstract domain. All abstraction-refinement work to datehia
model-checking community has used abstract domains taéiked,
finite, Cartesian products of Boolean values. (The use di sae
mains is known agredicate abstractio)) In predicate abstrac-
tion, the only relations introduced are nullary relatiori3esign-
ing a refinement method in which the abstract states areidedcr
by 3-valued logical structures, rather than Boolean vectaalis c
for a different approach. Our work lifts the predicate-afstion
approach to a more general setting; in particular, the attson-
refinement algorithm described in this paper will introducery,
binary, ternary, etc. relations, in addition to nullaryaténs. This
capability is needed in a refinement algorithm that addeetise
richer class of abstractions that TVLA supports.

A second distinguishing feature of our work is that the mdtiso
not driven by counterexample traces but rather by impreeisglts
of evaluating a query (in the case of subformula-based mrefme)
and by loss of information during abstraction steps (in thgecof
ILP-based refinement). The SLAM toolkit identifies the shett
prefix of a spurious counterexample trace that cannot benéete
to a feasible path; in general, the first information-lossipoccurs
before the end of the prefix. Information-loss-guided refiaat,
on the other hand, can identify the earliest points whergatison
loses information. It can be used to find new instrumentatin
lations, as well as the earliest points at which they shoettbine
part of the abstraction. The latter information is likelyo®impor-
tant when we try to extend our work to learn the first-orded@ma
of Blast's parsimonious abstractions [9].

Abstraction-refinement techniques from the abstractjmégation
community are capable of refining domains that are not based o
predicate abstraction. In [10], for example, a polyhedaaedl do-
main is dynamically refined. However, the abstract domaanwe

techniques are used to find bugs by mining the informatioruabo
crashing and non-crashing runs. The technique for findiagtbst-
precise abstract value for a set of concrete stores (exqutessa
logical formula) successively approximates the resultnfitmelow
[26]; this technique is related to algorithm Find-S from iiae
learning [18,§2.4] —they both search a space of hypotheses to find
the most specific hypothesis that satisfies the positive phemfthe
input concrete stores).

Our work represents a new connection between program asalys
and machine learning: it shows how ILP can be used as part of an
abstraction-refinement loop to learn an appropriate atigira
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