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Abstract

We checkstaticallywhetherit is safefor untrustedforeign machinecodeto beloadedinto a trustedhostsystem.
(Here“safety” meansthatthe programabidesby a memory-accespolicy thatis suppliedon the hostside.)Our
techniqueworkson ordinarymachinecode,andmechanicallysynthesizegandverifies)a safetyproof. Our earlier
work alongthesdineswasbasedn a C-like type systemwhich doesnot suffice for machinecodewhoseorigin is
C++ sourcecode.In the presenpaperwe addresshis limitation with animprovedtypestatesystemandintroduce
severalnew techniquesincluding: summarizinghe effectsof functioncallssothatour analysiscanstopattrusted
boundariesinferring informationaboutthe sizesandtypesof stack-allocatedrrays.andasymbolicrangeanalysis
for propagting information aboutarray bounds.Thesetechniquesnake our approachto safetycheckingmore
precise moreefficient, andableto handlea larger collectionof real-life codesequencethanwaspreviously the
case For example,allowing subtypingamongstructuresandpointersallowed ourimplementatiorto analyzecode
originating from object-orientedsourcecode. The use of symbolic rangeanalysiseliminated60% of the total
attemptsto synthesizdoop invariantsin the 11 programsof our testsuitethat have arrayaccessedn 4 of these
programsiit eliminatedthe needto synthesizdoop invariantsaltogether The resultingspeedugor the global-
verification phase of the system ranges from -0.4% to 63% (with a median of 37%).

1 Introduction

Our goalis to checkstaticallywhetherit is safefor a pieceof untrustedforeign machinecodeto be loadedinto a

trustedhostsystemWe startwith ordinarymachinecodeandmechanicallysynthesiz€andverify) a safetyproof. In

anearlierpaper35], we reportedoninitial resultsfrom our approachthe chiefadvantageof whichis thatit opensup
thepossibility of beingableto certify codeproducedby a general-purposeff-the-shelfcompilerfrom programswrit-
tenin languagesuchasC, C++, and Fortran. Furthermorejn our work we do not limit the safetypolicy to justa

fixed setof memory-accessonditionsthat mustbe avoided; instead we performsafetycheckingwith respecto a

safetypolicy thatis suppliedon the hostside.Our earlierwork wasbasedon a C-like type system which doesnot

suffice for machinecodewhoseorigin is C++ sourcecode.In the presentpaper we addresghis limitation andalso
introduce seeral other techniques that neakur safety-checking analysis more precise and scalable.
Whenour proof-synthesisechniquesareemployed on the hostside,our approactcanbe viewed asan alterna-
tive to the Proof-CarryingCode(PCC)approacH20]: PCCrequiresa codeproducerto createnot just the machine
codebut alsoa proofthatthe codeis safe,andthenhasthe hostperforma proof-validationstep.Whenour proof-syn-
thesistechniquesare employed by the code producer(on the foreign side of the untrusted/trustedboundary),our

approachcanbe viewed asan ally of PCCthat helpsto lift currentlimitations of certifying compilers[7, 18, 19],

which produce PCC automaticallyut only for programs written in certain safe source languages.
In this paperwe present the folleing improved techniques for use in proof synthesis:

* An improved typestate-checkingystemthat allows us to perform safety-checkingn untrustedmachinecode
thatimplementdnheritancepolymorphismvia physical subtyping[24]. This work introducesa new methodfor
coping with subtyping in the presence of mutable pointers (Sefion

» A mechanisnior summarizinghe effectsof functioncallsvia safetypre-andpost-conditionsThesesummaries
allow our analysisto stopat trustedboundariesThey form afirst steptoward checkinguntrustedcodein amod-
ular fashion, which maés the safety-checking technique more scalable (Setjtion

» A techniqueto infer informationaboutthe sizesandtypesof stack-allocate@rrays(local arrays).This wasleft
as an open problem in our pieus paper [35] (Sectiob).
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* A symbolicrangeanalysisthatis suitablefor propagtinginformationaboutarraybounds.This analysismakes
the safety-checking algorithm less dependent upparesve program-erification techniques (Secti@).
Section2 providesa brief review of the safety-checkingechniquefrom our earlierwork [35]. Section7 illus-

trates the benefits of our techniques viavadase studies. Section 8 compares our techniques with relatied w
As aresultof thesemprovementsywe canhandlea broaderclassof real-life codesequencewith betterprecision

andefficiengy. For example,allowing subtypingamongstructuresandpointersallows usto analyzecodeoriginating

from object-orientedourcecode.The useof symbolicrangeanalysiseliminated60% of the total attemptdo synthe-
sizeloop invariantsin the 11 programsof our testsuitethathave arrayaccessedn 4 of theseprogramsit eliminated
the needto synthesizdoop invariantsaltogetherThe resultingspeedugor globalverificationrangesrom -0.4%to

63% (with amedianof 37%). Togethemwith improvementghatwe madeto our global-\erificationphaserangeanal-

ysis allavs us to erify untrusted code that we were not able to handldqursly.

2 Safety Checking of Machine Code

In this sectionwe briefly review the safety-checkingechniquerom our earlierwork [35]. The safety-checkingnal-
ysis enforcesa default collection of safety conditionsto prevent type violations, array out-of-boundsviolations,
address-alignmentiolations,usesof uninitializedvariables null-pointerdereferencedn addition,the hostsidecan
specify a preciseandflexible accesspolicy. This accesolicy specifiesthe hostdatathat canbe accessedby the
untrustedcode,andthe hostfunctions(methods)that canbe called.It providesa meansfor the hostto specifythe
“least prvilege” the untrusted code needs to accomplish its task.

Our approachs basedon annotatingthe global datain the host. The type informationin the untrustedcodeis
inferred. Our analysisstartswith information aboutthe initial memorystateat the entry of the untrustedcode. It
abstractlyinterpretshe untrusteccodeto producea safeapproximatiorof the memorystateat eachprogrampoint. It
then annotates each instruction with the safety conditions each instruction nyuahdldecks these conditions.

The memorystatesat the entry, and other programpoints of the untrustedcode,are describedn termsof an
abstiact storage model An abstract store is a total map from abstact locationsto typestatesAn abstractiocation
summarizesone or more physical locations so that our analysishas a finite domainto work over. A typestate
describes the type, state, and access permissions afities gtored in an abstract location.

Theinitial memorystateat the entry of theuntrustedcodeis givenby a host-typestatepecificationandaninvo-
cationspecification The hosttypestatespecificatiordescribeghe type andthe stateof the hostdatabeforethe invo-
cation of the untrustedcode,as well as safety pre- and post-conditiongor calling hostfunctions(methods).The
invocationspecificatiorprovidesthe bindinginformationfrom hostresourceso registersandmemaorylocationsthat
represent initial inputs to the untrusted code.

The safety-checkingnalysisconsistf five phasesThefirst phase preparation, combinegheinformationthat
is provided by the host-typestatepecificationtheinvocationspecificationandtheaccesgolicy to produceaninitial
annotation(in theform of anabstracstorefor theprograms entrypoint). It alsoproducesaninterproceduratontrol-
flow graphfor the untrustedcode.The secondhasetypestate-prpagation, takesthe control-flov graphandtheini-
tial annotationasinputs. It abstractlyinterpretsthe untrustedcodeto producea safeapproximationof the memory
contentdi.e., atypestatdor eachabstractocation)at eachprogrampoint. Thethird phaseannotation takesasinput
thetypestatanformationdiscoveredin thetypestate-propagionphaseandannotategachinstructionwith local and
global safetyconditionsand assertions the local safety preconditionsare conditionsthat can be checled using
typestateinformation alone; the assertionsare restatementgas logical formulas) of factsthat are implicit in the
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typestatanformation. The fourth phaselocal verification checksthelocal safetyconditions.Thefifth phaseglobal
verification,verifies the global safety conditions using prograerification techniques [30].

At present, our implementation handles only non-recegiograms.

3 An Improved Typestate System

In our pastwork, our analysisnadethe assumptiorthata registeror memorylocationstoredvaluesof a singletypeat
ary given programpoint (althougha register/memorylocationcould storedifferenttypesof valuesat differentpro-
grampoints).However, this approacthadsomedravbacksfor programswritten in languageshat supportsubtyping
andinheritanceandalsofor programswritten in languagedik e C in which programmerfiave the ability to simulate
subtyping and inheritance.

In this section,we describehow we have extendedthe typestatesystem35] to incorporatea notion of subtyping
amongpointers With this approacheachuseof aregisteror memorylocationat a givenoccurrencef aninstruction
is resohedto a polymorphictype (i.e., a supertype of the acceptablevalues).In therestof this section,we describe
the impraved type component of our typestate system.

t:: ground Ground types

| t[n] Pointer to the base of an ay of type t of size n
| t(n] Pointer into the middle of an aay of type t of size n
| tptr Pointer to t

| s{mq ..., m} struct

| u{mgq, ..., m} uni on

| (tg, ..t = t Function

|  T(n) Top type of n bits

|  O(n) Bottom type of n bits ype “any” of n bits)

m:: (,1,1) Member labeled | of type t atfeét i

ground:i nt (g:sv) | ui nt (g:isv) |

Figure 1: A Simple Language of Type Expressions.
t stands for typeand m stands for a struct or union member
Although the languge in whid we have ltosen to epress the type system looks a big X,
we do not assume that the untrusted code was necessarily written in C or C++.

3.1 Type Expressions

Figurel shavs thelanguageof type expressionsisedin the typestatesystem Comparedvith our previouswork, the
typestatesystemnow includes(i) bit-level representationsf integer types,and (ii) top and bottomtypesthat are
parameterizeavith a size parameterThetypei nt (g:s:v) represents signedinteger that hasg+s+v bits, of which
the highestg bits areignored,the middle s bits representhe sign or aretheresultof a signextension,andthe lowest
v bitsrepresenthevalue.For example,a 32-bitsignedintegeris representedsi nt (0:1:31),andan8-bit signedinte-
ger (e.g.,a C/C++char) with a 24-bit sign extensionis representeési nt (0:25:7). The type ui nt (g:s.v) repre-
sentsan unsignednteger, whosemiddle s bits arezeros. Thetypet (n] denotesa pointerthat pointssomevhereinto
the middle of an array of tygeof sizen.
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The bit-level representationf integersallows usto expressthe effect of instructionsthatload (or store)partial
words.For example thefollowing codefragment(in SFARC machindanguagefopiesa charactepointedto by reg-
ister%o1 to the location that is pointed to bygister%o0:

[ dub [%01], %92

stbh %2, [ %00]
If %01 pointsto asignedcharacteanda C-like type systemis used(i.e., asin [35]), typestatecheckingwill losepre-
cisionwhencheckingthe abore codefragment.Thereis a lossof precisionbecausehe instruction“l dub [ %01] ,
%92” loadsregister¥g?2 with abytefrom memoryandzero-fillsthe highest24 bits, andthusthetype systemof [35]
treatsthevaluein %g2 asanunsignednteger. In contrastwith the bit-level integertypesof Figurel, we canassign
thetypei nt (24:1:7)to %g2 afterthe executionof theloadinstruction.This preseresthefactthatthe lowest8 bits
of %g2 store a signed character (i.e.,iart (0:1:7)).

[Refledvity] ———— ToR < o) <:t e 0)

[Ground

+s+v=Qg'+s’+v’, g < g, VsV . m; = (I, t, 0), t<: t’
g g — 9 g - [First Membe- 1= ( )

i nt (g:sv)<ii nt (g':s:v) s{mq, ... m} <t
ui nt (g:sv) <:ui nt (g:s:V)

ui nt (g:sv) <:i nt (g':s:Vv)

[Structueg k' <k, m < m1 me < mk [Membes] m=(, t, i), m=(, t', "), 1=l =", t <t
s(my,..., M) <:s (M7, ..., M) m<:m’
t<t
Pointe] ——————— Arrayl ———7—
[Pointer tptr <t ptr AT <@

Figure 2: Inference Rules that Define the Subtyping Relation.

3.2 A Subtyping Relation
We now introducea notion of subtypingon type expressionsadoptedfrom the physical-subtypingystemof [24],
which takesinto accounthelayoutof aggreatefieldsin memory Figure? lists therulesthatdefinewhenatypet is

aphysicalsubtypeof t' (denotedby t <: t’).l In Figure 3, therules[Top], [Botton], [Ground, [Pointer], and[Array]
areour additionsto the physical-subtypingsystemgivenin [24]. An integertypet is a subtypeof typet’ if therange
representeddy t is a subrangef therangerepresentedy t', andt hasat leastasmary sign-etensionbits ast’. Rule
[First Membet stateghata structureis a subtypeof a scalartypeif thetype of the first memberof the structureis a
subtypeof the scalartype. The consequencef this rule is thatit is valid for a programto passa structurein a place
wherea supertypeof its first memberis expected.The rules[Structueg and[Membesg] statethata structuresis a
subtypeof s’ if s’ is aprefixof s, andeachmemberof s’ is asupertypeof thecorrespondingnemberof s. Rule[Mem-
bers] givesthe constraintson the correspondingnemberof two structuresTherule [Pointer] statesf t is a subtype
of t', thant pt r is a subtypeof t' pt r. Rule[Array] statesthata pointerto the baseof anarrayis a subtypeof a
pointerinto themiddleof anarray In our systemanassignmenis legal only if thetype of theright-hand-sidexpres-
sionis a physicalsubtypeof thetypeof thereceving location,andthereceving locationhasenoughspace The Rule
[Array] is valid because (i] describes larger setof stateshant [i]. (The global-\erificationphaseof the analysis
will check that all array references are within bounds.)

1. Note that the subtype ordering is gentional. Havever, during typestate checking the ordering is flipgedt, in
the type latticeff t, <: t;.
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Allowing subtypingamonginteger types,structuresandpointersallows the analysisto handlecodethatimple-
mentsinheritancepolymorphisnvia physicalsubtyping For example for afunctionthataccepts 32-bitinteger, it is
legal to invoke the function with an actualparametethatis a signedcharactel(i.e., i nt (0:1:7)), provided thatthe
value of the actualparameteis storedinto a registeror into memoryvia an instructionthat handlessign extension
properly Figure3 shavs anotherexamplethat involves subtypingamongstructuresand pointers.Accordingto the
subtypinginferencerulesfor structuresandpointerstypeCol or Poi nt Pt r is asubtypeof Poi nt Pt r . Functionf
is polymorphic because it isgal to pass an actual parameter that is of Ggleor Poi nt Pt r to functionf .

struct Point { struct Col or Poi nt { void f(Point* p) {
i nt (0:1:31) x; i nt (0:1:31) x; p- >X++;
i nt (0:1:31) y; i nt (0:1:31) y; p->y--;
}; ui nt (24:0:8) col or; }
i

Figure 3: Subtyping Among Pointer Types

For object-orientedanguagesuchasC++, thereis anadditionalcomplicationthatarisesfrom the useof virtual
functions,wherea virtual function could beimplementeddy ary of the subclassesAs long aswe have full informa-
tion aboutthe classhierarcly, we cansimply assumehatthe calleeof a call to a virtual function canbe ary of the
functions that implement the virtual function and check all of them.

3.3 The State and Access Component of our Typestate system
We briefly review the stateandaccessomponentsf thetypestatesystemThestatelattice containsa bottomelement

Osthatdenotesan undefinedvalueof ary type For a scalartypet, its statecanbeu or i, which denoteuninitialized
andinitialized values respectiely. We defineu < i in the statelattice. For a pointertypep, its statecanbeeitheru or
P (anon-emptysetof abstractocationsreferenced)ywe defineu < P. Oneof theelementof P canbenul | . For sets
P, andP,, we defineP; < P, iff P, O P;. For an aggrgate typeG, its state is gien by the states of its fields.

An accesgermissions eithera subsef {f, x, o}, or atuple of accespermissionsThe accesgpermissiorf is
introducedfor pointertyped valuesto indicate whetherthe pointer can be dereferencedThe accesgpermissionx
appliesto valuesof type“pointerto function” (i.e., valuesthathold the addres®f a function)to indicatewhetherthe
function pointedto canbe called by the untrustedcode.The accespermissiono includesthe rights to “examine”,
“copy”, andperformotheroperationsiot coveredby x andf. The meetof two access-permissiaetsis theirintersec-
tion. The meet of te tuples of access permissions igegi by the meet of their respegtielements.

3.4 Type Checking with Subtyping vs. Typestate Checking with Subtyping
Readersvho arefamiliar with the problemsencounteredvith subtypingin the presencef mutablepointersmay be
suspiciousof rule [Pointer]. In fact, rule [Pointer] is unsoundfor traditional flow-insensitve type systemsin the
absencef aliasinformation.Thisis because flow-insensitve analysighatdoesnotaccounfor aliasingis unableto
determinenvhetherthereareary indirectmodificationgo a shareddatastructure andsomeindirectmodificationscan
have disastrouseffects. Figure4 providesa concreteexampleof this. The statementt line 8 changes! r Pt r to
pointto anobjectof thetypePoi nt indirectly viathevariablet , sothatcl r Pt r cannolongerfulfill theobligation
to supply thecol or field at line 9.

A statictechniqueto handlethis problemhasto be ableto detectwhethersuchdisastrousndirectmodifications
couldhappenThereareseveral approacheso this problemfoundin theliterature.For example,thelineartype sys-
temgivenin [33] avoids aliasesaltogether{andhenceary indirect modifications)by “consuming”a pointerassoon
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typedef Point *PointPtr;

t ypedef Col or Poi nt *Col or Poi nt Ptr; AUCE R [(bWPt r}—>bw
1: ColorPoint clr; After 51 - - - - - - clrPtr] bwPt ri>pw
2. Point bw,

3: void f2(void) { After 6: . . [T}—>[CT TPLT}>TT] [BWPLT}->pbw
4. PointPtr bwPtr = &bw;

5: Col orPointPtr clrPtr = &clr;

6: Col orPointPtr *r = &lrPtr; After 7: ... clrihtri>clr PWPTT]->bw
7. PointPtr *t = r; g

8: *t = bwPtr;

9: clrPtr->color = 1; After 8: --- clrPtr w
10:} i

Figure 4: Rule [Pointer] is unsound r flow-insensitive type checking in the absence of aliasing mrimation.
(Assume the same type dealéons as shown inigure 3.)

asit is usedonce.Smithetal [29] usesingletontypesto track pointers andaliasconstraintgo modelthe shapeof the
store. (Their goal is to tracks non-aliasingdoilitate memory reuse and safe deallocation of objects.)

Anotherapproachinvolvesintroducingthe notionsof immutablefields andobjects[1]. Theideais thatif tis a
subtypeof typet’, typet pt r is asubtypeof t’ pt r only if ary field of t thatis a subtypeof the correspondindield
of t’ isimmutable Moreover, if afield of t is a pointer thenthe objectpointedby it mustalsobeimmutable Thisrule
appliestransitively. For this approacho work correctly amechanisms neededo enforcetheseimmutability restric-
tions.

Our work representyet a fourth technique Our systemperformstypestatechecking,which is a flow-sensitve
analysisthat tracksaliasingrelationshipsamongabstractiocations.(Thesestatedescriptorsresemblethe storage-
shapegraphsof Chaseet al [4], andare similar to the diagramsshawvn in the right-handcolumnof Figure4.) By
inspectingthe storage-shapgraphsat programpoints that accessheap-allocatedtorage,we can (safely) detect
whetheranillegal field accessanoccur For instancefrom the shapegraphthatarisesafter statemen8 in Figure4,
the analysiscandeterminethatthe accesdo col or in statemen® represents possiblememory-accessrror. Pro-
grams with such accesses are rejected by our safetyectheck

4 Summarizing Function Calls

By summarizingfunction calls, the safety-checkinganalysiscan stop at the boundariesof trustedcode.Insteadof
tracinginto the body of a trustedcallee,the analysiscancheckthata call obeys a safetypre-conditionandthenuse
thepost-conditiorin therestof theanalysis We describea methodfor summarizingrustedcallswith safetypre-and
post-conditionsn termsof abstractocations,typestatesandlinear constraints The safetypre-conditionsdescribe
theobligationsthatthe actualparametersnustmeet,whereaghe post-conditiongrovide a guarante@n theresulting
state.

Currently we producethe safetypre-andpost-condition$y hand.This processs errorprone,andit would be
desirableto automatethe generationof function summariesRecentwork on interprocedurapointer analysishas
shavn that pointer analysiscanbe performedin a modularfashion[5, 6]. Thesetechniqguesanalyzeeachfunction
assumingunknown initial valuesfor parametergandglobals)atafunction’s entry pointto obtaina summaryfunction
for thedataflav effect of thefunction.In futurework, we will investicatehow to usesuchtechniquego createsafety
pre- and post- conditions automatically
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We representhe obligation that must be provided by an actualparameteras a placeholderabstractiocation
(placeholderwhosesize,accespermissionsandtypestatgrovide the detailedrequirementshatthe actualparame-
ter mustsatisfy Whenaformal parameters a pointet its statedescriptorcanincludereferenceso otherplaceholders
thatrepresentheobligationsthatmustbe provided by thelocationsthatmaybe pointedto by theactualparameterin
our model,the statedescriptorof a pointertypedplaceholdercanreferto nul | , to aplaceholderor to a placeholder
andnul | . If it refersto justnul | , thentheactualparametemustpointto nul | . If it refersto aplaceholderthenall
locationsthatarepointedto by theactualparametemustsatisfythe obligationdenotedy theplaceholderlf thestate
descriptorefersto bothnul | anda placeholderthenthe actualparametemusteitherpointto nul | , orto locations
that satisfy the obligtion. We represent the pre-conditions as a list of the fquiaceholder. typestaté

The safetypost-conditiongrovide a way for the safety-checkinginalysisto computethe resultingstateof a call
to asummarizedunction. They arerepresentetby a list of post-condition®of the form [alias contet, placeholder:
typestatg An alias contet [5] is a setof potentialaliaseq] eql’) (or potentialnon-aliasegl neql’)), wherel andl’
are placeholders. The alias codgecapture hw aliasing among the actual parameters ctecafhe resulting state.

Thesafetypre-andpost-conditionganalsoincludelinearconstraintsWhenthey appeaiin the safetypre-condi-
tions, they represenadditionalsafetyrequirementswhenthey appeain the post-conditionsthey provide additional
information about the resulting memory state after the call.

To malke this ideaconcrete Figure5 shavs an examplethat summarizeghe C library functionget t i meof -
day. It specifieghatfor the call to be safe,%00 musteitherbe (i) nul | or (ii) bethe addres®f awritable location
of sizesufficient for storinga valueof thetypest r uct t i neval .Thesafetypost-conditionspecifythatafterthe
executionof the call, the two fields of the locationwill be initialized, and %00 will be an initialized integer. (On
SFARC, the actualparametersvill be passedhroughthe registers%®0, %01, ..., %05, andthe returnvalue of the
function will be stored in the géster%®0.)

int gettinmeofday (struct tinmeval *tp);
Safety Pre-condition:
%00: <struct timevalpt r, {null, t}, fo>

t: <st ruct timeval, u, wo>
Safety Post-condition:
[0, t: <st ruct timeval, [0:<int(0:1:31), i, 0>, 32:<int(0:1:31), i, 0>], 0>]
[0, %00 : <i nt (0:1:31), i, 0>]
[0, Y01-%05, Yg1-%g7: <O(32),0, 0>]
Figure 5: Safety Pre- and Post- Conditions.

The typestate of arggregate is given by the typestates of its compor{entdosed irf[* and“]") .
Ead component is labeled by itds#t (in bits) in its closest enclosinggregate

In the examplein Figure5, the alias contexts are empty becauseahereis no ambiguity aboutaliasing.Having
alias contexts allows us to summarizefunction calls with better precision (as opposedto having to male fixed
assumptionaboutaliasing).Now considerthe examplein Figure6, which shavs how aliascontets canprovide bet-
ter precision.Functiong returnseithernul | or the objectthatis pointedto by the first parameterdependingon
whether* p1 and* p2 are aliases.

Checkinga call to a trustedfunction involves a binding processand an updateprocess.The binding process
matchegheplaceholdersvith actualabstractocations andcheckswhetherthey meetthe obligation. The updatepro-
cesaupdateghetypestatesf all actuallocationsthatarerepresentetly the placeholdersccordingo the safetypost-

conditions.
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PointPtr g(PointPtr *pl, PointPtr* p2){ Safety Pre-condition:

*p2 = nul | ; %00: <Poi nt Ptr ptr,{gl}, fo>
return *pl %1: <PointPtr ptr, {g2}, fo>
} gl:<Poi nt Pt r, {r1}, fo>

Safety Post-condition:
[(q1 neq g2)%©0 : <Poi nt Pt r, {r1}, ...>]

[(91 eq g2)%©0 : <Poi nt Pt r, {nul | }, ...>]
Figure 6: An example of safety pre- and post-conditions with alias contexts.

Our goal is to summarizdibrary functions,which generallydo not do very complicatedthingswith pointers.
Thus,at presentve have focusedonly on obligationsthatcanbe representedsa treeof placeholderswhenobliga-
tionscannotbe representeth this way, we fall backon letting the typestate-propagion phaseraceinto the body of
thefunction. Tree-shapeglaceholdersllow thebindingprocesgo becarriedout with a simplealgorithm:The bind-
ing algorithm iteratesover all formal parametersand obtainsthe respectire actualparametergrom the typestate
descriptorsatthe call site. It thentraverseghe obligationtree,checkswhetherthe actualparametemeetsthe obliga-
tion, andestablishes mappingbetweerthe placeholderandthe setof abstraciocationsthey mayrepresentin the
store at the callsite.

The binding processdistinguisheshetweenmay information and mustinformation. Intuitively, a placeholder
mustrepresent locationif the binding algorithmcanestablishthatit canonly represent uniqueconcretdocation.
The algorithmfor the updatingprocessnterpretseachpost-conditionlt distinguishesa strongupdatefrom a weak
updatedependingon whethera placeholdemustrepresens uniguelocationor mayrepresenmultiple locations,and
whetherthealiascontext evaluatedo trueor false.A strongupdatehappensvhenthe placeholderepresenta unique
locationandthe alias context evaluatesto true. A weak updatehappensf the placeholdemay represenmultiple
locationsor the alias context cannotbe determinedo be either definitely true or definitely false;in this case,the
typestateof thelocationreceivesthe meetof its typestateébeforethe call andthetypestatespecifiedn the post-condi-
tion. Whenthe aliascontext cannotbe determinedo be eitherdefinitely true or definitely false,the updatespecified
by the post-condition may or may not ¢égilace. V& male the safest assumption via a weak update.

5 Inferring Information about Stack-Allocated Arrays

Determininginformation aboutarraysthat resideon the stackis difficult becauseve needto figure out both their
typesandtheir bounds.Our previous work [35] requiredmanualannotationf procedureghat madeuseof local
arrays.In this section,we describea methodfor inferring thata subrangeof a stackframeholdsanarray andillus-
trate the method with a simplgample.

Figure7 shavs a C programthatupdatesa local array;the secondcolumnshavs the SFARC machinecodethat
is producedby compiling the programwith “gcc - O’ (version2.7.2.3).To infer that a local arrayis presentwe
examineall live pointerseachtime the typestate-propamgion algorithmreacheghe entry of aloop. In the following
discussionthe abstractocationSF denoteghe stackframethatis allocatedby theadd instructionatline 2; SF[ n]
denotes the point iBF at ofsetn; andSF[s,t] denotes the subrange $F that starts at éets and ends at &dett-1.

By abstractlyinterpretingthe add instructionsat lines 3 and 5, we find that %g3 pointsto SF[ 96] and %g2
pointsto SF[ 176]. Thefirst time the typestate-checkinglgorithmvisits the loop entry, g2 and%©1 both pointto
SF[ 176] (seethe third columnof Figure7). Abstractlyinterpretingthe instructionsfrom line 10 to line 14 reveals
that SF[96,100] storesaninteger. The secondime thetypestate-checkinglgorithmvisits theloop entry, %g3 points

October 19, 2000



Page 9

C program SPARC Machine Language First Time Second Time
typedef struct { 1: main: 192 192
int f; 2 add %p, - 192, %sp
int g; 3 add %p, 96, %g3
}s; 4: nmov 0, %00 176 176
5: add Y%p, 176, %g2 Zgi ------- e Zgi e
int main() { 6: cnp %g3, %g2
s a[10]; 7 bgeu .LL3 B
s *p = &a[0]; 8 nmov %g2, %ol
int i=0; 9: .LL4:
whil e (p<a+10) { |10: st %0, [ ¥g3] I 11104
(p++)->f = i++ [11: add %g3, 8, %g3 A
12: cmp %3, %01 96 o int 96
} 13: blu .LL4 @3 ——=r- - - e | Y88
14: add %00, 1, %0
15: . LL3:
16: retl
17: sub %p, - 192, %sp %p %p

Figure7: Inferring the Type and Size of a L ocal Array.
The label. LL4 represents the entry of the while loop.

to eitherSF[ 96] or SF[ 104. We now have a candidatdor alocal array Thereasoningunsasfollows: if we create
two fictitious componentsA and B of SF (asshavn in the right-mostcolumnin Figure7), then%g3 canpoint to
eitherA or B (whereB is acomponenbf A). However, aninstructioncanhave only one(polymorphic)usageat a par-
ticular programpoint; therefore a pointerto A anda pointerto B musthave compatibletypes.Theonly choice(in our
typesystem)is apointerinto anarray Letting T denotethetypeof thearrayelementwe computeamostgenerakype
for T by the follaving steps:

1. Computethesizeof 1. We computethegreatestommondivisor (GCD) of thesizesof theslotsthataredelimited
by the pointerunderconsiderationln this example,thereis only oneslot; SF[96, 104], whosesizeis 8. There-
fore, the size of is 8.

2. Computethe possibldimits of thearray We assumehatthe arrayendsatthelocationjust beforethe closestive
pointer into the stack (other than the pointer under consideration).

3. Computethetypeof 1. Assumingthatthesizeof T we have computeds n, we createafictitious locatione of size
n, andgive it aninitial type T(n). We thenslide e over the areathatwe have identifiedin the secondstep,n bytes
atatime—e.g.,SF[96,176],8 bytesat atime—andperformameetoperationwith whateveris coveredby e. If an

areacoveredby e (or asub-areaf it) doesnot have atypeassociatedvith it, we assumahatits typeis T. In this
example, the that we find is

struct {
int ni;
T(32)n2;
}

No morerefinemenis neededor this example.ln generalwe mayneedto make refinementdo our findingsin later
iterationsof the typestate-checkinglgorithm.Eachrefinementwill bring the elementtype of thearraydown in the
type lattice. In this example,the addressunderconsideratioris the value of a register;in generalit could be of the
form “rq+ry» or “rq +n”, wherer; andr, are rgisters and is an intger

This methodusessomeheuristicsto computethe possiblelimits of the array This doesnot affectthe soundness
of this approacHor the following two reasons(i) The typestate-propaion algorithmwill make surethatthe pro-
gramis typecorrect.Thiswill ensurethatthe elementype inferredis correct.(ii) The global-\erificationphasewill
verify later that all references to the local array are within the inferred bounds.
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Notethatit doesnot matterto theanalysisvhethertheoriginal programwaswritten in termsof ann-dimensional
arrayor in termsof a 1-dimensionahrray;the analysidreatsall arraysas1-dimensionahrrays.This approachworks
evenwhenthe original codewaswritten in termsof ann-dimensionabrraybecauséhelayoutschemehatcompilers
usefor an n-dimensionahrrayinvolvesa linearindexing schemewhich is reflectedin linear relationshipghat the
analysis infers for thealues of rgisters.

6 Range Analysis
The techniquewe have usedfor array boundscheckingin our earlier work [35], and techniquessuch as those
describedy CousotandHalbwachs[8] aremoreprecisebut have a highercost.We describea simplerangeanalysis
thatdeterminesafeestimate®of therangeof valueseachregistercantake on at eachprogrampoint [32]. This infor-
mationcanbe usedfor determiningwhetheraccessesn arraysarewithin bounds We take advantageof the synegy
of an efficient rangeanalysisandan expensve but powerful techniquethat canbe appliedon demandWe applythe
program-erification technique only for the conditions that cannot begrdy the range analysis.

Therange-analysialgorithmthatwe useis a standardvorklist-basedorwarddataflav algorithm.It findsasym-
bolic rangefor eachregisterat eachprogrampoint. In our analysis,a rangeis denotedby [I, u], wherel andu are
lower andupperboundsof the form ax+by+c (a, b, andc areinteger constantsandx andy aresymbolicnameghat
sene asplaceholderdgor eitherthe baseaddressr thelengthof anarray). The reasorthatwe restrictthe boundsto
the form of ax+by+c is becausehatarray-boundshecksusuallyinvolvescheckingeitherthatthe rangeof anarray
index is a subrangeof [0, length1], or thatthe rangeof a pointerthat pointsinto an arrayis a subrangeof [base
baserlength1], wherebaseandlengtharethe baseaddresandlengthof thearray respectiely. In theanalysissym-
bolic names such asandy stand for (unknan) values of quantities l&kbaseandlength

Rangedorm a meetsemi-latticewith respecto the following meetoperationfor ranges=[l, u], r' =[I', u’], the
meetof r andr’ is definedas[min(l, I'), maxu, u’)]; thetop elementis the emptyrange;the bottomelementis the
largestrange[—0, oo]. The functionmin(l, I') returnsthe smallerof | andl’. If | andl' arenot compaagble (i.e., we
cannotdeterminethe relative orderof | andl’ becausefor instance)=ax+by+c, I'=a’x’+b'y'+c’ , x£x, andyZy’),
min returns—o. Thefunctionmaxis definedsimilarly exceptthatit returnsthegreaterof its two parametersandco if

its two parameters are not comparable.

Operations X=X, y=y’ X=X, y2Y’ X#X', y=y’ X£X', Y2Y'

+ if (a+a’)=0, by+b’y’+c+c’ if (b+b’)=0, ax+a’x’+c+c’ 0

¥ (e (b yHore otherwise oo otherwise oo
+ if (a+a’)=0, by+b’y'+c+c’ if (b+b")=0, ax+a’x’+c+c’ —00

h otherwisg —o0 otherwisg —o0

if (a—a’)=0, by-b’y’+c—c’ if (b—b’)=0, ax-a’x’+c—c’ 0

o (8 (b-b )y +o—C otherwise 0o otherwise 0o
_ if (a—a’)=0, by-b’y'+c—c’ if (b—b")=0, ax-a’x’+c—¢’ —00

N otherwise - otherwise -

Figure 8: Binary Operations over Symbolic Expressions.

We give a dataflav transferfunction for eachmachineinstruction,and definedataflav transferfunctionsto be
strict with respecto the top elementWe introducefour basicabstracoperations;, —, X, and+, for describingthe
dataflav transfer functions. The abstract operations are summarized, bdieren is an intger:

Iou+[uwl=[ +- I'u+, u]
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[Lu-[ul=[ —u,u —I']

[Lulxn=[l xn,uxn]

[Lul+=n=[+nu+n]
Thearithmeticoperationst,, +_ —, —_ over boundsax+by+canda’x’ + b’y'+c’ aregivenin Figure8, wherea, b,
a’, andb’ arenon-zerantegers.Thesearithmeticoperationensureghattheboundsarealwaysof theform ax+by+c.

Comparisoninstructionsare a major sourceof boundsinformation. Becauseour analysisworks on machine
code,we needonly considettestsof two forms:w < v andw = v (wherew andv areprogramvariables) Figure9 sum-
marizesthe dataflav transferfunctionsfor thesetwo forms. We assumehattherangesof w andv are[l, u,] and[l,,
u,] before the tests. The functiomin,(l, I') andmax(l, I') are defined as foles:
If aupperboundof arangeis smallerthanits lower bound,therangeis equivalentto the emptyrange.For the data-

flow functionsfor variablesw andv alongthe falsebranchof the testw=v, we could improve precisionslightly by
returning the empty range whgp u,, I, andu, are all equal.

Test w v

True Branch  |[max(ly, 1), ming(uy, u)] [max(ly, Iy ), ming(uy, uy)]
w=v False Branch [l u,] [l uy]

True Branch  [[l,, ming(uy, u)] [max (I, Iy, u]
wev False Branch |[max(l,, I,+1), uy] [1y, mimg(uy, uy-1)]

Figure 9: Dataflow Functions for Tests.

To ensurehe cornvergenceof therange-analysialgorithmin the presencef loops,we performawideningoper-
ation at a nodein the loop that dominateghe sourceof the loop bacledge.Let r=[l, u] bethe rangeof an arbitrary
variablex atthepreviousiterationandr'=[I', u’] bethedataflav valueof x atthecurrentiteration.Theresultingrange
will be r’=r O r where[ is the widening operator defined as fal

Luop ul=0 ul wherep = B T <D g g o oo iflusw)
0l otherwise 0u otherwise

We sharperthebasicrangeanalysiswith two enhancement3hefirst enhancemerdealswith selectinghemost
suitablespotin aloop to performwidening. The key obsenationis thatfor a “do-while” loop (which s thekind that

dominatesn binarycod@), it is moreeffective to performwideningright beforethe testto exit theloop. In thecase
of aloopthatiteratesoveranarray(e.g.,wherethelooptestis “i < length) this stratgyy minimizestheimprecisionof
our relatively crudewidening operation:the rangefor i is widenedto [0, +09] just beforethe loop test, but is then
immediately sharpenedy the transferfunction for the loop test, so that the range propagted along the loop’s
bacledgeis [0, length-1]. Consequentlythe analysisquiescesftertwo iterations.The secondenhancemeris to uti-

2. Although “while” and “for” loops are more common in source code, compilers typically transform them to an “if”
with a“do-while” in the“then-part”of theif". After thistransformatiorhasbeendone thecompilercanexploit the
fact that the code in the body of the “do-while” wilvalys be recuted at least once if the loogeeutes. Thus, it is
possible to perform code-motion without the feanareslaving davn the eecution of the program. In particular
the compiler can hoisixpressions from within the body of the loop to the point in the “then-part” just before the
loop, where thg are still guarded by the “if".
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lize correlationsbetweerregistervalues.For example,if thetestunderconsiderations r < n andwe canestablish
thatr = r'+c atthatprogrampoint, wherec is a constantwe canincorporatethis informationinto therangeanalysis

by assuming that the branch also te'stsn-c.

=) 2
= |Eospg BgsE B |® 30852 89z (5|8
#|FEaEE 3805 & |5 25288 882 (€ |5
E
Instructions 13|20 22 25| 25| 36 | 41| 51| 71 | 95 | 157 309 | 315 339 | 883
Branches 2 | s 1| a5 | 3[11]11|o|16|12]8]16]4a5] 11
gé h‘r’lﬂgfloops) 12w o | 1 (2] o [2w|2m|4@|4@)]| 3 |7)| 3 |6(4)]50@2)
Qo |$
E% ?ﬁﬁgé"i;ﬂ)'s 010 (1) (1) 0 (3) 0 (j) 310 éi) 2 (jg) (gg) 6
Global Conditions 4 9 13 14 | 19 17 41 | 42 | 56 | 84 | 57 | 162 | 99 | 134 | 135
(Bounds Checks) | (2) @ | (10) 18) | (16) | (26) | (42) | (18) [(136)| (18) | (58) | (38)
Source Language C C C C C C C C C C C C C |[C++| C
Typestate Popagation 0.02] 0.05] 0.02 0.04] 0.04] 0.04[ 0.09] 0.11 0.18] 0.15] 0.63| 0.68] 3.08| 4.60] 6.95
Annotation 0.0030.006/0.006 0.006/0.005 0.0070.008 0.011/0.0150.015 0.034/0.033 0.069 0.073 0.083
Range Analysis 001 o | o [0.01]0.03] o [0.03]0.03]0.08]0.13]0.13] 0.52] 0.26| 0.79] 0.87
Global Verification 0.06] 0.16] 0.11] 0.35] 0.18] 0.13] 0.42] 0.39 1.13] 2.49] 0.78]12.99 1.57| 18.6] 5.66
TOTAL (Secondy 0.09] 0.21] 0.13] 0.40] 0.25] 0.17] 0.54| 0.54| 1.40] 2.78] 1.58|14.29 4.97(22.9913.07

Figure 10: Characteristics of the Examples and &formance Results.
The test cases written in Ceacompiled witlgcc - O (version 2.7.2.3),
and the gample /de/kerninst written in C++ is compiled with Sunovéshop Comipler 5.0.

7 Case Studies

All of the techniquesdescribedabore, with the exceptionof the techniquefrom Section5 to infer sizesof local
arrays have beenimplementedn our safety-checkr for SFARC machineprogramg35]. We illustratethe benefitsof
theseimprovementson a few exampleprogramsTheseexamplesincludearraysum,start-timerandstop-timercode
takenfrom Paradyns performance-instrumentaticuite[12], two versionsof Btreetraversal(oneversioncompares
keys via afunctioncall), hash-tabldookup,a kernelextensionthatimplementsa page-replacememolicy [28], bub-
ble sort, two versionsof heapsort (one manuallyinlined versionand oneinterproceduraizersion),stack-smashing
(example9.b describedn [25]), MD5Updateof the MD5 Message-DigesAlgorithm [22], several functionsfrom
jPVM [10] (two caseswhereonecasencludesmorefunctions),anda modulein thedevice driver /dev/kerninst[31]
that reads thedtnel symbol table.

In our experimentswe wereableto find a safetyviolation in the examplethatimplementsa page-replacement
policy—it attemptdo dereferenca pointerthatcouldbenul | —andwe identifiedall arrayout-of-boundsiolations
in the stack-smashingxample,andall arrayout-of-boundsviolationsin the /dev/kerninstexample.Figure10 sum-
marizesthe time neededo verify eachof the exampleson a 440MHz SunUltra 10 machine.Thetimesaredivided
into thetimesto performtypestateropagtion,createannotationgsndperformlocal verification,performrangeanal-
ysis, and performglobal verification. Figure 10 also characterizeshe examplesin termsof the numberof machine
instructions humberof branchesnumberof loops(total versusnumberof innerloops),numberof calls (total versus
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numberof callsto trustedfunctions),numberof global safetyconditions(numberof boundschecks)andthe source
languagen which eachtestcases written. Notethatthe checkingof thelower andupperboundsareregardedastwo
separate safety conditions. The timesddfy these gamples range from 0.1 seconds to 23 seconds.

The extensiongo the typestatesystemallow usto handlea broaderclassof real-life examples Having bit-level
representationsf integersallow the analysiso dealwith instructionsthatload/storea partialword in theMd5Update
andstack-smashingxamples.The techniqueto summarizarustedfunctionsallow the analysisto usesummarief
several hostandlibrary functionsin hash,start-andstop-timer Btree2,the two jPVM examples,and/dev/kerninst.
For theseexampleswe simply summarizethe library functionswithout checkingthem. This implies thatthe exam-
plesaresafeonly if thelibrary functionsaresafe.In principle,we couldcheckthelibrary codeonceandusethe sum-
marieswheneer possible.Subtypingamong structuresand pointersallows summariesto be given for JNI [9]
methodghatarepolymorphic.For example,the JNI function“j si ze Get Arr ayLengt h( JNI Env* env, j ar -
ray array)” takesthetypej ar r ay asthe secondparameterandit is alsoapplicableto thetypesj i nt Ar r ay
andj obj ect Ar r ay, both of which aresubtypef | ar r ay. Becausell Java objectshave to be manipulatedvia
the JNI interface,we modelthe typesj i nt Array andj obj ect Arr ay asphysical subtypesof j ar r ay when
summarizing the NI inteate functions.

[ Time for range analysis (normalized)

[ ] Time for global verification (normalized)
1.10 |-

1.00 - —

0.90 |-

o.80 :— — :] I:I
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Figure 11: Times to perbrm global verification with range analysis normalized with lespect to times to
perform global verification without range analysis.

Symbolicrangeanalysisallows the systemo identify the boundarie®f anarraythatis onefield of astructurein
the MD5 example.Whenthe typestate-propaion algorithmneedsnformationaboutthe rangeof a registervalue,
we run anintraproceduralersionof the rangeanalysison demandandthe intraproceduratangeanalysisis run at
mostoncefor eachfunction.In the 11 of ourtestcaseghathave arrayaccessesangeanalysiseliminated60% of the
total attemptso synthesizdoop invariants.In 4 of the 11 testcasesit eliminatedthe needto synthesizdoop invari-
antsaltogetherTheresultingspeedugdor globalverificationrangesrom -0.4%to 63% (with amedianof 37%).Fur-
thermorejn conjunctionwith improvementghatwe madeto our global-\erificationphaseyangeanalysisallows us
to verify the/dev/kerninstexample,which we werenot ableto handlepreviously. Figure11 shavs thetimesfor per-
forming global verification, togetherwith the timesfor performingrangeanalysis(normalizedwith respectto the
timesfor performingglobal verificationwithout rangeanalysis).The reasorthat the analysisof the stack-smashing

October 19, 2000



Page 14

exampleis sloved down is becausenostarrayaccessem thatexampleareout of boundsWhenthe arrayaccesses
are,in fact, out of bounds,rangeanalysiswill not speedup the overall analysishecauseahe analysisstill needsto
apply the program-erificationtechniquebeforeit canconcludethattherearearray out-of-boundsviolations. Simi-
larly, the reasonthat hashis slowed down is becausenly 2 of the 14 conditionsare array-boundshecks,andthe
range analysis cannot pthat the array accesses are within bounds.

8 Related Work

Thereare several papersthat have investigatedtopicsrelatedto the typestate-checkingystemand symbolicrange
analysis that we use.

Morrisettet al [14,15,17]introducedthe notion of typedassemblyjlanguaggTAL). Our type systemandtheirs
modeldifferentlanguagdeaturesior instance,TAL modelsseverallanguagdeatureshatwe do not addresssuch
asexceptionsand existentialtypes.On the other hand,our systemmodelssize and alignmentconstraintswhereas
TAL doesnot. Furthermorethe TAL type systemdoesnot supportgeneralpointersinto the stack,andbecausestack
andheappointersaredistinguishedpnecannotdeclarea functionthatrecevesatuple agumentthatcanacceptoth
a heap-allocateduple at onecall site anda stack-allocate@ne at anothercall site [16]. Finally, TALx86 introduces
specialmacrosfor array subscriptingandupdatingto preventan optimizerfrom reschedulinghem.(Thesemacros
expandinto codesequencethat performarray-boundshecks) We imposeno suchrestrictionson theidiomsthata
compilercanemploy to implementarraysubscripting TAL achievesflow-sensitvity in a differentway thanour sys-
temdoes,with TAL, differentblocksof codearelabeledasdifferentfunctions,andtypesareassignedo theregisters
associateavith eachfunction.Our systemachievesflow-sensitvity by having adifferenttypestateat eachinstruction.

Mycroft [11] describeda techniquethat reverseengineersC programsfrom target machinecode using type-
inferencetechniquesHis type-reconstructiomlgorithmis basedon Milner’s algorithm W [13]; it associatesype
constraintswith eachinstructionin an SSA representatiorof a program;type reconstructionis via unification.
Mycroft’s techniqueinfersrecursve data-typesvhenthereareloopsor recursve proceduresWe startfrom annota-
tions aboutthe initial inputsto the untrustedcode,whereashis techniquerequiresno annotation We useabstract
interpretationywhereashe usesunification.Note thatthe techniquewe useto detectlocal arraysis basedon the same
principle ashis unificationtechnique Mycroft's techniquecurrentlyonly recoverstypesfor registers(andnot mem-
ory locations),whereasour techniquecan handleboth stack-and heap-allocateabjects.Moreover, his technique
recoversonly type information,whereasours propagtestype, state,andaccessnformationaswell. Our analysisis
flow-sensitve, whereadMycroft's is flow-insensitve, but it recorersa degreeof flow sensitvity by usingSSAform
so that diferent \ariables are associated withfdient live ranges.

Ramalin@m et al [21] describean efficient algorithmfor decomposingaggreatessuchasrecordsand arrays
into simplercomponentdasedn theaccespatternsspecificto agivenprogram.Thetechniqueve useto infer local
arrays identifies agggates (arrays) based on the access pattern that is specific to a loop.

Several peoplehave describedechniqueghat canbe usedto staticallycheckfor out-of-boundsarrayaccesses.
CousotandHalbwachs[8] describech methodthatis basedon abstracinterpretationusingcorvex hulls of polyhe-
dra.Theirtechniquds precisen thatit doesnot simplytry to verify assertionshut insteadriesto discover assertions
thatcanbe deducedrom the semanticof the program.Our rangeanalysiscanbe regardedasa simpleform of Cou-
sotandHalbwachs’analysiswith an eye towardsefficiency. Our goalis to take advantageof the synepgy of an effi-
cient range analysisand an expensve but powerful program-erification technique[30] that can be applied on
demandWe applythe program-erificationtechniqueonly for conditionsthatcannotbe provenby therangeanalysis.
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Verbruggeet al [32] describeda range-analysisechniguecalled GeneralizedConstantPropagtion (GCP).Our
symbolic rangeanalysisdiffers from GCP in the following respectsGCP usesa domainof intenals of scalars,
whereasve usesymbolicranges GCP attemptsto balancecorvergenceand precisionof analysishy “steppingup”
rangedor variableshathave failedto converge after somefixed numberof iterations We performawideningopera-
tion right away for quicker corvergence but sharperour analysisby selectingsuitablespotsin loopsfor performing
the widening operation,andalsoby incorporatingcorrelationsamongregistervalues.Both GCP and our technique
usepoints-toinformation discoseredin an earlier analysisphase Our currentimplementationof rangeanalysisis
contet-insensitve, whereas GCP is comtesensitve.

RuginaandRinard[23] alsousesymbolicboundsanalysisTheir analysisgainscontect sensitvity by represent-
ing the symbolicboundsfor eachvariableasfunctions(polynomialswith rationalcoeficients)of theinitial valuesof
formal parametersTheir analysisproceedssfollows: For eachbasicblock, it generatetheboundsfor eachvariable
atthe entry; it thenabstractlyinterpretsthe statementén the block to computethe boundsfor eachvariableat each
programpointinsideandat the exit of the basicblock. Basedon theseboundsthey build a symbolicconstraintsys-
tem, and solve the constraintsby reducingit to a linear programover the coeficient variablesfrom the symbolic
boundpolynomials.They solve the symbolic constraintsystemwith the goal of minimizing the upperboundsand
maximizing the laver bounds.

Bodik et al [8] describea methodto eliminate array boundschecksfor Java programs.Their methodusesa
restrictedform of linear constraintalleddifferenceconstaints that canbe solved usingan efficient graph-traersal
algorithmon demandTheir goalis to apply their analysisto arrayboundschecksselectvely basedon profile infor-
mation,andfall backon run-timechecksor cold codeblocks.Wagneretal [87] have formulatedthe buffer-overrun-
detectionproblemasan integer constaint problemthat canbe solved in linear time in practice. Their analysisis
flow- and contet-insensitve with a goal of finding as mgrrrors as possible.
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