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Typestate Checking of Machine Code

Abstract

We checkstaticallywhetherit is safefor untrustedforeignmachinecodeto be loadedinto a trustedhostsystem.
(Here“safety” meansthat theprogramabidesby a memory-accesspolicy that is suppliedon thehostside.)Our
techniqueworksonordinarymachinecode,andmechanicallysynthesizes(andverifies)asafetyproof.Ourearlier
work alongtheselineswasbasedonaC-like typesystem,whichdoesnotsuffice for machinecodewhoseorigin is
C++ sourcecode.In thepresentpaper, weaddressthis limitation with animprovedtypestatesystemandintroduce
severalnew techniques,including:summarizingtheeffectsof functioncallssothatouranalysiscanstopat trusted
boundaries,inferringinformationaboutthesizesandtypesof stack-allocatedarrays,andasymbolicrangeanalysis
for propagating informationaboutarraybounds.Thesetechniquesmake our approachto safetycheckingmore
precise,moreefficient, andableto handlea largercollectionof real-life codesequencesthanwaspreviously the
case.For example,allowing subtypingamongstructuresandpointersallowedour implementationto analyzecode
originating from object-orientedsourcecode.The useof symbolic rangeanalysiseliminated60% of the total
attemptsto synthesizeloop invariantsin the11 programsof our testsuitethathave arrayaccesses.In 4 of these
programs,it eliminatedthe needto synthesizeloop invariantsaltogether. The resultingspeedupfor the global-
verification phase of the system ranges from -0.4% to 63% (with a median of 37%).

1 Introduction

Our goal is to checkstaticallywhetherit is safefor a pieceof untrustedforeign machinecodeto be loadedinto a

trustedhostsystem.We startwith ordinarymachinecodeandmechanicallysynthesize(andverify) a safetyproof. In

anearlierpaper[35], wereportedon initial resultsfrom ourapproach,thechiefadvantageof which is thatit opensup

thepossibilityof beingableto certify codeproducedby ageneral-purposeoff-the-shelfcompilerfrom programswrit-

ten in languagessuchasC, C++, andFortran.Furthermore,in our work we do not limit the safetypolicy to just a

fixed setof memory-accessconditionsthat mustbe avoided;instead,we performsafetycheckingwith respectto a

safetypolicy that is suppliedon thehostside.Our earlierwork wasbasedon a C-like typesystem,which doesnot

suffice for machinecodewhoseorigin is C++ sourcecode.In thepresentpaper, we addressthis limitation andalso

introduce several other techniques that make our safety-checking analysis more precise and scalable.

Whenour proof-synthesistechniquesareemployedon thehostside,our approachcanbeviewedasanalterna-

tive to theProof-CarryingCode(PCC)approach[20]: PCCrequiresa codeproducerto createnot just themachine

codebut alsoaproof thatthecodeis safe,andthenhasthehostperformaproof-validationstep.Whenourproof-syn-

thesistechniquesare employed by the codeproducer(on the foreign side of the untrusted/trustedboundary),our

approachcanbe viewed asan ally of PCCthat helpsto lift currentlimitations of certifying compilers[7, 18, 19],

which produce PCC automatically, but only for programs written in certain safe source languages.

In this paper, we present the following improved techniques for use in proof synthesis:

• An improved typestate-checkingsystemthat allows us to performsafety-checkingon untrustedmachinecode

that implementsinheritancepolymorphismvia physicalsubtyping[24]. This work introducesa new methodfor

coping with subtyping in the presence of mutable pointers (Section3).

• A mechanismfor summarizingtheeffectsof functioncallsvia safetypre-andpost-conditions.Thesesummaries

allow our analysisto stopat trustedboundaries.They form a first steptowardcheckinguntrustedcodein a mod-

ular fashion, which makes the safety-checking technique more scalable (Section4).

• A techniqueto infer informationaboutthesizesandtypesof stack-allocatedarrays(local arrays).This wasleft

as an open problem in our previous paper [35] (Section5).
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• A symbolicrangeanalysisthat is suitablefor propagating informationaboutarraybounds.This analysismakes

the safety-checking algorithm less dependent upon expensive program-verification techniques (Section6).

Section2 providesa brief review of the safety-checkingtechniquefrom our earlierwork [35]. Section7 illus-

trates the benefits of our techniques via a few case studies. Section 8 compares our techniques with related work.

As aresultof theseimprovements,wecanhandleabroaderclassof real-lifecodesequenceswith betterprecision

andefficiency. For example,allowing subtypingamongstructuresandpointersallows usto analyzecodeoriginating

from object-orientedsourcecode.Theuseof symbolicrangeanalysiseliminated60%of thetotal attemptsto synthe-

sizeloop invariantsin the11 programsof our testsuitethathave arrayaccesses.In 4 of theseprograms,it eliminated

theneedto synthesizeloop invariantsaltogether. Theresultingspeedupfor globalverificationrangesfrom -0.4%to

63%(with amedianof 37%).Togetherwith improvementsthatwemadeto ourglobal-verificationphase,rangeanal-

ysis allows us to verify untrusted code that we were not able to handle previously.

2 Safety Checking of Machine Code

In thissection,webriefly review thesafety-checkingtechniquefrom ourearlierwork [35]. Thesafety-checkinganal-

ysis enforcesa default collection of safetyconditionsto prevent type violations, array out-of-boundsviolations,

address-alignmentviolations,usesof uninitializedvariables,null-pointerdereferences.In addition,thehostsidecan

specifya preciseandflexible accesspolicy. This accesspolicy specifiesthe hostdatathat canbe accessedby the

untrustedcode,andthe hostfunctions(methods)that canbe called.It providesa meansfor the hostto specifythe

“least privilege” the untrusted code needs to accomplish its task.

Our approachis basedon annotatingthe global datain the host.The type informationin the untrustedcodeis

inferred.Our analysisstartswith informationaboutthe initial memorystateat the entry of the untrustedcode.It

abstractlyinterpretstheuntrustedcodeto produceasafeapproximationof thememorystateateachprogrampoint. It

then annotates each instruction with the safety conditions each instruction must obey and checks these conditions.

The memorystatesat the entry, andotherprogrampointsof the untrustedcode,aredescribedin termsof an

abstract storage model. An abstract store is a total mapfrom abstract locationsto typestates. An abstractlocation

summarizesone or more physical locationsso that our analysishas a finite domain to work over. A typestate

describes the type, state, and access permissions of the values stored in an abstract location.

Theinitial memorystateat theentryof theuntrustedcodeis givenby ahost-typestatespecification, andan invo-

cationspecification. Thehosttypestatespecificationdescribesthetypeandthestateof thehostdatabeforetheinvo-

cation of the untrustedcode,as well as safetypre- and post-conditionsfor calling host functions(methods).The

invocationspecificationprovidesthebindinginformationfrom hostresourcesto registersandmemorylocationsthat

represent initial inputs to the untrusted code.

Thesafety-checkinganalysisconsistsof five phases.Thefirst phase,preparation,combinestheinformationthat

is providedby thehost-typestatespecification,theinvocationspecification,andtheaccesspolicy to produceaninitial

annotation(in theform of anabstractstorefor theprogram’sentrypoint). It alsoproducesaninterproceduralcontrol-

flow graphfor theuntrustedcode.Thesecondphase,typestate-propagation,takesthecontrol-flow graphandtheini-

tial annotationasinputs.It abstractlyinterpretsthe untrustedcodeto producea safeapproximationof the memory

contents(i.e.,a typestatefor eachabstractlocation)ateachprogrampoint.Thethird phase,annotation, takesasinput

thetypestateinformationdiscoveredin thetypestate-propagationphase,andannotateseachinstructionwith local and

global safetyconditionsand assertions: the local safety preconditionsare conditionsthat can be checked using

typestateinformation alone; the assertionsare restatements(as logical formulas)of facts that are implicit in the
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typestateinformation.Thefourth phase, local verification, checksthelocal safetyconditions.Thefifth phase,global

verification,verifies the global safety conditions using program-verification techniques [30].

At present, our implementation handles only non-recursive programs.

3 An Improved Typestate System

In ourpastwork, ouranalysismadetheassumptionthataregisteror memorylocationstoredvaluesof asingletypeat

any givenprogrampoint (althougha register/memorylocationcouldstoredifferenttypesof valuesat differentpro-

grampoints).However, this approachhadsomedrawbacksfor programswritten in languagesthatsupportsubtyping

andinheritance,andalsofor programswritten in languageslike C in which programmershave theability to simulate

subtyping and inheritance.

In this section,wedescribehow wehaveextendedthetypestatesystem[35] to incorporateanotionof subtyping

amongpointers.With thisapproach,eachuseof a registeror memorylocationatagivenoccurrenceof aninstruction

is resolvedto a polymorphictype(i.e., a supertypeof theacceptablevalues).In therestof this section,we describe

the improved type component of our typestate system.

3.1 Type Expressions

Figure1 shows thelanguageof typeexpressionsusedin thetypestatesystem.Comparedwith our previouswork, the

typestatesystemnow includes(i) bit-level representationsof integer types,and (ii) top andbottomtypesthat are

parameterizedwith a sizeparameter. The typeint(g:s:v) representsa signedinteger thathasg+s+v bits, of which

thehighestg bits areignored,themiddles bits representthesignor aretheresultof a signextension,andthelowest

v bits representthevalue.For example,a32-bitsignedintegeris representedasint(0:1:31),andan8-bit signedinte-

ger (e.g.,a C/C++char) with a 24-bit sign extensionis representedasint(0:25:7).The typeuint(g:s:v) repre-

sentsanunsignedinteger, whosemiddles bits arezeros.Thetype t (n] denotesa pointerthatpointssomewhereinto

the middle of an array of typet of sizen.

t :: ground Ground types

| t [n] Pointer to the base of an array of type t of size n

| t (n] Pointer into the middle of an array of type t of size n

| t ptr Pointer to t

| s {m1, ..., mk} struct

| u {m1, ..., mk} union

| (t1, ...,tk) → t Function

| T(n) Top type of n bits

| ⊥(n) Bottom type of n bits (Type “any” of n bits)

m:: (t, l, i) Member labeled l of type t at offset i

ground::int(g:s:v) | uint(g:s:v) | . . .

Figure 1: A Simple Language of Type Expressions.
t stands for type, and m stands for a struct or union member.

Although the language in which we have chosen to express the type system looks a bit like C,
we do not assume that the untrusted code was necessarily written in C or C++.
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Thebit-level representationof integersallows us to expresstheeffect of instructionsthat load (or store)partial

words.For example,thefollowing codefragment(in SPARC machinelanguage)copiesacharacterpointedto by reg-

ister%o1 to the location that is pointed to by register%o0:

ldub [%o1],%g2

stb %g2,[%o0]

If %o1 pointsto asignedcharacterandaC-like typesystemis used(i.e.,asin [35]), typestatecheckingwill losepre-

cisionwhencheckingtheabove codefragment.Thereis a lossof precisionbecausethe instruction“ldub [%o1],

%g2” loadsregister%g2 with a bytefrom memoryandzero-fillsthehighest24 bits,andthusthetypesystemof [35]

treatsthevaluein %g2 asanunsignedinteger. In contrast,with thebit-level integertypesof Figure1, we canassign

thetypeint(24:1:7)to %g2 after theexecutionof the loadinstruction.This preservesthefact that thelowest8 bits

of %g2 store a signed character (i.e., anint(0:1:7)).

3.2 A Subtyping Relation

We now introducea notion of subtypingon type expressions,adoptedfrom the physical-subtypingsystemof [24],

which takesinto accountthelayoutof aggregatefieldsin memory. Figure2 lists therulesthatdefinewhena type t is

a physicalsubtypeof t’ (denotedby t <: t’).1 In Figure3, therules[Top], [Bottom], [Ground], [Pointer], and[Array]

areour additionsto thephysical-subtypingsystemgivenin [24]. An integertype t is a subtypeof type t’ if therange

representedby t is a subrangeof therangerepresentedby t’, andt hasat leastasmany sign-extensionbits ast’ . Rule

[First Member] statesthata structureis a subtypeof a scalartypeif thetypeof thefirst memberof thestructureis a

subtypeof thescalartype.Theconsequenceof this rule is that it is valid for a programto passa structurein a place

wherea supertypeof its first memberis expected.The rules[Structures] and[Members] statethata structures is a

subtypeof s’ if s’ is aprefixof s, andeachmemberof s’ is asupertypeof thecorrespondingmemberof s.Rule[Mem-

bers] givestheconstraintson thecorrespondingmembersof two structures.Therule [Pointer] statesif t is a subtype

of t’ , than t ptr is a subtypeof t’ ptr. Rule [Array] statesthat a pointerto the baseof an arrayis a subtypeof a

pointerinto themiddleof anarray. In oursystem,anassignmentis legal only if thetypeof theright-hand-sideexpres-

sionis aphysicalsubtypeof thetypeof thereceiving location,andthereceiving locationhasenoughspace.TheRule

[Array] is valid becauset (i] describesa largersetof statesthant [i]. (Theglobal-verificationphaseof theanalysis

will check that all array references are within bounds.)

Figure2: Inference Rules that Define the Subtyping Relation.

1. Note that the subtype ordering is conventional. However, during typestate checking the ordering is flipped:t1≤ t2 in

the type latticeiff t2 <: t1.

[Structures]
s(m1,..., mk) <: s (m’1, ..., m’k’)

[Top]
T(sizeof(t)) <: t

[Bottom]
t <: ⊥(sizeof(t))

[Ground]
int(g:s:v) <:int(g’:s’:v’)

g+s+v=g’+s’+v’, g ≤ g’, v ≤ v’
[First Member]

s{m1, ..., mk} <: t’

m1 = (l, t, 0), t<: t’

[Members]
m <: m’

k’ ≤ k, m1 <: m’1, ..., mk’  <: m’k’ m=(l, t, i), m’=(l’, t’, i’ ), l=l’, i=i’, t <: t’

[Reflexivity]
t <: t

[Array]
t [i] <: t (i][Pointer]

t ptr <: t’ ptr

t <: t’

uint(g:s:v)<:uint(g’:s’:v’)
uint(g:s:v) <: int(g’:s’:v’)
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Allowing subtypingamonginteger types,structures,andpointersallows theanalysisto handlecodethat imple-

mentsinheritancepolymorphismvia physicalsubtyping.For example,for a functionthatacceptsa32-bit integer, it is

legal to invoke the function with an actualparameterthat is a signedcharacter(i.e.,int(0:1:7)),provided that the

valueof the actualparameteris storedinto a registeror into memoryvia an instructionthat handlessign extension

properly. Figure3 shows anotherexamplethat involvessubtypingamongstructuresandpointers.Accordingto the

subtypinginferencerulesfor structuresandpointers,typeColorPointPtr is asubtypeof PointPtr. Functionf

is polymorphic because it is legal to pass an actual parameter that is of typeColorPointPtr to functionf.

For object-orientedlanguagessuchasC++, thereis anadditionalcomplicationthatarisesfrom theuseof virtual

functions,wherea virtual functioncouldbeimplementedby any of thesubclasses.As long aswe have full informa-

tion abouttheclasshierarchy, we cansimply assumethat thecalleeof a call to a virtual functioncanbeany of the

functions that implement the virtual function and check all of them.

3.3 The State and Access Component of our Typestate system

Webriefly review thestateandaccesscomponentsof thetypestatesystem.Thestatelatticecontainsabottomelement

⊥s thatdenotesanundefinedvalueof any type. For a scalartype t, its statecanbeu or i, which denoteuninitialized

andinitialized values,respectively. We defineu ≤ i in thestatelattice.For a pointertypep, its statecanbeeitheru or

P (anon-emptysetof abstractlocationsreferenced);wedefineu ≤ P. Oneof theelementsof P canbenull. For sets

P1 andP2, we defineP1 ≤ P2 iff P2 ⊆ P1. For an aggregate typeG, its state is given by the states of its fields.

An accesspermissionis eithera subsetof { f, x, o}, or a tupleof accesspermissions.Theaccesspermissionf is

introducedfor pointer-typed valuesto indicatewhetherthe pointer can be dereferenced.The accesspermissionx

appliesto valuesof type“pointer to function” (i.e.,valuesthathold theaddressof a function)to indicatewhetherthe

function pointedto canbe calledby the untrustedcode.The accesspermissiono includesthe rights to “examine”,

“copy”, andperformotheroperationsnotcoveredby x andf. Themeetof two access-permissionsetsis their intersec-

tion. The meet of two tuples of access permissions is given by the meet of their respective elements.

3.4 Type Checking with Subtyping vs. Typestate Checking with Subtyping

Readerswho arefamiliar with theproblemsencounteredwith subtypingin thepresenceof mutablepointersmaybe

suspiciousof rule [Pointer]. In fact, rule [Pointer] is unsoundfor traditional flow-insensitive type systemsin the

absenceof aliasinformation.This is becauseaflow-insensitiveanalysisthatdoesnotaccountfor aliasingis unableto

determinewhetherthereareany indirectmodificationsto ashareddatastructure,andsomeindirectmodificationscan

have disastrouseffects.Figure4 providesa concreteexampleof this. The statementat line 8 changesclrPtr to

point to anobjectof thetypePoint indirectlyvia thevariablet, sothatclrPtr canno longerfulfill theobligation

to supply thecolor field at line 9.

A statictechniqueto handlethis problemhasto beableto detectwhethersuchdisastrousindirectmodifications

couldhappen.Thereareseveralapproachesto this problemfoundin the literature.For example,the linear typesys-

temgiven in [33] avoidsaliasesaltogether(andhenceany indirectmodifications)by “consuming”a pointerassoon

struct Point {
int(0:1:31) x;
int(0:1:31) y;

};

struct ColorPoint {
int(0:1:31) x;
int(0:1:31) y;
uint(24:0:8) color;

};

void f(Point* p) {
p->x++;
p->y--;

}

Figure 3: Subtyping Among Pointer Types
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asit is usedonce.Smithetal [29] usesingletontypesto trackpointers,andaliasconstraintsto modeltheshapeof the

store. (Their goal is to tracks non-aliasing to facilitate memory reuse and safe deallocation of objects.)

Anotherapproachinvolvesintroducingthenotionsof immutablefieldsandobjects[1]. The ideais that if t is a

subtypeof type t’ , type t ptr is a subtypeof t’ ptr only if any field of t that is a subtypeof thecorrespondingfield

of t’ is immutable.Moreover, if afield of t is apointer, thentheobjectpointedby it mustalsobeimmutable.This rule

appliestransitively. For thisapproachto work correctly, amechanismis neededto enforcetheseimmutability restric-

tions.

Our work representsyet a fourth technique.Our systemperformstypestatechecking,which is a flow-sensitive

analysisthat tracksaliasingrelationshipsamongabstractlocations.(Thesestatedescriptorsresemblethe storage-

shapegraphsof Chaseet al [4], andaresimilar to the diagramsshown in the right-handcolumnof Figure4.) By

inspectingthe storage-shapegraphsat programpoints that accessheap-allocatedstorage,we can (safely) detect

whetheranillegal field accesscanoccur. For instance,from theshapegraphthatarisesafterstatement8 in Figure4,

theanalysiscandeterminethat theaccessto color in statement9 representsa possiblememory-accesserror. Pro-

grams with such accesses are rejected by our safety checker.

4 Summarizing Function Calls

By summarizingfunction calls, the safety-checkinganalysiscanstopat the boundariesof trustedcode.Insteadof

tracinginto thebodyof a trustedcallee,theanalysiscancheckthata call obeys a safetypre-condition,andthenuse

thepost-conditionin therestof theanalysis.Wedescribeamethodfor summarizingtrustedcallswith safetypre-and

post-conditionsin termsof abstractlocations,typestates,andlinear constraints.The safetypre-conditionsdescribe

theobligationsthattheactualparametersmustmeet,whereasthepost-conditionsprovideaguaranteeontheresulting

state.

Currently, we producethesafetypre-andpost-conditionsby hand.This processis error-prone,andit would be

desirableto automatethe generationof function summaries.Recentwork on interproceduralpointer analysishas

shown that pointeranalysiscanbe performedin a modularfashion[5, 6]. Thesetechniquesanalyzeeachfunction

assumingunknown initial valuesfor parameters(andglobals)ata function’sentrypoint to obtainasummaryfunction

for thedataflow effect of thefunction.In futurework, we will investigatehow to usesuchtechniquesto createsafety

pre- and post- conditions automatically.

typedef Point *PointPtr;
typedef ColorPoint *ColorPointPtr;

1: ColorPoint clr;
2: Point bw;

3: void f2(void) {
4: PointPtr bwPtr = &bw;
5: ColorPointPtr clrPtr = &clr;
6: ColorPointPtr *r = &clrPtr;
7: PointPtr *t = r;
8: *t = bwPtr;
9: clrPtr->color = 1;
10:}

Figure4: Rule [Pointer] is unsound for flow-insensitive type checking in the absence of aliasing information.
(Assume the same type declarations as shown in Figure3.)

bwPtr bw

clrPtr clr
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clrPtr clr

r
clrPtr clr
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r
clrPtr

bwPtr bw
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bwPtr bw

bwPtr bw

After 4:

After 5:

After 6:

After 7:

After 8:
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We representthe obligation that must be provided by an actualparameteras a placeholderabstractlocation

(placeholder)whosesize,accesspermissions,andtypestateprovide thedetailedrequirementsthattheactualparame-

termustsatisfy. Whenaformalparameteris apointer, its statedescriptorcanincludereferencesto otherplaceholders

thatrepresenttheobligationsthatmustbeprovidedby thelocationsthatmaybepointedto by theactualparameter. In

our model,thestatedescriptorof a pointer-typedplaceholdercanreferto null, to a placeholder, or to a placeholder

andnull. If it refersto justnull, thentheactualparametermustpoint tonull. If it refersto aplaceholder, thenall

locationsthatarepointedto by theactualparametermustsatisfytheobligationdenotedby theplaceholder. If thestate

descriptorrefersto bothnull andaplaceholder, thentheactualparametermusteitherpoint to null, or to locations

that satisfy the obligation. We represent the pre-conditions as a list of the form “placeholder : typestate”.

Thesafetypost-conditionsprovide a way for thesafety-checkinganalysisto computetheresultingstateof a call

to a summarizedfunction.They arerepresentedby a list of post-conditionsof theform [alias context, placeholder:

typestate]. An alias context [5] is a setof potentialaliases(l eq l’ ) (or potentialnon-aliases(l neql’ )), wherel andl’

are placeholders. The alias contexts capture how aliasing among the actual parameters can affect the resulting state.

Thesafetypre-andpost-conditionscanalsoincludelinearconstraints.Whenthey appearin thesafetypre-condi-

tions,they representadditionalsafetyrequirements.Whenthey appearin thepost-conditions,they provideadditional

information about the resulting memory state after the call.

To make this ideaconcrete,Figure5 shows an examplethat summarizesthe C library functiongettimeof-

day. It specifiesthat for thecall to besafe,%o0 musteitherbe(i) null or (ii) betheaddressof a writable location

of sizesufficient for storinga valueof thetypestruct timeval.Thesafetypost-conditionsspecifythatafter the

executionof the call, the two fields of the locationwill be initialized, and%o0 will be an initialized integer. (On

SPARC, the actualparameterswill be passedthroughthe registers%o0, %o1, ..., %o5, andthe returnvalueof the

function will be stored in the register%o0.)

In the examplein Figure5, the aliascontexts areemptybecausethereis no ambiguityaboutaliasing.Having

alias contexts allows us to summarizefunction calls with better precision(as opposedto having to make fixed

assumptionsaboutaliasing).Now considertheexamplein Figure6, whichshowshow aliascontextscanprovidebet-

ter precision.Functiong returnseithernull or the object that is pointedto by the first parameter, dependingon

whether*p1 and*p2 are aliases.

Checkinga call to a trustedfunction involves a binding processand an updateprocess.The binding process

matchestheplaceholderswith actualabstractlocations,andcheckswhetherthey meettheobligation.Theupdatepro-

cessupdatesthetypestatesof all actuallocationsthatarerepresentedby theplaceholdersaccordingto thesafetypost-

conditions.

int gettimeofday (struct timeval *tp);

Safety Pre-condition:

%o0: <struct timevalptr, {null, t}, fo>

t: <struct timeval, u, wo>

Safety Post-condition:

[(), t: <struct timeval, [0:<int(0:1:31), i, o>, 32:<int(0:1:31), i, o>], o>]

[(), %o0 : <int(0:1:31), i, o>]

[(), %o1-%o5, %g1-%g7: <⊥(32),⊥, o>]

Figure 5: Safety Pre- and Post- Conditions.
The typestate of an aggregate is given by the typestates of its components(enclosed in“[“  and“]”) .

Each component is labeled by its offset (in bits) in its closest enclosing aggregate.
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Our goal is to summarizelibrary functions,which generallydo not do very complicatedthingswith pointers.

Thus,at presentwe have focusedonly on obligationsthatcanberepresentedasa treeof placeholders.Whenobliga-

tionscannotberepresentedin this way, we fall backon letting thetypestate-propagationphasetraceinto thebodyof

thefunction.Tree-shapedplaceholdersallow thebindingprocessto becarriedoutwith asimplealgorithm:Thebind-

ing algorithm iteratesover all formal parameters,and obtainsthe respective actualparametersfrom the typestate

descriptorsat thecall site.It thentraversestheobligationtree,checkswhethertheactualparametermeetstheobliga-

tion, andestablishesa mappingbetweentheplaceholdersandthesetof abstractlocationsthey mayrepresentin the

store at the callsite.

The binding processdistinguishesbetweenmay information and must information. Intuitively, a placeholder

mustrepresenta locationif thebindingalgorithmcanestablishthat it canonly representa uniqueconcretelocation.

Thealgorithmfor theupdatingprocessinterpretseachpost-condition.It distinguishesa strongupdatefrom a weak

updatedependingonwhetheraplaceholdermustrepresentauniquelocationor mayrepresentmultiple locations,and

whetherthealiascontext evaluatesto trueor false.A strongupdatehappenswhentheplaceholderrepresentsaunique

locationandthe aliascontext evaluatesto true. A weakupdatehappensif the placeholdermay representmultiple

locationsor the aliascontext cannotbe determinedto be eitherdefinitely true or definitely false;in this case,the

typestateof thelocationreceivesthemeetof its typestatebeforethecall andthetypestatespecifiedin thepost-condi-

tion. Whenthealiascontext cannotbedeterminedto beeitherdefinitely trueor definitely false,theupdatespecified

by the post-condition may or may not take place. We make the safest assumption via a weak update.

5 Inferring Information about Stack-Allocated Arrays

Determininginformationaboutarraysthat resideon the stackis difficult becausewe needto figure out both their

typesandtheir bounds.Our previous work [35] requiredmanualannotationsof proceduresthat madeuseof local

arrays.In this section,we describea methodfor inferring thata subrangeof a stackframeholdsanarray, andillus-

trate the method with a simple example.

Figure7 shows a C programthatupdatesa local array;thesecondcolumnshows theSPARC machinecodethat

is producedby compiling the programwith “gcc -O” (version2.7.2.3).To infer that a local array is present,we

examineall live pointerseachtime thetypestate-propagationalgorithmreachestheentryof a loop. In thefollowing

discussion,theabstractlocationSF denotesthestackframethat is allocatedby theadd instructionat line 2; SF[n]

denotes the point inSF at offsetn; andSF[s,t] denotes the subrange ofSF that starts at offsets and ends at offsett-1.

By abstractlyinterpretingthe add instructionsat lines 3 and5, we find that %g3 points to SF[96] and%g2

pointsto SF[176]. Thefirst time the typestate-checkingalgorithmvisits the loop entry, %g2 and%o1 bothpoint to

SF[176] (seethe third columnof Figure7). Abstractly interpretingthe instructionsfrom line 10 to line 14 reveals

thatSF[96,100] storesaninteger. Thesecondtime thetypestate-checkingalgorithmvisits theloop entry, %g3 points

PointPtr g(PointPtr *p1, PointPtr* p2){

*p2 = null;

return *p1

}

Safety Pre-condition:

%o0: <PointPtr ptr, {q1}, fo>

%o1:<PointPtr ptr, {q2}, fo>

q1:<PointPtr, {r1}, fo>

Safety Post-condition:

[(q1 neq q2),%o0 : <PointPtr, {r1}, ...>]

[(q1 eq q2),%o0 : <PointPtr, {null}, ...>]

Figure 6: An example of safety pre- and post-conditions with alias contexts.
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to eitherSF[96] or SF[104]. We now have a candidatefor a local array. Thereasoningrunsasfollows: if we create

two fictitious componentsA andB of SF (asshown in the right-mostcolumnin Figure7), then%g3 canpoint to

eitherA or B (whereB is acomponentof A). However, aninstructioncanhaveonly one(polymorphic)usageatapar-

ticularprogrampoint; therefore,apointertoA andapointertoB musthavecompatibletypes.Theonly choice(in our

typesystem)is apointerinto anarray. Lettingτ denotethetypeof thearrayelement,wecomputeamostgeneraltype

for τ by the following steps:

1. Computethesizeof τ. Wecomputethegreatestcommondivisor (GCD)of thesizesof theslotsthataredelimited

by thepointerunderconsideration.In this example,thereis only oneslot:SF[96, 104], whosesizeis 8. There-

fore, the size ofτ is 8.

2. Computethepossiblelimits of thearray. Weassumethatthearrayendsat thelocationjustbeforetheclosestlive

pointer into the stack (other than the pointer under consideration).

3. Computethetypeof τ. Assumingthatthesizeof τ wehavecomputedis n, wecreateafictitious locationeof size

n, andgive it aninitial typeT(n). We thenslideeover theareathatwehave identifiedin thesecondstep,n bytes

ata time—e.g.,SF[96,176],8 bytesata time—andperformameetoperationwith whatever is coveredby e. If an

areacoveredby e (or asub-areaof it) doesnothavea typeassociatedwith it, weassumethatits typeis T. In this

example, theτ that we find is

struct {

int m1;

T(32)m2;

}

No morerefinementis neededfor this example.In general,we mayneedto make refinementsto our findingsin later

iterationsof the typestate-checkingalgorithm.Eachrefinementwill bring theelementtypeof thearraydown in the

type lattice. In this example,the addressunderconsiderationis the valueof a register; in generalit could be of the

form “r1+r2”  or “r1 +n” , wherer1 andr2 are registers andn is an integer.

This methodusessomeheuristicsto computethepossiblelimits of thearray. This doesnot affect thesoundness

of this approachfor the following two reasons:(i) The typestate-propagationalgorithmwill make surethat thepro-

gramis typecorrect.This will ensurethat theelementtypeinferredis correct.(ii) Theglobal-verificationphasewill

verify later that all references to the local array are within the inferred bounds.

C program SPARC Machine Language First Time Second Time

typedef struct {
  int f;
  int g;
} s;

int main() {
  s a[10];
  s *p = &a[0];
  int i=0;
  while (p<a+10) {
    (p++)->f = i++;
  }
}

1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:

main:
add %sp,-192,%sp
add %sp,96,%g3
mov 0,%o0
add %sp,176,%g2
cmp %g3,%g2
bgeu .LL3
mov %g2,%o1

.LL4:
st %o0,[%g3]
add %g3,8,%g3
cmp %g3,%o1
blu .LL4
add %o0,1,%o0

.LL3:
retl
sub %sp,-192,%sp

Figure 7: Inferring the Type and Size of a Local Array.
The label.LL4 represents the entry of the while loop.

%sp

%g3

192

176

96

%g2
%o1

%sp

%g3

192

176

96

%g2
%o1

104

int

A

B



Page 10

 October 19, 2000

Notethatit doesnotmatterto theanalysiswhethertheoriginalprogramwaswritten in termsof ann-dimensional

arrayor in termsof a1-dimensionalarray;theanalysistreatsall arraysas1-dimensionalarrays.Thisapproachworks

evenwhentheoriginalcodewaswritten in termsof ann-dimensionalarraybecausethelayoutschemethatcompilers

usefor an n-dimensionalarrayinvolvesa linear indexing scheme,which is reflectedin linear relationshipsthat the

analysis infers for the values of registers.

6 Range Analysis

The techniquewe have usedfor array boundscheckingin our earlier work [35], and techniquessuch as those

describedby CousotandHalbwachs[8] aremoreprecise,but haveahighercost.Wedescribeasimplerangeanalysis

thatdeterminessafeestimatesof therangeof valueseachregistercantake on at eachprogrampoint [32].This infor-

mationcanbeusedfor determiningwhetheraccesseson arraysarewithin bounds.We take advantageof thesynergy

of anefficient rangeanalysisandanexpensive but powerful techniquethatcanbeappliedon demand.We apply the

program-verification technique only for the conditions that cannot be proven by the range analysis.

Therange-analysisalgorithmthatweuseis astandardworklist-basedforwarddataflow algorithm.It findsasym-

bolic rangefor eachregisterat eachprogrampoint. In our analysis,a rangeis denotedby [l, u], wherel andu are

lower andupperboundsof theform ax+by+c (a, b, andc areintegerconstants,andx andy aresymbolicnamesthat

serve asplaceholdersfor eitherthebaseaddressor the lengthof anarray).Thereasonthatwe restricttheboundsto

theform of ax+by+c is becausethatarray-boundschecksusuallyinvolvescheckingeitherthat therangeof anarray

index is a subrangeof [0, length-1], or that the rangeof a pointer that points into an array is a subrangeof [base,

base+length-1], wherebaseandlengtharethebaseaddressandlengthof thearray, respectively. In theanalysis,sym-

bolic names such asx andy stand for (unknown) values of quantities likebase andlength.

Rangesform a meetsemi-latticewith respectto thefollowing meetoperation:for rangesr=[l, u], r’ =[l’ , u’], the

meetof r andr’ is definedas[min(l, l’ ), max(u, u’)]; the top elementis theemptyrange;thebottomelementis the

largestrange[−∞, ∞]. Thefunctionmin(l, l’ ) returnsthesmallerof l and l’ . If l and l’ arenot comparable (i.e., we

cannotdeterminethe relative orderof l and l’ because,for instance,l=ax+by+c, l’=a’x’+b’y’+c’ , x≠x’, andy≠y’),

min returns−∞. Thefunctionmaxis definedsimilarly exceptthatit returnsthegreaterof its two parameters,and∞ if

its two parameters are not comparable.

We give a dataflow transferfunction for eachmachineinstruction,anddefinedataflow transferfunctionsto be

strict with respectto the top element.We introducefour basicabstractoperations,+, −, ×, and÷, for describingthe

dataflow transfer functions. The abstract operations are summarized below, wheren is an integer:

[l, u] + [l’, u’ ] = [l  +− l’ , u ++ u’]

Operations x=x’, y=y’ x=x’, y≠y’ x≠x’, y=y’ x≠x’, y≠y’

++
(a+a’)x+(b+b’)y+c+c’

if (a+a’)=0, by+b’y’+c+c’
otherwise, ∞

if (b+b’)=0, ax+a’x’+c+c ’
otherwise, ∞

∞

+−
if (a+a’)=0, by+b’y’+c+c’
otherwise, −∞

if (b+b’)=0, ax+a’x’+c+c ’
otherwise, −∞

−∞

−+
(a−a’)x+(b−b’)y+c−c’

if (a−a’)=0, by−b’y’+c −c’
otherwise, ∞

if (b−b’)=0, ax−a’x’+c −c’
otherwise, ∞

∞

−−
if (a−a’)=0, by−b’y’+c −c’
otherwise, −∞

if (b−b’)=0, ax−a’x’+c −c’
otherwise, −∞

−∞

Figure 8: Binary Operations over Symbolic Expressions.



Page 11

 October 19, 2000

[l, u] − [l’, u’ ] = [l −− u’, u −+ l’ ]

[l, u] × n = [l × n, u × n]

[l, u] ÷ n = [l ÷ n, u ÷ n]

Thearithmeticoperations++, +−, −+, −− over boundsax+by+c anda’x’ + b’y’+c’ aregivenin Figure8, wherea, b,

a’, andb’ arenon-zerointegers.Thesearithmeticoperationsensurethattheboundsarealwaysof theform ax+by+c.

Comparisoninstructionsare a major sourceof boundsinformation.Becauseour analysisworks on machine

code,weneedonly considertestsof two forms:w ≤ v andw = v (wherew andv areprogramvariables).Figure9 sum-

marizesthedataflow transferfunctionsfor thesetwo forms.Weassumethattherangesof w andv are[lw, uw] and[lv,

uv] before the tests. The functionmin1(l, l’ ) andmax1(l, l’ ) are defined as follows:

If a upperboundof a rangeis smallerthanits lower bound,therangeis equivalentto theemptyrange.For thedata-

flow functionsfor variablesw andv alongthe falsebranchof the testw=v, we could improve precisionslightly by

returning the empty range whenlw, uw, lv, anduv are all equal.

To ensuretheconvergenceof therange-analysisalgorithmin thepresenceof loops,weperformawideningoper-

ation at a nodein the loop that dominatesthe sourceof the loop backedge.Let r=[l, u] be the rangeof an arbitrary

variablex at thepreviousiterationandr’=[ l’, u’] bethedataflow valueof x at thecurrentiteration.Theresultingrange

will be r’’= r ∇ r’ where∇ is the widening operator defined as follows:

[l, u] ∇ [l’, u’ ] = [l’’, u’’], where

Wesharpenthebasicrangeanalysiswith two enhancements.Thefirst enhancementdealswith selectingthemost

suitablespotin a loop to performwidening.Thekey observationis thatfor a “do-while” loop (which is thekind that

dominatesin binarycode2), it is moreeffective to performwideningright beforethetestto exit theloop. In thecase

of a loopthatiteratesoveranarray(e.g.,wherethelooptestis “ i < length”) thisstrategy minimizestheimprecisionof

our relatively crudewideningoperation:the rangefor i is widenedto [0, +∞] just beforethe loop test,but is then

immediatelysharpenedby the transferfunction for the loop test, so that the rangepropagated along the loop’s

backedgeis [0, length-1]. Consequently, theanalysisquiescesaftertwo iterations.Thesecondenhancementis to uti-

Test w v

w = v
True Branch [max1(lw, lv), min1(uw, uv)] [max1(lv, lw ), min1(uv, uw)]

False Branch [lw, uw] [lv, uv]

 w ≤ v
True Branch [lw, min1(uw, uv)] [max1(lv, lw), uv]

False Branch [max1(lw, lv+1), uw] [lv, min1(uv, uw-1)]

Figure9: Dataflow Functions for Tests.

2. Although “while” and “for” loops are more common in source code, compilers typically transform them to an “if”
with a“do-while” in the“then-part”of the“if”. After this transformationhasbeendone,thecompilercanexploit the
fact that the code in the body of the “do-while” will always be executed at least once if the loop executes. Thus, it is
possible to perform code-motion without the fear of ever slowing down the execution of the program. In particular,
the compiler can hoist expressions from within the body of the loop to the point in the “then-part” just before the
loop, where they are still guarded by the “if”.

min1 l l'( , )
min l l'( , ) i f comparable l l'( , )

l otherwise



= and max1 l l'( , )
max l l'( , ) i f comparable l l '( , )

l otherwise



=

l''
∞– i f l' l<( )

l otherwise



= and u''
∞ i f u u'<( )
u otherwise




=
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lize correlationsbetweenregistervalues.For example,if the testunderconsiderationis r < n andwe canestablish

thatr = r’+c at thatprogrampoint,wherec is a constant,we canincorporatethis informationinto therangeanalysis

by assuming that the branch also testsr’ < n-c .

7 Case Studies

All of the techniquesdescribedabove, with the exceptionof the techniquefrom Section5 to infer sizesof local

arrays,havebeenimplementedin oursafety-checker for SPARC machineprograms[35]. We illustratethebenefitsof

theseimprovementson a few exampleprograms.Theseexamplesincludearraysum,start-timerandstop-timercode

takenfrom Paradyn’s performance-instrumentationsuite[12], two versionsof Btreetraversal(oneversioncompares

keys via a functioncall), hash-tablelookup,a kernelextensionthatimplementsa page-replacementpolicy [28], bub-

ble sort, two versionsof heapsort (onemanuallyinlined versionandoneinterproceduralversion),stack-smashing

(example9.b describedin [25]), MD5Updateof the MD5 Message-DigestAlgorithm [22], several functionsfrom

jPVM [10] (two cases,whereonecaseincludesmorefunctions),anda modulein thedevicedriver /dev/kerninst[31]

that reads the kernel symbol table.

In our experiments,we wereableto find a safetyviolation in theexamplethat implementsa page-replacement

policy—it attemptsto dereferenceapointerthatcouldbenull—andweidentifiedall arrayout-of-boundsviolations

in thestack-smashingexample,andall arrayout-of-boundsviolationsin the /dev/kerninstexample.Figure10 sum-

marizesthe time neededto verify eachof theexampleson a 440MHzSunUltra 10 machine.The timesaredivided

into thetimesto performtypestatepropagation,createannotationsandperformlocalverification,performrangeanal-

ysis,andperformglobal verification.Figure10 alsocharacterizesthe examplesin termsof the numberof machine

instructions,numberof branches,numberof loops(total versusnumberof innerloops),numberof calls(total versus
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Instructions 13 20 22 25 25 36 41 51 71 95 157 309 315 339 883

Branches 2 5 1 4 5 3 11 11 9 16 12 89 16 45 11

Loops
(Inner loops)

1 2 (1) 0 1 2 (1) 0 2 (1) 2 (1) 4 (2) 4 (2) 3 7(1) 3 6(4) 5(2)

Procedure Calls
(Trusted Calls)

0 0
1

(1)
1

(1)
0

2
(2)

0
4

(4)
3 0

21
(21)

2
40

(40)
36

(25)
6

Global Conditions
(Bounds Checks)

4
(2)

9 13
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(2)

19
(10)

17
41

(18)
42

(16)
56

(26)
84

(42)
57

(18)
162

(136)
99

(18)
134
(58)

135
(38)

Source Language C C C C C C C C C C C C C C++ C

Typestate Propagation 0.02 0.05 0.02 0.04 0.04 0.04 0.09 0.11 0.18 0.15 0.63 0.68 3.08 4.60 6.95

Annotation 0.003 0.006 0.006 0.006 0.005 0.007 0.008 0.011 0.015 0.015 0.034 0.033 0.069 0.073 0.083

Range Analysis 0.01 0 0 0.01 0.03 0 0.03 0.03 0.08 0.13 0.13 0.52 0.26 0.79 0.87

Global Verification 0.06 0.16 0.11 0.35 0.18 0.13 0.42 0.39 1.13 2.49 0.78 12.99 1.57 18.6 5.66

TOTAL (Seconds) 0.09 0.21 0.13 0.40 0.25 0.17 0.54 0.54 1.40 2.78 1.58 14.22 4.97 22.92 13.07

Figure10: Characteristics of the Examples and Performance Results.
The test cases written in C are compiled withgcc -O (version 2.7.2.3),

and the example /dev/kerninst written in C++ is compiled with Sun Workshop Comipler 5.0.
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numberof calls to trustedfunctions),numberof globalsafetyconditions(numberof boundschecks),andthesource

languagein whicheachtestcaseis written.Notethatthecheckingof thelowerandupperboundsareregardedastwo

separate safety conditions. The times to verify these examples range from 0.1 seconds to 23 seconds.

Theextensionsto thetypestatesystemallow usto handlea broaderclassof real-life examples.Having bit-level

representationsof integersallow theanalysisto dealwith instructionsthatload/storeapartialword in theMd5Update

andstack-smashingexamples.Thetechniqueto summarizetrustedfunctionsallow theanalysisto usesummariesof

severalhostandlibrary functionsin hash,start-andstop-timer, Btree2,the two jPVM examples,and/dev/kerninst.

For theseexamples,we simply summarizethe library functionswithout checkingthem.This implies that theexam-

plesaresafeonly if thelibrary functionsaresafe.In principle,wecouldcheckthelibrary codeonceandusethesum-

marieswhenever possible.Subtypingamongstructuresand pointersallows summariesto be given for JNI [9]

methodsthatarepolymorphic.For example,theJNI function“jsize GetArrayLength(JNIEnv* env, jar-

ray array)” takesthe typejarray asthesecondparameter, andit is alsoapplicableto the typesjintArray

andjobjectArray, bothof which aresubtypesof jarray. Becauseall Java objectshave to bemanipulatedvia

the JNI interface,we model the typesjintArray andjobjectArray asphysical subtypesof jarray when

summarizing the JNI interface functions.

Symbolicrangeanalysisallows thesystemto identify theboundariesof anarraythatis onefield of astructurein

theMD5 example.Whenthe typestate-propagationalgorithmneedsinformationabouttherangeof a registervalue,

we run an intraproceduralversionof the rangeanalysison demand,andthe intraproceduralrangeanalysisis run at

mostoncefor eachfunction.In the11of our testcasesthathavearrayaccesses,rangeanalysiseliminated60%of the

total attemptsto synthesizeloop invariants.In 4 of the11 testcases,it eliminatedtheneedto synthesizeloop invari-

antsaltogether. Theresultingspeedupfor globalverificationrangesfrom -0.4%to 63%(with amedianof 37%).Fur-

thermore,in conjunctionwith improvementsthatwe madeto our global-verificationphase,rangeanalysisallows us

to verify the/dev/kerninstexample,which we werenot ableto handlepreviously. Figure11 shows thetimesfor per-

forming global verification, togetherwith the times for performingrangeanalysis(normalizedwith respectto the

timesfor performingglobal verificationwithout rangeanalysis).The reasonthat theanalysisof thestack-smashing

Figure11: Times to perform global verification with range analysis normalized with respect to times to
perform global verification without range analysis.
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exampleis sloweddown is becausemostarrayaccessesin thatexampleareout of bounds.Whenthearrayaccesses

are,in fact, out of bounds,rangeanalysiswill not speedup the overall analysisbecausethe analysisstill needsto

apply theprogram-verificationtechniquebeforeit canconcludethat therearearrayout-of-boundsviolations.Simi-

larly, the reasonthat hashis slowed down is becauseonly 2 of the 14 conditionsarearray-boundschecks,andthe

range analysis cannot prove that the array accesses are within bounds.

8 Related Work

Thereareseveral papersthat have investigatedtopicsrelatedto the typestate-checkingsystemandsymbolicrange

analysis that we use.

Morrisettet al [14,15,17]introducedthenotionof typedassemblylanguage(TAL). Our typesystemandtheirs

modeldifferentlanguagefeatures:For instance,TAL modelsseveral languagefeaturesthatwe do not address,such

asexceptionsandexistential types.On the otherhand,our systemmodelssizeandalignmentconstraints,whereas

TAL doesnot.Furthermore,theTAL typesystemdoesnot supportgeneralpointersinto thestack,andbecausestack

andheappointersaredistinguished,onecannotdeclarea functionthatreceivesa tupleargumentthatcanacceptboth

a heap-allocatedtupleat onecall siteanda stack-allocatedoneat anothercall site [16]. Finally, TALx86 introduces

specialmacrosfor arraysubscriptingandupdatingto prevent an optimizerfrom reschedulingthem.(Thesemacros

expandinto codesequencesthatperformarray-boundschecks).We imposeno suchrestrictionson the idiomsthata

compilercanemploy to implementarraysubscripting.TAL achievesflow-sensitivity in a differentway thanour sys-

temdoes;with TAL, differentblocksof codearelabeledasdifferentfunctions,andtypesareassignedto theregisters

associatedwith eachfunction.Oursystemachievesflow-sensitivity by having adifferenttypestateateachinstruction.

Mycroft [11] describeda techniquethat reverseengineersC programsfrom target machinecodeusing type-

inferencetechniques.His type-reconstructionalgorithm is basedon Milner’s algorithm W [13]; it associatestype

constraintswith eachinstruction in an SSA representationof a program;type reconstructionis via unification.

Mycroft’s techniqueinfers recursive data-typeswhenthereareloopsor recursive procedures.We startfrom annota-

tions aboutthe initial inputs to the untrustedcode,whereashis techniquerequiresno annotation.We useabstract

interpretation,whereasheusesunification.Notethatthetechniquewe useto detectlocal arraysis basedon thesame

principleashis unificationtechnique.Mycroft’s techniquecurrentlyonly recoverstypesfor registers(andnot mem-

ory locations),whereasour techniquecanhandleboth stack-andheap-allocatedobjects.Moreover, his technique

recoversonly type information,whereasourspropagatestype,state,andaccessinformationaswell. Our analysisis

flow-sensitive, whereasMycroft’s is flow-insensitive, but it recoversa degreeof flow sensitivity by usingSSAform

so that different variables are associated with different live ranges.

Ramalingam et al [21] describean efficient algorithmfor decomposingaggregatessuchasrecordsandarrays

into simplercomponentsbasedon theaccesspatternsspecificto agivenprogram.Thetechniqueweuseto infer local

arrays identifies aggregates (arrays) based on the access pattern that is specific to a loop.

Severalpeoplehave describedtechniquesthatcanbeusedto staticallycheckfor out-of-boundsarrayaccesses.

CousotandHalbwachs[8] describeda methodthat is basedon abstractinterpretationusingconvex hulls of polyhe-

dra.Their techniqueis precisein thatit doesnotsimply try to verify assertions,but insteadtriesto discoverassertions

thatcanbededucedfrom thesemanticsof theprogram.Our rangeanalysiscanberegardedasa simpleform of Cou-

sotandHalbwachs’analysiswith aneye towardsefficiency. Our goal is to take advantageof thesynergy of aneffi-

cient rangeanalysisand an expensive but powerful program-verification technique[30] that can be applied on

demand.Weapplytheprogram-verificationtechniqueonly for conditionsthatcannotbeprovenby therangeanalysis.
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Verbruggeet al [32] describeda range-analysistechniquecalledGeneralizedConstantPropagation(GCP).Our

symbolic rangeanalysisdiffers from GCP in the following respects:GCP usesa domainof intervals of scalars,

whereaswe usesymbolicranges.GCPattemptsto balanceconvergenceandprecisionof analysisby “steppingup”

rangesfor variablesthathave failedto convergeaftersomefixednumberof iterations.Weperformawideningopera-

tion right away for quicker convergence,but sharpenour analysisby selectingsuitablespotsin loopsfor performing

the wideningoperation,andalsoby incorporatingcorrelationsamongregistervalues.Both GCPandour technique

usepoints-toinformationdiscoveredin an earlieranalysisphase.Our currentimplementationof rangeanalysisis

context-insensitive, whereas GCP is context-sensitive.

RuginaandRinard[23] alsousesymbolicboundsanalysis.Their analysisgainscontext sensitivity by represent-

ing thesymbolicboundsfor eachvariableasfunctions(polynomialswith rationalcoefficients)of theinitial valuesof

formalparameters.Theiranalysisproceedsasfollows:For eachbasicblock, it generatestheboundsfor eachvariable

at theentry; it thenabstractlyinterpretsthestatementsin theblock to computetheboundsfor eachvariableat each

programpoint insideandat theexit of thebasicblock.Basedon thesebounds,they build a symbolicconstraintsys-

tem, andsolve the constraintsby reducingit to a linear programover the coefficient variablesfrom the symbolic

boundpolynomials.They solve the symbolicconstraintsystemwith the goal of minimizing the upperboundsand

maximizing the lower bounds.

Bodik et al [8] describea methodto eliminatearray boundschecksfor Java programs.Their methodusesa

restrictedform of linearconstraintscalleddifferenceconstraints thatcanbesolvedusinganefficient graph-traversal

algorithmon demand.Their goal is to apply their analysisto arrayboundschecksselectively basedon profile infor-

mation,andfall backon run-timechecksfor coldcodeblocks.Wagneretal [87] have formulatedthebuffer-overrun-

detectionproblemasan integer constraint problemthat canbe solved in linear time in practice.Their analysisis

flow- and context-insensitive with a goal of finding as many errors as possible.
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