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Authorization Problem

[FOF a given: security: policy: Pwith' respect
{0 a reseurce’ R, can principal A acecess R ?

s Straightierward ina centralized environment

x But real-worldlis not centralized

RESOUICES/SErVICES, are located In different
administrative domains

NG’ centralized authority—policies, cross demains!

PrIVaGy CONCErNS—USErs may net Want to) reveal
teo much infermation
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Cross-Domain Authorization

Q1: Should Alice be allowed to access R in domain UW?
Q2: If so, prove it!

Centralized Solution

Certificate
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Solution:
Distributed Certificate-Chain: DISCoVery.

Based o5l tWe technelogies

= SPKI/SIDSI—altrust-managementlanguage
s WPDS—\Weighted Pushdewn: Systems

Employs al distributed algoerithm, to findl certificate chains

s Previous appreaches Use centralized algorithms
SP/SDSE, T, &t

Addresses! privacy: Issue—dees not reveall sensitive infermation

Scalable
s Jlested in a simulated envirenment with up: to 1,600 certificates
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Why: Use Weighted Pushdown Systems?

WPDS technoloegy enables a distributed solution: for
thejauthorization preblem

x WPDS reachability: algorithm tses anl autematen te
summarize knoewledge = synopsis of SPKI/SIDSI proof

s 110 send a relevant proof fragment, ship an automaton
fragment
Addresses shoertcomings of: previous SPKI/SDSI work
= A proeof may: consist of multiple certificate; chains

= Original approach off Rivest et al. only capable of finding
Single-chain proeoeis

s Addresses privacy CoOncerns




Status

A pretotype has been built and tested
s Uses a) SPKI/SDST library: ter manage certificates
s Uses the WPDS Library te perforn proof: seakeh

s Distriputed algoerithm: coerdinatess Interactions
petween multiple domains



DoD Interests

SBIR: AF03-095:
Cross-domain user identity and credential management

Maintain erganizational Namespace: CONSISLENEY

Enable information-system: manaders to, effectively:deal with
the rapid conselidation and turnever off persennel within
mission criticall fiorce packade

SBIR: AF04-094. SBIR: NO5-085:
XML Guard Cross-Domain
Document-Based Collaboration
s Investigate cross-domaiﬁ Develops technologies thatienable
guarding advancement SEcUre; cress-domain| collaboeration
opportunities made possible technoelogies
by the rapid growth off XML = Secure and certifiable sharing and
technoelogies editing off composite documents
containing sensitive
information
s Span multiple security: levels




Outline

SPKI/SDSI Background

Pistributed Certificate-Chain [DISCOVErY
Using WPIDS



Cross-Domain Authorization

EXISting
ApPpProaches:
Issues SPKT/SPSI, R,

PRlIcy Management

IHow! ter manage certificates
when| there are multiple
administrative domains?

PRlICY Enfercement

How! te prove that one is
allowed to access a
resource?

Requires all certificates to
be sent to a single site
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Our Foecus: SPKI/SDSI

Simple Public Key: Infirastructure; (SPKL)/
Simple Distributea’ Security: Infirastructure (SDSI)

s A trust-management system) that addresses, cross-aomain authoerization
WO COmMPORENLS:

a PHRACIPaIS
Resource 6Wners; USers, databases, Etc.
Represented by their public keys, €.9. Kier, Konp, Kes

s Certificates
Security: policy: = set oft certificates

NG need fior a centralized authority!
= Any principal can issue a certificate
= Each certificate specified and signed! by: the /ssuing principal
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SPKI/SDSI Name Certificates

Format: (Key, Name, Subject;, Validity)

= Meaningk Subject isiar member off the group: KANeW
(tor Key) asi“Name"

= FOr convenience: Key Name — Subjject;

Map public keysitormeaningful (lecall) names
s Alice is a faculty member in CS: K. faculty — K.,
s Bob isi ore off Alice’s students: Kaice STUdent — Kg,

Declares membership: relation across domains
s K, friend — K., enemy
= K,y faculty — K.c faculty
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SPKI/SDSI Authorization Certificates

[Format: (Key, Subject, Delegatiion, Tiag), Validity)
= Meaning: Key grants right “Tiag™ te SubjecH
= FOr CONVEnIence: Key m= Sibject Delegation

Grantis) acEEess| Permission to; other principals

= e.g. Bob can read Prof. Alice’s homework directiory:
Directly: Kas, S ?
Indirectly’— via 1 or mere name: certificates:
K4ice Students — Ky o

K [ T K,jice Students l

May: delegate rights' to other principals
R
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Certificate-Chain

An' authorization! proofiIs ai chain| i Certificates

Kowey B
W Kuow O = K < faculty m

K. s faculty.

W K. s faculty — K. faculty

Kee fraculiy
\ Kces faculty — Koo

|<Alice _
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Algorithms, fior
Certificate-Chain: Discovery

Previeus; certificate-chain-discovery: algorithms! reguike
all certificates to be sent tora single site

s Defeats the; purpoese; off having cress-domain; Security: policies
x No privacy! Eachisite must reveallits certificates

Tihis werk
x Distributed algorithm fior CErtificate-cnaln: dISCOVERY
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Outline

Pistributed Certificate-Chain [DISCOVErY
Using WPIDS



Distributed Certificate-Chain
DISCOVErY—IHoW?

Exploit relationships among certificates
x WWho has related’ certificates?

Map: SPKI/SDSI certificate-chain problem
to Weighted Pushdoewn| Systemi (WPDS)
domain

s Shipr autematon firagments tor dififerent sites
s Different: sites collaborate on proof
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Exploit Certificate Relationships

e

R
CKUW = K 5 faculity UW' B4 LS has certificates
‘ related to UW

Kie Taculiy— K- fracul’;
LS '/ S / {4 CS has certificates
l related to LS

Kcs facul’ry — KA,ice K. K

CSr "MAlice

Cross-site certificates
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Weighted Pushdewn System
(WPDBS)

Plushdewn System (PDS), plts
s \Weights onl transition rules

lihree components
= States: {0,,0,,03}
= Stack symbols:  {A, B, C, D}

s [ransitions rules with welghts:
07, A> ¥ <0,, £>
<g;, A> =5 <0,, B>
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Map: SPKI/SDSI to WPDS

SPKI/SDSI Certificates <4mmmm) \/PDS Transition Rules

R
Kyw O R, K = faculiy | <Kyw, &> — <K o, faculty, B >

SPKI/SDSI Certificate Chain ﬁ m

Ky D LA K. s faculty H

K s faculty — K. faculity

Automaton
State

Rule 3

K
Koy
Kes fiaculty — Kyjice Goal @

-
Initial
D Automaton
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Distributed Certificate-Chain
Discovery: Using \WPDS

Q- @

@ Automaton
Kuw fragment
e
KLS
@@
KBIO KCSI KAIice
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Distributed Certificate-Chain
Discovery: Using \WPDS

W appreaches, derived firom the
Generalized Pushdown Reachability’ (GPR)
problems in \WPDS:

s Generalized Pushdewn Successor (GPS)
Distributed Post™*

s Generalized Pushdown Predecessor (GPP)
Distributed Pre*
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ExXampia

R is accessible to faculty members in
the college of LS.

[ University of Wisconsin (UW) }

<Kyw., 0> —')2<KL5 , faculty m>

Faculty members of Bio and CS

are faculty members of LS.

[ Letters and Sciences (LS) }

<K, s, faculty> — <Ky, faculty>

<K, s, faculty> — <K.s, faculty>

Alice is a faculty member in CS.

Biology (Bio Computer Sciences (CS)] [ ]

<K.s , faculty> — <K,;....e>
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Distributed Post™

Start search (Req. ID
e’ 22,

! <Kuw, (1> — <KL5/ fGCUH'y, N>

X %
o &
b
o C
Q O
Kis “K_s, faculty> — <«Ks, faculty > oy n
<K, g, faculty> — <Kprg , faculty > <n =+
\(p|
S S
.~
BIO <Kcs: faculty> — <Kyjice 5>b’
KBIO KCSKAIice

; Alice
Register (Req. ID)
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BIO

KBIO

Distributed Post™

Alice

Alice, Req. ID
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Distributed Post™

< -, faculTy> — <K, facul*ry >
<K, o, fozulty> — <Ky, faculty >

BIO
KCSI I<AIice

Alice, Req. ID
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Distributed Post™

faculty

@w faculty
Kerg Reg. ID

KCSI I<AI|ce

Alice, Req. ID
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Distributed Post™

/ ‘ faculty‘

m/w

'\CSI Alice

Alice, Req. ID
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Preserving Privacy.

Start search (Req. ID
0

e Only knows req. ID
e Does not know who request it

e Only knows who the client is
e Does not know what client is
accessing

BIO

KCS KAIice

Register (Req. ID)
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Multiple Certificate; €hains

IR real werld, ar prooli may.
consist; off multiple certificate Kow
Chains

s PreviousiworksassUnmes one
certificaterehain

OUur approeachi addresses’ Ko

thisiissue

x \WPDS enables us to) solve the
problem—using semirings

BIO

KBCS
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WPDS and Multiple Certificate Chains
JIE &

LS\

)

{read} {write)
B0 - Ccs)
I<CS

810

WPDS Semiring e
Combine operation Alice

Alice requests for {read, write}
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Euture Work

Performance enhancement

s Use caching tos reduce response time
EEspecially: for Iong| certificate chains

s Network: optimization—piggynack MESSages
Jlermination

s How! to determine wnether all'possible patis
ave Deen exploited and terminate the; search
early?
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END

QUEStIoNS an@ CoOMmMmMERLS?
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