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Abstract End-to-end service quality is quite desirable to many

users in the Internet for a large set of applications, includ
Internet quality of service is required by many applicang but not limited to interactive voice, video conferenc-
tions such as interactive voice and video that could fual, telepresence, and distributed games. While these ap-
the further growth of the network, but it is not widelylications are supported on the Internet today, the experi-
available to end-users. While ISPs are providing Qaices of users at different locations and times vary widely.
within VPNs, end-hosts connected to the public Interngg address this issue, ISPs offer enterprises Virtual Rriva
and linked by paths that cross multiple ISPs can do litigetworks (VPNs) with service guarantees in the form of
to influence the quality of the service for their traffic. Ougervice Level Agreements (SLAs). Applications sensitive
core observation is that the existing contracts between ngtservice quality are supported over such VPNs, but all
works are an obstacle to multi-ISP service quality becalé‘mjpoints have to be on the network of a single organiza-
remote ISPs on the path of the traffic have no incentiven — a far cry from the near universal reach that helped
to provide good service when needed. We propdda email and the web rival telephone and television as top
carte, an economic framework that addresses this praktbmmunication conduits.

lem. Among its properties are: 1) end-users can choos&rg enaple the Internet to support applications sensitive
th_e I_SPs their traffic flows through and the level of Servigg service quality, a number of technical solutions such as
within each ISP 2) end-users pay remote ISPs for thgitsery [zDE93] and DiffServ [Wro98, dif] have been
services, but nee_d contracts only with the_ISPs they CQfveloped. In particular, DiffServ is widely supported by
nect to 3) the prices ISPs charge for various classesp@hwork equipment and used by ISPs to offer service guar-
traffic are static and public, thus the cost to the end-Usgfiees within their networks. But when the traffic crosses
is predictable 4) a scalable accounting framework reduggsim the user's home ISP to subsequent ISPs on the path,

the trust one needs to place in remote ISPs and providggéservice quality does not always match the needs of the

detailed log of expenditures. end-users. In particular, there is no mechanism available
today through which end-users can influence service qual-
ity for their traffic at remote networks.

To achieve end-to-end service quality in an Internet

The Internet has evolved from a collaborative social e¥ith multiple ISPs, the end users need the collaboration
periment to a large distributed federation of competirRj 'emote ISPs. But in the current Internet, remote ISPs
commercial ISPs. While this transformation has fueldve neither the contractual obligation nor the economic
the network’s growth and has turned the Internet into'2F€ntive to offer quality service to traffic between users

vast economic force, it has not helped end-users achié{# are not their customers. Therefore, in our search
end-to-end service qualityor their traffic across multi- for a solution we consider both technical and economic

ISP paths facets of the problem: contracts between end-users and
networks, inter-ISP traffic accounting, measurements of
1we intentionally use the term “service quality” instead loé more  service quality, packet scheduling, end-host route ctntro

specific Quality of Service (QoS) in this paper, since thetds usually and end-host congestion control. Our goal is to find an
associated with stronger guarantees. In contrast, ouctdlgés to pro- )

vide end-users thitexibility to improvethe performance experienced by€CONOMIc framework for service qua”ty.in mu_lti'|SP net-
their traffic, as and when desired. works that gives all the stakeholders incentives to take
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technologically feasible steps that will allow end-userst  themselves to lightweight and scalable implementa-
obtain the service quality they need. In this paper, we tions.

primarily report on our detailed thought experiment on
one such framework, which we callla carte shaped by
many discussions between authors, external colleagues,
and the exposition and discussion of a recent related idea,
calledBill-Pay [EABO6], which we consider the precursor

of the framework presented in this paper.

e Security becomes paramount when payments are
used as economic incentives: systems with the au-
thority to originate payments and those holding
accounting-related information present an attractive
target for attackers. While it is likely that any solu-
tion that allows payments will increase the attack sur-
face, we prefer solutions where the number of vul-
1.1 Problem description nerable systems and the types of attacks they are ex-
posed to are kept at a minimum. Furthermore, the
framework should ensure that there is little oppor-
tunity for the stakeholders to cheat by manipulating
the accounting and monitoring infrastructure in ways
that benefit them financially.

The goalof the economic framework we presentis to en-
ableany pair of nodes in a future Internet to achieve the
service quality they desire for the traffic they exchange
We note that the network must have the ability to deny
service if it does not have the resources to accomodate the
traffic or if the resources it has are used to carry other,e Bi-lateral contracts already exist between neighbor-
more important traffic. Furthermore, the network may re- ing networks. We espouse this form of contracts
quire a payment to provide the service quality the end- mainly due to their scalability and simplicity. Frame-
users want. works requiring contracts between entities that are
While in the spirit of recent clean-slate network de- not directly connected to each other have two prob-
sign initiatives we assume that changes to network proto- lems: they often require heavy-weight monitoring to
cols and contracts are possible, we present here some fac- track compliance with the contract and the number
tors that constrain and shape the design of any economic of contracts a network must enter into is often large.

framework that aims to achieve our goal. Trusted third parties (e.g. PayPal) can enable trans-
actions between entitites that don’t have a contract,
e Multiple ISPs will exist and communication be- but solutions that work even without a trusted third

tween some endpoints will cross ISP boundaries. party have an even better chance of adoption.
While it is true that consolidation is taking place

and the number of tier-1 ISPs is decreasing, we ex-  »

pect that differences in business model, differencés A la carte

in customer demographics, differences in technol-

ogy, cultural and legislative differences among coutYth the framework we propose, ISPs publish a menu of
tries, and anti-monopoly regulation will ensure th rices for various classes of service, and the end-users

a large number of ISPs will continue to exist choose which ISPs and service classes to use (hence the
nameA la carte to achieve the desired end to end ser-

e Congestionwill occur within and between networksvice. End-users control the service they receive at the
(though not necessarily frequently). A viable sdevel of individual packets. Conceptually end-users pay
lution for end-to-end service quality must be sensill the ISPs on the path of the traffic, but the actual pay-
tive to congestion on end-to-end paths. While carélents are only to the ISP(s) they connect to. These ISPs
ful provisioning of the network together with an unforward some of the payment to downstream ISPs as ap-
derstanding of usage patterns can make congestisfpriate. The accounting system used by our framework
uncommon, there will be economic pressures on gnsures that ISPs are paid based on the number of packets

ISPs to keep their costs down, so congestion will nitey deliver to the “next hop” ISP and based on the ser-
be fully eliminated. vice class selected by the sender. The accounting system

does not enforce that the service quality matches that ad-
e Scalability of the functionality required from thevertised by the ISP for the given class, but end-users can
network is important. If routers need to keep pewery quickly switch to other paths if the service quality is
flow state, if contracts impose unreasonable accoub&low what they expect.
ing burden, or if heavyweight performance monitor- A la cartedoes not require any change in the way best-
ing is required, the cost of equipment might increasdfort packets are handled. Packets that require better
significantly. Therefore we favor solutions that lendervice will specify the equivalent of an ISP-level loose



| Term | Meaning | Section]

Path descriptor Afield listing the ISPs the packet travels through and theiserclasses at each ISP 2
Service class A specific set of scheduling policies applied to a set of peckem various users 2.1
Price list A public document listing for each ISP the available seriesses and their prices 21
Confirmation Mes'_sage generated by ISPs on the path and_the destinationftotthe service of the 29
previous ISP — the entire accounting system is based on thessages '
Value of a confirmation | The size of the payment triggered in by a confirmation message 2.2
Inspector A device that compares confirmations against a log of actatid to detect fraud 2.3
Digital cartographer An end-host module keeping knowledge of network topology taffic conditions 2.4
Digital secretary An end-host module tracking the user’s willingness to payérious types of traffic 2.4
Sponsor The end-user willing to pay for improving service qualityfche sender or receiver) 25
Boomerang packets Packets that can be used when the receiver is the sponsor 25
Reverse service A service class at the sender that can be used when the neisdilie sponsor 2.5
External service provider An organization connected to the network that provides seengice 2.6

Table 1: Summary of A la carteterms: We summarize here the terms we use in this section for the impsirtant
concepts of thé la carteframework. The last column lists the section where the go@rcept is defined.

0 5 16 2 2 2.1 Prices and service classes
Pathlen | Unused Exit identifier Srvc cls
ISP identifier (AS number) Exit identifier Srvc cls

To achieve the cooperation of remote ISPs|a carte
gives them a financial incentive to offer good service to
the packets requesting it. The ISPs offer multigéevice
classesand the user pick at the level of individual pack-
ets the service class the packet should be mapped to. All

Figure 1:The basicA la cartepath descriptor: For each Packets within a given service class receive the same treat-
ISP whose services the sender wants to use, the path™8@0t. The ISPs must publigtrice listsfor the service
scriptor specifies the service class and the identifier of #Hasses they offer, the lists should specify the price for se

exit point from the ISP (e.g. which peering point to use)Vicing a single packet. Based on current prices we expect
the price for handling a single packet to be on the order

of nanodollars. These prices are meant to be fairly long
source route that we call tipath descriptoof the packet. term commitments from the ISPs. For example the ISPs
Figure 1 shows the structure of the path descriptor. Whilgay be required to announce any price change a month in
the role of some of the fields will become clear only lateadvance of it taking effect. This contributes to a certain
the most important elements of the path descriptor a@bility and predictability for the prices end-users paty f
straightforward: the pathlen field specifies the number ¢drious network services, and significantly simplifies the
ISPs on the path and all ISPs other than the one the serligiribution of price information. The prices of servicing
is sending through are listed as 16 bit AS numbers. Tagpacket may depend on a number of factors besides the
list also contains for each ISP the service class the senggiivice class: the size of the packet, the points where the
requests as a 6-bit codepoint, and a 10-bit identifier faacket enters and exits the ISP’s network, the time of the
the exit point from the ISP where the packet should lgay, the day of the week and the day of the year. The price
handed over to the next ISP. Based on the path infornfigt published by the ISP may also include a description
tion, one can look up in the price lists published by thef the service offered to the various classes of traffic, but
ISPs on the path how much money the sender owes etii#se descriptions are not used by the accounting system.
ISP for the successful delivery of the packet to the nextWe envision two different strategies ISPs can use with
hop, but it is not necessary that one perform such lookapa carteto provide improved end to end service quality
in the data plane. As an input to the accounting system, tallend-hosts that require it: a guarantee-centric approach
ISPs on the path will generate confirmation messages thatl a guarantee-less approach. The guarantee-centric ap-
acknowledge that a given ISP delivered the packet to thach builds on the methods ISPs use today to ensure
next hop, but for scalability reasons, these confirmatitimat they deliver the QoS guarantees they commit to in
messages are generated only for sampled packets.  their SLAs: careful provisioning of their network cou-
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pled with policing at the edges and/or an understandingtadp on the path descriptor and to provide to end-users
traffic patterns. The guarantee-less approach is basednd ISPs and audit trail of expenditures. The accounting
the Andrew Odlyzko’s Paris Metro Pricing [OdI97] and isystem is built around the concept @dnfirmation mes-
does not provide strong QoS guarantees, but it relies sagegyenerated by the receiver and the first router in each
the end-users’ sensitivity to prices to ensure that good S&P that acknowledge th#te previous IShas delivered
vice quality is possible (if a given user picks an expensitiee traffic. The use of aggressive sampling ensures that
enough service class, the amount of traffic in that clag number of confirmation messagés low enough so
will be small enough to allow quality service). These twthat cryptographic operations such as signing are feasi-
approaches can coexist in thela carteframework, and ble. A confirmation message indicates to the accounting
we can leave it to the market to decide the types of settirigiastructure of each ISP that the ISP whose service it ac-
in which each is preferable. knowledges needs to be paid by the source of the packet
The guarantee-centric strategyhas the advantage thafor its services. Since the payment needs to be trans-
the burden of ensuring service quality rests entirely witarred through the same chain of ISPs as those who car-
the ISPs and the end-hosts need not perform any netwied the traffic, confirmations must propagate to the sender
probing or measurement. The problem with this meth&arough the same ISPs that carried the packet (but in re-
is that it is difficult for the ISPs to fulfill their guaranteesverse order). While it may seem unusual tAaa carte
While the problem is hard even in the single-ISP caggnfirmations acknowledge only the services of the last
it becomes even harder when the traffic can originate!®P, and not those of the ISPs before it, with this arrange-
other ISPs. Also, there is a level of predictability of thexent ISPs depend on their neighbors and not on untrusted
traffic matrix for any given ISP which makes provisionend-hosts for confirmations that lead to payments for their
ipg and dimensioning easier, but the traffic patterns tisgrvices. Furthermore, such of confirmations make it eas-
A la cartewould lead to may be more dynamic, makinggr to achieve scalability through [ndependent sampling.
the problem harder. Thiela carteframework does notre- To ensure the scalability of th& la carte accounting
quire the existence of infrastructure for measuring to whafrastructure, confirmations are generated only for sam-
degree ISPs comply with the service quality they adveiled packets. While this sampling leads to errors, if the
tise for the various classes of traffic, but ISPs that wasampling rate is high enough, these errors will be negli-
to increase the level of trust the users place in their Qgile. For example, if the price of certain level of service
guarantees may deploy such infrastructure voluntarily. offered by one ISP is 1 nanodollar per packet and a sam-
The guarantee-less strategpas the advantage is thapling rate of one in ten thousand is used, a user sending
it works even with unpredictable dynamic traffic. Théen billion packets will receive on the order of a million
ISP can define a number of progressively more expenst@nfirmations, each indicating that the user must pay ten
classes of traffic that receive strict priority service ie tithousand nanodollars (a thousandth of a cent). The user
network (prices can still depend on time of day or netwokkill pay close to 10 dollars for the network service: the
path). If the network is uncongested the users will uggobability that the amount is off by more than 3 cents in
the cheapest class and receive good service. As the g#her direction is less than 0.2%. For a router processing
work is more congested, users will start using higher ag@all 40-byte packets at line rate on a 10Gbps link, a sam-
higher classes to achieve the level of service they wapling rate of one in ten thousand means that is has to gen-
Since high prices discourage users to send and encoureigée only 3,125 confirmations per second. We note here
them to find alternate cheaper paths if possible, the acttiigt not all routers need to generate confirmations, only
traffic will decrease, reducing congestion. The main dite first router in each ISP. We use the teha value of a
advantage of this method is that it places on end-hosts @@@firmationto denote the size of the payment triggered
burden of monitoring network performance and exploridy a confirmation message which is equal to the price of
alternate paths and various service classes. Such a sthg-service it acknowledges times the inverse of the sam-
egy can lead to good service quality, but is different fropling rate applied when confirmations are generated.
the guaranteed quality of service typically addressed byif there are big differences in the price of servicing var-
the QoS literature. ious packets using a sampling rate that is proportional to

2The function of confirmation messages is similar to that &haevl-
; edgments, but there are a number of important differenbey: dare gen-
2.2 Scalable accountlng erated only for sampled packets, they are also generate8Rs/dn the
. . I&ath, and they are processed by intermediate ISPs on thgibagk to
The goal of the accounting system is to track paymemt§ source. Because of these differences we use the nanfetfeation”

due to ISPs for packets successfully delivered to the nexd not “acknowledgment”.
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Figure 2:The Ala carteaccounting system:For sampled packets, the receiver R and ISPs 2 ad 3 generditers

tion messages that acknowledge the service of the prev@RiBlased on these confirmations, the sender S pays ISP 1
who transfers some of the payment to ISP2, who transfers séithe payment to ISP3. The amount each ISP keeps
is determined by the number of confirmations from the next Huptype of packets they refer to, and the public price
list each ISP announces.

the price of the packet reduces the variance of the pa&gtimate the accounting burden on an ISP that is due to
ments [DLTO1]. Applying this technique directly requirepayments that only transit it towards downstream ISPs:
the border router to look up in the neighbor’s price ligach packet imposes a small burden (in expectation) that
the exact price associated with the current packet. If thésproportional to the total price of the services of down-
operation threatens to become a performance bottlenstikam ISPs. To allow ISPs to recuperate the cost of this
because the exact price depends on too many factors,abeounting burden, classes of traffic can impose caps on
sampling rate can still be set based on just the most ithe amount of downstream payments a packet can carry,
portant of these factors (e.g. time of day/week and serviened packets with payments above these thresholds may
class) in ways that reduce the variance of the paymertitave to use more expensive classes. Alternatively, we
As in the case of a fixed sampling rate, the actual samplioguld allow the prices of the service for packets to also
rate applied to the packet that generated the confirmataepend on the total price paid to downstream ISPs.
must be included in the confirmation so that the account-The accounting system of each ISP needs to store the
ing infrastructure can compute the correct payments. confirmation messages so that they can be used by the
TheA la carteframework allows upstream ISPs to pemilling system to generate the appropriate payments and
form further sampling of the confirmation messages, bas an audit trail. For end-users, it is easy to compute
the additional sampling should be recorded in the catlre payment they owe at the end of the month: it is the
firmation message by updating the sampling rate of them of the values represented by the confirmations they
confirmations that are not discarded. We expect that théxeived (after compensating for the effect of sampling).
will not become necessary and guidelines about accepite operation is similarly simple for two ISPs that con-
able sampling rates will emerge (e.g. on average generatet through multiple links: after computing the sum of
a confirmation for every thousandth of a cent worth of sehe values ofill confirmations sent in the two directions,
vice) all ISPs will follow them. Since confirmation mesthe accounting system computes the size of the payment
sages travel through the accounting system of each I&Pthe difference between the two sums. The direction of
we assume that, unlike TCP acknowledgments, they céime payment is from the ISP who received more confir-
not get lost unless there are massive equipment failuneations (weighted by their value) to the other. Note that
that also affect the traffic. We also place a timeliness cahthe size of the payment accumulated by the end of the
straint on the confirmation messages to make it possibi#ing cycle is a concern, other arrangements are possi-
for ISPs on the path to the sender to verify it by compébte: for example the ISP may charge the user’s credit card
ing it to in-memory logs of traffic. A simple way to definevhenever the amount reaches some agreed upon limit (say
this timeliness requirement is to give a generous time buadhundred dollars). Tha la carteaccounting system al-
get of say 100 ms for each ISP on the path, which coutmlvs ISPs to track balances in real time.
easily fit the propagation delays and the time required toThe fact that prices can depend on time does not pose
process the confirmations. a problem to the accounting system as long as it is unam-
Assuming that the guidelines for sampling rates subiguously defined which of the relevant events (the time
gested in the previous paragraph are applied, it is easyhe packet was sent, the time the packet entered the ISP



providing the service, the time the confirmation was réhe last hop ISP to generate confirmation messages for its
ceived by the sender) determines the price. We propasen services at their last router. While this allows the ISP
to use the time the confirmation was generated as the titngenerate fraudulent confirmations for its own services,
determining the price of the service. Thus the router gethe solutions we discuss below that handle the case of col-
erating the confirmation can add a timestamp to it anduding neighbors apply to this scenario also.

is clear to everyone what price applies. This means that §ujithout further protective mechanisms, by colluding
_sender can not be sure what cost a packet will incur (e_‘(ﬁﬁh their next hop neighbor, ISPs can still reap the
in expectation), as delays along the path may cause ihighefits for fraudulent confirmations. To guard against
arrive somewhat later and be charged a different price. d@ch pehaviors we add to our framework network devices
minimize this variability we propose that prices shoulgyedinspectorsvhose role is to detect when ISPs engage
not change fast. For example instead of suddenly chafigs,ch activities A la carteworks under the assumption
ing the price from 10 nanodollars to 1 nanodollar at 7Pkt most ISPs are honest, and the role of the inspectors is
one should gradually decrement the price by 1 nanodoligs; 1o ensure that every single confirmation is legitimate.
every 10 seconds for the first 100 seconds of the hour. Thgijr rgle is to ensure that schemes relying on fraudulent
confirmations are detected and honest ISPs can cease to
. cooperate with the cheaters and, if possible, trigger puni-
2.3 Trust, cheating and attacks tive IZzlction by law enforcement agenpcies. Inspe?:?orsrileed

A la carte builds on the existing trust relationships be,r-‘Ot be deployed universally throughout the network, but

tween organizations that are connected by a network lifgSt ©n selected links. We defer the discussion of how
No direct payments are exchanged between organizati con_flrmatlon inspectors can be |rr_1plemented gcala_b ly
that do not have a connection. Such organizations %(fleSectlon 2.3.1, here we only describe the functionality
already in a contractual relationship, Aoa cartedoes M€Y perform.
not require new contracts, just amendments to the existA simplest form of fraudulent confirmations is confir-
ing ones. But since actual money is involved, it is impomations for packets that the ISP did not actually carry.
tant to ensure that the framework does not allow ISPsAovariant of this form of cheating is confirmation mes-
collect payments for services they have not performedssiges that pretend that the class of service the ISP gave
end-users to use services they don’t pay for. to the packet is a more expensive one than the one the
One undesirable scenario is that of an end-user who packet actually requested. To defend against these types
fuses to pay the bill to her ISP at the end of the billingf cheating, the inspectors keep an in-memory log of the
cycle. Note that the contracts the ISP has with its neigiglevant fields of (some of the) packets, and match the
bors still obligate it to pay for the services of other ISFePnfirmation stream against this log. To facilitate this
used by the end-user. But this is not a new problem &ge of checkA la carterequires the senders to add to
end-users may refuse to pay their flat fees in today’s ffie packets they send a unique identifier send. Unique-
ternet, so the current solutions to this problem can be ug&$s is required only within packets using the same path
with A la carte While A la carteleads to variable, usage-descriptor and going to the same destination. Also, after a
based payments this does not pose challenge as phondigion the order of a few seconds, identifiers may repeat.
other utility bills are also variable. We only impose a weak unigueness constraint. Packets
A situation with more severe consequences for the créth the same identifier will not have a serious impact
ibility of the proposed framework is if ISPs are able t8" the operation of the inspectors, and the effect of re-
collect payments for services they have not perform&ﬁated identifiers is that it is harde_r to detect fraud agains
Since the payments an ISP receives are triggered by cBiSe packets. The operation the inspector has to perform
firmations generated and signed by its neighbors, the §FiMple: when it receives the confirmation message, it
cannot just generate fraudulent confirmations and coll€Q€cks to see if the corresponding packet is in its log, and
the payments. We note here that if the receiver is a lafje0: to see whether the service class matches.
organization with a long-term presence on the Internet, A more refined form of cheating is to confirm actual
their signature on a confirmation message can bearpaskets, but to do so more often than claimed in the con-
much weight as that of a neighboring ISP. However, ffirmations. If the confirmation claims that one in ten thou-
recipients that are individual end-users with a dynamjcalland packets are sampled, but in reality one in a thousand
assigned network address, tracking the associated pupéckets are, the ISP can collect ten times the price of the
keys and the times they are valid for might impose t@®rvices offered. To defend against this, the inspectors
large of a burden. For such scenarios it is acceptable &so need to track the aggregate amount of payment to



each ISP carried in the actual traffic and compare it agaitist service under attack. Secondly, the high priority traf-
the aggregate amount requested through the confirmafiorsent by the zombies may be a very reliable sign that
messages. While the randomness of sampling can leath® ISP the zombies connect to can use to detect that an
mismatches between the two quantities, standard statiattack is under way and apply countermeasures (e.g. filter-
cal tests can be applied to determine whether a differeiieg) to protect the victim from the attack and its customer
is conclusive indication of cheating. from the expenditure. Finally, if such measures fail and
ISPs have dual roles: to provide services and to fdfe owner of the zombie must pay, this gives him a finan-
ward payments to downstream ISPs providing servics&l incentive to secure his computer against intrusions.
The previous two forms of cheating tried to exploit the Finally ISPs must guard against malicious behavior that
first function, the next form of cheating tries to exploit thd0€s not benefit anyone, but it denies them the payments
second: the cheating ISP can reduce the service clad88¥ deserve for their services or damages their reputation
for downstream ISPs to cheaper classes and retain the Rf-Planting incriminating indications that they engage in
ference between the price the sender pays for the orfgfi€ating. The two types of damages correspond to the
nal classes and the price of the reduced service clas§8§€ When the router of a neighboring ISP generates too
But for this to work the cheating ISP should also chan%%;‘é’?"ortoo many confirmation messages. Itis irrelevant for
the confirmation messages so that they reflect the origiH¥f rest of the discussion whether the router is under the
class of service, not the one that was in the packets at §981rol of the neighbor, or under the control of a malicious
time they reached the downstream ISP whose servicd&ker, we focus our attention on how théa carteac-
being confirmed. Since confirmation messages are crifg¥/nting system can help the ISP detect and counter these
tographically signed by the originator, such modificatio haviors. The ISP’s router can check locally at the link

can be detected, thus this type of cheating is not feasibigvel whether the total volume of confirmations matches
the value of services it delivered. If the volume is too low,

.t,?\]nr?thcl;:-r typ(:] of chtealtmg lz.batst:edt on lS;SdCOI|;Jd"?9may be an indication of packet drops on the link or in
With Nackers Who control zombies that can s carne ine neighbors router, so a logical first step is to investigat

rraffic. The ISP can advert|se_ an expensive class of e onjunction with the neighbor whether the reason is a
and have zombies send traffic that it services at those hnical problem. If the ISP is not content with the way

realistically high prices. While the accounting framewor, e problem is resolved it can stop acceptmga carte

cannot determine whether prices are unrealistically hi ffic routed through its untrustworthy neighbor and thus

Em? raiffic ;r&;)udhule_nt, |tgrowdéspgoodt_suppor:]fgr ﬁon%fvoid carrying traffic it would not get properly compen-
ating such benavior. - Unce S Notice such LENAVIOLie g for, I the volume of confirmations is too large, the

fice of services it delivers. Of course, it is appropriate
to escalate the issue to the management of the neighbor.

tract d the leaal f K Lit the h ‘S inally if the neighbor generates confirmations for inexis-
racts an ; c e”ga ramework support It, fn€ NONEst 1Sgagy packets, as long the volume of confirmations is right,
can even “undo” old payments to the dishonest ISP, sin

. ) _ fi%s evidence will incriminate the neighbor, not the ISP
the accounting system preserves the confirmations,

T . . jose services it confirms.
viding an audit log that can be used to determine the exact

amounts paid to the dishonest ISP.

It is also useful to look at howA la carte affects an-
other undesirable activity zombies are used for: netwcfke confirmation inspectors have two roles: to detect if
flooding attacks. If the zombies are flooding with besthe volume of confirmations for any downstream ISP sig-
effort traffic, legitimate clients can switch to higher prinificantly exceeds the value of the services justified by
ority classes of traffic available throudh la carteand traffic, and to detect ISPs that send confirmation messages
bypass the effects of the flood at a cost that we expecfao packets that were not in the traffic (or packets that had
be small. If zombies flood with high priority classes/f different service classes). To achieve their role, ingmsct
la carte traffic, they increase the cost to legitimate usekeep logs of traffic and compare them against the confir-
of the service attacked, and cause financial losses to th&tion stream. These logs need not keep packet content,
actual owners of the zombies. While this situation is ujust the packet’s unique identifier, the source and destina-
desirable, it presents three advantages over how the tiom addresses, and the information relevant to the prices
rent Internet behaves in such cases. Firstly, the legiémat service: the path descriptor and the packet size. To
users willing to pay the increased price, can get accesditait the amount of time these logs need to be keptfor,

packets with that ISP in their path descriptor. If the co

2.3.1 Scalable confirmation inspectors



la carteintroduces a timeliness requirement for the cosampus-wide service that achieves a more detailed under-
firmations. For example the constraint might be that tistanding of the network by combining information from
confirmation needs to reach the ISP within an amounttbie transfers of a large number of end users.
time proportional to the number of hops in the path de- The digital secretary’s primary task is to determine how
scriptor to the ISP generating the confirmation. The tint&rge a nanopayment the user is willing to spend on any
budget can be generous (say 200 ms per hop) to ensgiven transfer. A large set of initial rules about the im-
that occasional delays do not cause legitimate confirnpgrtance a typical user assigns to various types of appli-
tions to be flagged as fraudulent. cations helps the digital secretary make decisions, but to
Even with limits on the size of the records and thieuild a better understanding of user preferencesit reguire
lengths for which they must be stored, for high speed linksme initial guidance from the user. We expect that over
they can push the limits of the available memory sizéise, as the secretary learns from the user’'s answers, it can
and more importantly updating the log for every packbecome sufficiently unobtrusive. The secretary can make
would become a performance bottleneck. Since the relall errors by occasionally making small “unjustified”
of the inspectors is to detect cheating eventually, notnanopayments to avoid bothering the user with questions.
detect every single fraudulent confirmation message, Hne fact that the secretary does not need an exact under-
acceptable way of handling the scaling is by logging onfifanding of the user’s preferences and priorities makes its
sampled packets. But while this allows the detection tefsk more tractable. The digital secretary can also play a
anomalously large volumes of confirmations it makesritle in assembling a “billing statement” that summarizes
hard to detect promptly when ISPs generate confirnfar the user what he spent his money on. In an enterprise
tions that do not correspond to actual packets. Thesetting the end-host digital secretary would also interact
fore, instead of random sampling, we use hash based saith a central secretary responsible for setting entegpris
pling [DG00] where the sampling decisions are based wtide policies and producing enterprise-wide spending re-
a hash of invariant fields present both in the packet aparts.
the confirmation, and if the hash falls in a certain range,

the packet is logged, otherwise it is ignored. The ha%:l . .
function is seeded with a random number known only 2 Service quality on the reverse path

the ins_pe_ctor. If there is a confirmation whose hash valgg far our discussion & la carteassumed that the sender
falls W'th_'n the range Useo_' to select pa_CketS’ t_’Ut the “the one willing to pay for ensuring that the packets re-
responding packet is not in the log, it is certain that theyye an appropriate level of service. However it is possi-
confirmation is fraudulent. ble that a higher level of service is required for the packets
flowing towards the end-user willing to pay for good ser-
vice quality whom we call theponsorof the traffic. For
example a person browsing a web site experiencing slow

End-hosts or campus-level servers will have the task @fwnload times may be willing to sponsor the traffic com-
building the path descriptors. This task can be separated¥ from the web server so that it receives good service.
two components: digital cartographerwhose role is to Here we present two ways in whighla carte supports
keep knowledge about the topology of the network and thech scenarios. The first solutl(_)n requires t_hgt the sponsor
current path conditions, anddigital secretarythat uses (rusts only minimally the opposite end and it is analogous
some knowledge of the user’s priorities to decide whetH@it Sénding a self-addressed envelope with a stamp to be

the price required to achieve the desired level of servicd'iged for the return trqfﬁ”c The second solution requires
within the user’s willingness to pay. slightly stronger trust in the opposite end and it is analo-

ous to sending money the opposite end-host can use at is

ees fit to buy stamps for the return traffic. We note here
t for both solutions, the “opposite end” managing ser-

ice quality related tasks can be either the actual end-host

2.4 End-host route control

The digital cartographer will have a leading role iq
building the path descriptors for packets in a way that mi
imizes cost, but achieves the desired service quality.
cartographer’s initial knowledge of the network’s topol\—’ , .
ogy will come from the price lists published by ISPs. Thig Its ISP, that can "’,‘Ct asa pr.oxy onits ?eha'f- )
information would be augmented by constant monitoring 1N  first solution requires the introduction  of
of the actual service quality experienced by user traffilo®merang packets These are sent by the sponsor

For individual home users, the digital cartographer is 43ynlike in the case of a stamped envelope, if the opposite eed d

service running on the end'hQSt: bUt. for Iarger Orga.-nizrﬁ)'t send return traffic, the sponsor is not be charged for timeised
tions it makes sense to consolidate this functionality antatamp” on the return envelope.




of the traffic and have a loop-shaped path descriptorpacket arrives from the sponsor, the budget is increased
first part of the path descriptor gets them to the oppos#ecordingly. By keeping the budget positive throughout
end, and a second part of the descriptor gets them frtme exchange the opposite end can ensure that overall it
the opposite end back to the sponsor. When a boomeranignot be paying for the traffit. The use of reverse ser-
packet arrives to the opposite end, it is not immediatelice classes is more flexible than the use of boomerang
returned to the sponsor, but it waits for the end-host messages, since a single message from the sponsor can be
the opposite end to generate some data to send, anduised to support a large number of packets in the reverse di-
boomerang is sent back when such data is available (lrtdtion and the balance of the budget can persist for much
the packet identifier is not changed). Just like with normiainger than the boomerang messages since it places a bur-
A la carte packets, the sponsor will be charged only faten only on the opposite end and not on the infrastruc-
the portion of the path that the boomerang actualiyres of all ISPs on the path. But this flexibility comes at
traversed. Specifically if the opposite end does not seth@ cost of increased trust the sponsor has to place in the
it back to the sponsor, the sponsor will not be charged fopposite end.

the return portion of the path. Just as with normal packets,
confirmations follow the exact reverse path of the traf'fiE.5 1
Besides obvious simple modifications to the accounting ™

infrastructure and to confirmation inspectors due to tkBhe of the criticisms of the current economic framework
fact the the path descriptor of boomerang packets hagfahe Internet is that is enforces rigid value flows: the
slightly different format and the source and destinati&thd-users pay the cost of reaching backbone network. In
addresses are switched on the return path, there @sftrast the telephone network supports caller-pays ar-
two changes required to make boomerang packets megg@gements (by default) toll free numbers (1-800 numbers
useful. The first regards the timeliness constraints of titethe U.S.) where the callee supports the entire cost of the
confirmations: for boomerang packets on their path froganversation, as opposed to the caller paying, and hybrid
the sponsor to the opposite end confirmations from therdels where if the callee uses a mobile phone, the caller
return path should be accepted for a longer time interyalys part of the cost, but the callee may also pay for the
(say an extra 5 seconds) than warranted by the lengdly time”. While A la carte does not affect the direc-

of the path descriptor. This allows the opposite end i@n of value flows for best-effort traffic, foA la carte
keep the boomerang for a short time (up to 5 secondsjffic either end can support the cost of the communica-
before it expires and it can no longer be used to send daga. This flexibility allows arrangements not possible in
from the opposite end to the sponsor. A second change current Internet. For example a web site (say a bank-
regards the size of the packet. We do expect that on {hg site) that wants to ensure good service even when its
return path the boomerang may be of a different size. dostomers access it from an often-congested low cost net-
the web browsing example above, the sponsor may semstk, can do so wittA la carte Also if a small site hosted

a small request and expect a large document in retuif)a large data center gets popular and the traffic exceeds
Therefore, boomerang packets on the forward path atfe traffic budget its owner has paid for, a special class of
specify a maximum size for the packet on the return pataffic paid for by visitors through la cartecould still be

that can be much larger than the size of the packet on thgd to ensure that those interested can visit it.
forward path.

Internet value flows

A second way of solving the problem of service qualitg.6  Micropayments beyond the network

for traffic sent from the opposite end towards the spo\w . N .
. . . hile the goal of theA la carteframework is to support
sor is to usereverse servicelasses. These are high-" . . . .
g ice quality in a multi-ISP Internet, the fact that with

priced service classes available at the opposite end u gp/ ethe ISP " duit f ‘ b
to “transfer money” to be used by the opposite end to pa a cartethe S act as conauit for payments can be
ed for another purpose: micropayments to remote end-

for service quality for packets sent towards the sponsH . tiust i . id End-point
When the sponsor sends a first packet using a reverse S (not just to remote service providers). End-points

Y'Ce class, th? opposite end eStabl'S_heS a b_Udget 'n't'_al"‘This is not a strict guarantee since the randomness inteabloyg the
ized to the price of the reverse service. This budgetsismpling used to generate confirmation messages can letdattions

used to support service quality in the opposite directiomthere the opposite end pays a small amount at billing. Butztigtthe
em is biased in favor of the opposite end as the remanidget af-

Whenever a paCI.(Et .IS SenF towards the sponsor the ta%%l\e conversation ends is to its advantage and becausesitdt have
price of the service it receives from all ISPs on the p d'pay the full price for the service of packets in the revaiection
is subtracted from the budget, whenever a reverse senvieeget dropped in the network.




that wish to receive micropayments will join the accounthrough say one’s cell phone instead of cash could provide
ing system as aexternal service providethat provides a widely accepted payment mechanism for cheap items
non-network services and announce special services sifaig. newspapers, some meals and food items, etc.) where
lar to the reverse service class described in Section 2.5th& overhead of credit cards is too high, yet an audit trail
packet sent to such a special class of an external servicdesired.

provider could represent a payment of say one cent, or one

dollar. While such an use will likely fall under a different

regulatory framework, and extensions to ki carteac- 3 Related Work

counting framework may be required we briefly discuss it

here because it can enable new uses for the network arfduglity of Service has been recognized as an important
can turn into a significant new source of revenue for ISFE@pability missing from the original Internet archite@ur

We discuss here a few security considerations and thidte intserv line of research [ZDB3] proposed a re-
possib|e app"cations for network micropayments' source reservation protocol, RSVP, that allows end-hosts

We expect that due to security concerns, micropaymé%:o.mmumcate to the network thglr QoS-reIated resource
quirements. Diffserv [Wro98, dif] is a newer proposal

ability will never become as prevalent as network connerﬁ— def K ki d scheduli :
tivity. The ability of hijacked micropayment-enabled del abtl € :cnes p%(_: et marking anl_ scheauling op_erat|0_ns ca-
vices to send payments to the attackers will act as a gabie of providing service qua ity guarantees in conjunc-

terrent that ensures that only the most secure compu 194 (\leth nstwoLk prowsm;ung ahnd Spollcmgdo(;_;fhe traf-
and devices will be authorized to send payments to ext ¢.admitted to the network. Both RSVP and diffserv are

nal service providers. But we expect that cryptograph} dely supported by current routers. A significant volume

methods may ensure that trusted devices will be able, Jesea_rch has_ looked at (dynami_c) prov_isioning and pr_ic-
authorize payments that would travel through untrust¥ for differentiated ne_twork services built on top of vari
devices. For example if a user trusts his personal digi?eHS qetyvork technologies [LV93,DaSOQ,SLQLOl,WSOl].
assistant (PDA), but not his desktop computer, he couldEXisting contracts between _IS_Ps either involve ﬂat
still send micropayments through the computer as long'§S " €mploy usage-based pricing. Most contracts in the
the PDA signs the packets with a signature recognizedlﬁger category use the 95th percentile traffic volume com-

the first hop ISP and appropriate measures are takerp%ed over all 5-minute intervals in a mont_h_to determine
avoid replay attacks. how much to charge. Customers pay additional amounts

. for QoS guarantees and service level agreements (SLAS)

Pay per page welwould e_nable new busmes; m.Odelaescribe the terms of the agreement between the customer
forthe_publlshers of electronic content .currentlyl|m|ted. and the ISP. Such contracts never apply to the service
advertlsement-spons_qred or S}Jbscr|pt|on-based sot ality the traffic receives outside the contracting ISP’s
For example an unaffiliated writer of a popular blog cou b twork and solutions based on DiffServ [Wro98, dif are
twrn his passior_l into afull-time jo_b by charging saya Ce(gypically used to implement QoS inside the ISP’s r;etwork.
per view and W'th.o ut annoying his users with inrusive ypically, contracts are negotiated for several months at a
distracting advertisements. time and the customer can re-negotiate or switch ISPs at

Spamcould never compete with legitimate emails cathe end of the contract period.
rying a cent to certify that they are worth the recipient's congestion-based pricing for the Internethas been
attention. Since very few spam messages result in a ptinsidered in simplified settings [MMV95, PT00, OdI97].
chase by the recipient [Min06], the only reason spammefsmacKie-Mason and Varian's “smart market” proposal
can still make a profit is that it is very cheap to send emgihMV%]’ users include “bids” within packets which in-
messages. While linking micropayments to email megicate their maximum willingness to pay the ISP for ac-
sages is not a new idea (spam defense services suchea&. Gibbens et. al show how smart markets can be
“Bonded Sender” [bon] implemented this idea by requifpalized in practice using simple packet marking mecha-
ing organizations sending large amounts of email to §sms [GK99]. In Odlyzko's Paris Metro Pricing [0dI97],
crow money),A la carte micropayments can provide an |SP network is divided into several service classes each
convenientway to implement it. Note that messages withftering best effort service but at different prices. Traffi
out micropayments could still reach the recipient if theyjasses with higher prices attract less traffic, and thus of-
passed white-lists and various aggressive spam filterfag improved service. These papers assume a single ISP.
solutions. In contrast, we focus on the more realistic scenario where

Direct payments between mobile devicemay prove packets traverse multiple ISPs and our goal is to build an
an appealing alternative to some uses of cash. Payawgpnomic framework that supports payments to remote
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ISPs without a direct contract. can fulfill its potential. Challenges remain in demonstrat-
In recent work, Argyraki et. al. [AMCS04] proposedng that the digital secretary and the digital cartographer
the notion of packet obituaries — on packet losses, AS&n be accurate enough. It is also necessary to explore
are required to send reports to prior AS hops and sourbesv the changes in incentives affect ISPs’ strategies for

the location of this loss. Such a mechanism is an usefubvisioning their networks and setting their prices.

to end-hosts in better selecting paths. However, obituar-
ies do not provide any information on how different ISPs

differentially treated successfully delivered packets —References

mechanism critical to implementing our desired objective
of end-to-end service quality.
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