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1 Deficienciesof Public Key Infrastructures (PK1s)

PKls focus on establishing a link between an entity and a key. Hence, PKIs pro-
vide a mechanism for entity identification by providing a link between an entity
and a key. However, the real requirement in many systems is authorization, i.e.,
is a certain entity authorized to perform a specific action. For example, imagine
a program for course registration at a university. Suppose a student, John Doe,
wants to register for a graduate course in Computer Science. In order for a stu-
dent to register for this course, he/she should be a graduate student in Computer
Science or a undergraduate student with the requisite standing, e.g. a senior with
GPA above 3.5. Therefore, the registration program needs to know that John Doe
has the required credentials. In the PKI setting, John Doe will present a certificate
(signed by a trusted certificate authority) which binds his identity to a key. This
establishes that John Doe is interacting with the registration program. The pro-
gram then consults adatabase to verify that John Doe has the required credentials.
In this scenario, the PKI1 approach has the following disadvantages:

e Authorization decisions are adhoc
Theauthorization decision ismade by the program in arather adhoc manner.
This is because PKls only enable entity identification. However, the rea
guestion is whether John Doe has the required credentials to register for the
graduate course. In other words, PKIs ssmply provide entity identification
and |eave the authorization decisions to the program.
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e Privacy concerns
In certain contexts, because of privacy concerns an entity might want to
present just enough credentials to perform a certain action. In the PKI set-
ting, the complete identity of the entity is exposed.

There seems to be a disconnect between the capabilities that PKIs provide
and the actual requirements of a software system. Our aim is to address this
disconnect. Many deficiencies of PKIs are discussed by Clarke [Cla01]. We will
address this disconnect along several dimensions.

2 |ssuesrelated to authorization

2.1 Languagesfor expressing authorization policies

Several languages and logics have been proposed for expressing authorization
policies in distributed systems [BFIK99, LFG99, RL96, Li00]. A caculus for
access control in distributed systems appears in [ABLP93]. Typical problem ad-
dressed in these frameworks is compliance checking [BFS98], i.e., given arequest
r, aset of credentials C', and a policy P, should the request » be granted? How-
ever, there are severa restrictions in existing frameworks and problems relevant
to authorization have not been addressed.

e In many situations, credential extraction is also required. For example, as-
sume that ajob .J is going to migrate to a remote host H. Before moving
to the host H, job J would like to know what credentials does the host re-
quire so that it can perform required actions on the host. We believe that
the credential extraction problem has received scant attention in the litera-
ture. Aninitia investigation of the credential extraction problem appears
in [SWWO0Q].

e Some authorization languages require monotonicity restrictions [BFS98],
i.e., an agent cannot revoke statements. However, in arealistic setting neg-
ative statements or revocation is a necessity. We will explore relaxing the
“monotonicity restriction” in existing authorization languages.

2.2 Efficient enforcement of policies

Assume that the required policies have been expressed in a suitable authoriza-
tion language. How can these policies be efficiently enforced in a distributed
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heterogenous environment? The problem is further complicated by dependencies
between policies of different hosts. For example, host A might allow an agent = to
read a certain file if host C' believesthat > has certain characteristics. Therefore,
enforcement of a certain policy might require communication with other hosts.
Distributed enforcement of authorization policies has not received adequate at-
tention. Abstractly speaking, this is the distributed version of the compliance
checking problem described earlier. We plan to address compliance checking in a
distributed environment.

2.3 Cross-administrative authentication
2.4 Usability
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