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Assumptions:

· The model assumes there is a central site (i.e. the LES) that maintains a database of all projects and users. Each partner site (i.e. the ACRS partners) communicates only with the central site.

· The system is asynchronous and transaction based. The central site and the partner sites only communicate transactions pertaining to users and projects at that specific site. Either side may initiate a transaction. Certain transactions are limited to either the central or partner site as indicated below.

· Each transaction is delimited by a header and trailer line. There are specific types of transactions as identified in this document. The header includes the transaction type and other information as indicated below. New transaction types may be introduced as required. 

· The body of the transaction is the data that appears between the header and trailer lines. The body may consist of multiple lines separated by newlines (<NL>).

· The body of a transaction is a list of name:value pairs. The name component is a distinguished keyword. The list of such keywords will be provided and new keywords may be introduced as needed. The type and range of value will be specified for each keyword.  

· It is legitimate for the value field to be the null string (an example would be a person with no middle name).  If the value field is actually not known, instead the keyword UNKNOWN should be listed.  This should not be done for any truly vital piece of information.

· The comment:value field is supported as an Optional field for all transactions where value is a string containing no newline (<NL>) characters.

· Each name:value pair will appear on its own line ending in a newline (<NL>) character.  The value field will NOT contain any newline (<NL>) characters.

· The required and optional keywords that may be included in each transaction type are identified below. 

· Each transaction will be transmitted independently.  The transport mechanism for the data stream is beyond the scope of this document. However, it is anticipated that transactions will be delivered initially via file transfer and later via a client-server mechanism.  Only a single transaction will appear in any file.  Note that a usage report for a given day, although for multiple users, is still a single transaction.

· Every transaction is acknowledged by the recipient by the transmission of a response back to the initiator of the transaction

· Response acknowledgements are to be sent in a reasonably short amount of time [initially 24 hours] after receipt of the transaction request. If no acknowledgement is received the originator should assume that transaction has not been received and the request may be retransmitted. Each transaction will contain a retry count that is incremented on each successive retransmission.

· Every transaction request contains a unique transaction identifier. The response always references the transaction identifier of the initiating request.  It will be the responsibility of each site to assure that individual transaction identifiers are NEVER reused for different transactions.  It will also be the responsibility of each site to use transaction identifiers that are alphabetically increasing for dependent transactions (see below).  Thus if transaction B depends on transaction A, the transaction id for A must be alphabetically ahead of that for B.

· The indicator [LIST] next to a given name:value pair indicates that the value field may be a vectorized list of values.  Elements of the list will be seperated by the character string “;;”.  Thus, if a user gives three suggestions for his requested login, the entry would read: “req_login: aarondf;;aaron;;fuegi”.

· The related_transaction_id field should be set for all NOTIFY_* transactions which had a matching prior REQUEST_* transaction. The value should be the transaction id of the prior REQUEST_* transaction.  This field should not be set if there was no matching prior REQUEST_* transaction.  This value must also be set for all INFORM_TRANSACTION_COMPLETE transactions.

· The mach_num field allows for a [LIST] of machines.  When such a list is given, the transaction applies across the SET of machines given.  Thus, if a NOTIFY_PROJECT_RESOURCES transaction is sent with a list of three machines and a 1000 SU allocation, this applies to the set of machines and any usage on ANY of the three machines would subtract from a single 1000 SU allocation.  For this reason, the mach_num field for PROJECT or ACCOUNT transactions should in almost all cases match with that of the initial *_CREATE transaction.

Transaction request:


*transaction site_name transaction_type transaction_id date retry_count


transaction body


*end

Transaction response:


*response site_name transaction_type transaction_id date status_code detail_code “message”

Request and response definitions (some of these items are actually only now used in the INFORM_TRANSACTION_COMPLETE transaction and not in the header lines)


site_name



Unique site name for the originator of this message.  Example: Boston_University.


status_code

· Received: The transaction was successfully received.  – Valid only for RESPONSEs and not within the INFORM_TRANSACTION_COMPLETE transaction.

· Failure: The transaction could not be carried out. A code detailing the reason for the failure is included.  Valid for both RESPONSEs and the INFORM_TRANSACTION_COMPLETE transaction.

· Success: The transaction was successfully carried out.  Valid only for the INFORM_TRANSACTION_COMPLETE transaction.

detail_code

· Agreed upon codes for specific error messages.

message

· Text message corresponding to above detail code

· Examples: Data_Missing: field_name | Data_Inconsistent: field_name | Format_Error: line_number
transaction_id

· Reference id of initiating transaction

date

· Timestamp for this message in the format mm/dd/yyyy_hh:mm:ss where hh is in 24 hour format.

Transaction Types:

Transactions are characterized by three keyword elements, one from each column of the following table.  Not all element combinations are supported.

Action Type
Item Acted Upon
Action

REQUEST
PROJECT
CREATE

NOTIFY
ACCOUNT
INACTIVATE

INFORM
USER
REACTIVATE


TRANSACTION
SUSPEND



MODIFY



RESOURCES



USAGE



COMPLETE

Keyword Element Definitions:

· REQUEST

· Description: Always sent by the LES to an ACRS partner site to request an action be taken.  Some actions will be optional for the partner sites (ex: new small allocation project request) while others should always be undertaken (ex: NRAC project request).  If an action is undertaken by the recipient of the request, a corresponding NOTIFY transaction will be issued.
· NOTIFY

· Description: Always sent by an ACRS partner site to the LES to indicate an action has been taken (ex: Alliance account created).  Commonly sent after receiving a matching REQUEST transaction from the LES but will also in many cases be sent without a prior REQUEST.

· Note: All notify transactions have as an optional field Related Transaction ID (related_transaction_id) which will be the transaction id of a prior request which the NOTIFY transaction corresponds to.  This field will not be used when there was no prior REQUEST but should always be included if there was a prior REQUEST.

· INFORM

· Description: Informational transaction.  No action is required as a result of it.  An example is a warning that a project will soon be over its allocation.
· PROJECT

· Description: Specifies the action relates to an Alliance project (sac|nrac|aab) as a whole.  This is assumed to also apply to all the users on the project.  The primary key for projects is the Alliance PSN (alliance_psn).

· ACCOUNT

· Description: Specifies the action applies to a particular user on a particular project. An example would be removing an individual from a certain project. The primary for accounts is the user’s Distinguished Name (dn).

· USER

· Description: Specifies the action applies to a user in general.  An example would be modifying a user’s email address field. The primary key for users is the user’s Distinguished Name (dn).

· CREATE

· Description: Involves the creation of a new project or account.  

· INACTIVATE

· Description: Involves the inactivation (which in this context means stopping of reporting as an Alliance project/account) of an existing project or account.

· REACTIVATE

· Description: Involves the reactivation of a project or account.  This would follow an earlier INACTIVATE or SUSPEND action.

· SUSPEND

· Description: Involves the (usually) temporary suspension of a project or user.  This is usually done for security reasons such as a password being compromised.

· MODIFY

· Description: Allows the modification of static, non-vital information (example: home phone number) regarding a project or user.

· RESOURCES

· Description: Allows for the alteration of resources such as SUs allocated to a given project or account.

· USAGE

· Description: Used for the reporting of usage information by user/project combination.

· RESPONSE

· Description: ALWAYS issued in response to every transaction, generally within a 24 hour period.  See details above.  Valid responses are RECEIVED or FAILURE.
· COMPLETE

· Description: Sent after a transaction has been successfully carried out or has failed to indicate that transaction is no longer in a pending state.
Transaction Descriptions:

· REQUEST_PROJECT_CREATE (RPC)

· Use: Request the creation of a new project at a partner site. The transaction will include the Alliance PSN for the project, even if it is a brand new project. Once the project has been created, the recipient will send back a NOTIFY_PROJECT_CREATE transaction.
· Required fields:

· Alliance PSN (alliance_psn)

· Allocation type (alloc_type: {sac|nrac|aab})
· Allocation amount (su_alloc)

· Principal Investigator (last_name, first_name, middle_name)

· Principle Investigator ID (ssn)

· Principal Investigator Email address (email)

· Start and end date (start_date, end_date)

· Title (project_title)

· Primary and Secondary Field of Science (pfos, sfos)

· Machine (mach_num) [LIST]

· Principal Investigator Title (title)

· Principal Investigator Organization (organization)

· Principal Investigator Citizenship (citizenship)

· Principal Investigator Counties of access (country_access) [LIST]

· Principal Investigator needs account (pi_account)

· Optional fields:
· Grant number (grant_num)
· Abstract (abstract)
· Application sector (sector)
· Qualifications of researchers (qualifications)
· Methodologies and computational efficiencies (methodologies)
· Sources of support (support)
· Resources available elsewhere (other_resources)
· Statement of work (statement_work)
· Technical background (background)
· Rationale and justification (justification)
· Project deliverables (deliverables)
· Project milestones (milestones)
· Preliminary results of progress to date (progress)
· Facilities (facilities)
· Programming languages/utilities required (languages)
· Application software required (applications)
· Disk space needed (diskspace)
· Memory required (memory)
· Processors required (processors)
· Principal Investigator partner ID (partner_id) (may very well be the same as SSN)
· Principal Investigator Distinquished name (dn) (Required if PI needs an account)
· Principal Investigator Address (off_address, str_address, str_address2, city, state,zip,country)

· Principal Investigator Business phone (bus_phone, bus_ext, bus_com)

· Principal Investigator Home phone (home_phone, home_ext, home_com)

· Principal Investigator FAX (fax)

· Principal Investigator current partner login (partner_login)

· Principal Investigator LES login (les_login)

· Principal Investigator preferred logins if person doesn’t already have one (req_login) [LIST]

· Principal Investigator institution code (org_code)

· Principal Investigator employer code (emp_code)

· Principal Investigator department (dept)

· Principal Investigator position (position)

· NSF status code (nsf_status_code)

· For MHPCC: (details of how to obtain this information need to be decided) (required if PI needs account)

· Kerberos principal and realm (kerberos)

· Security clearance level (sc_level)

· NOTIFY_PROJECT_CREATE (NPC)

· Use: Report that a new Alliance project has been created at a partner site. This transaction may be the result of a prior REQUEST_PROJECT_CREATE transaction that originated at the LES or from a local approval process (e.g. a small allocation request) at the partner site. In the former case, the transaction must include the Alliance (LES) PSN. In all cases, the transaction will include the partner (local) PSN. The partner site will not report usage for a project until it receives a successful INFORM_TRANSACTION_COMPLETE to a NOTIFY_PROJECT_CREATE transaction.
· Required fields: 

· Partner PSN (partner_psn)
· Allocation type (alloc_type: {sac|nrac|aab})
· Allocation amount (su_alloc)

· Principal Investigator (last_name, first_name, middle_name)

· Principal Investigator partner ID (partner_id) (may very well be the same as SSN)

· Principal Investigator Email address (email)

· Start and end date (start_date, end_date)

· Title (project_title)

· Primary and Secondary Field of Science (pfos, sfos)

· Machine (mach_num) [LIST]
· Principal Investigator partner ID (partner_id) (may very well be the same as SSN)
· Principal Investigator Title (title)

· Principal Investigator Organization (organization)

· Principal Investigator Citizenship (citizenship)

· Principal Investigator Counties of access (country_access) [LIST]

· Optional fields: (see REQUEST_PROJECT_CREATE)
· Alliance PSN (alliance_psn)
· Principle Investigator ID (ssn)
· Grant number (grant_num)
· Abstract (abstract)
· Application sector (sector)
· Qualifications of researchers (qualifications)
· Methodologies and computational efficiencies (methodologies)
· Sources of support (support)
· Resources available elsewhere (other_resources)
· Statement of work (statement_work)
· Technical background (background)
· Rationale and justification (justification)
· Project deliverables (deliverables)
· Project milestones (milestones)
· Preliminary results of progress to date (progress)
· Facilities (facilities)
· Programming languages/utilities required (languages)
· Application software required (applications)
· Disk space needed (diskspace)
· Memory required (memory)
· Processors required (processors)
· Principal Investigator Distinquished name (dn)
· Principal Investigator Address (off_address, str_address, str_address2, city, state,zip,country)

· Principal Investigator Business phone (bus_phone, bus_ext, bus_com)

· Principal Investigator Home phone (home_phone, home_ext, home_com)

· Principal Investigator FAX (fax)

· Principal Investigator institution code (org_code)

· Principal Investigator employer code (emp_code)

· Principal Investigator department (dept)

· Principal Investigator position (position)

· NSF status code (nsf_status_code)
· Related transaction ID (that of a prior matching REQUEST transaction)  (related_transaction_id)

· REQUEST_ACCOUNT _CREATE (RAC)

· Use: Sent by the LES to request that a user account be created at the ACRS site and associated with the specified project. 
· Required fields:

· Alliance PSN (alliance_psn)

· Machine (mach_num) [LIST]

· User name (first_name, last_name, middle_name) 

· Social security number (ssn)

· Title (title)

· Organization (organization)

· Email address (email)

· Citizenship (citizenship)

· Counties of access (country_access) [LIST]

· Distinguished name (dn)

· User needs a password on the partner machine (password_access_enable) (yes or no)

· Required for MHPCC: (details of how to obtain this information need to be decided)
· Kerberos principal and realm (kerberos)

· Security clearance level (sc_level)

· Optional fields: 

· Partner PSN (partner_psn)

· Partner ID (partner_id) (may very well be the same as SSN)

· Address (off_address, str_address, str_address2, city, state,zip,country)

· Business phone (bus_phone, bus_ext, bus_com)

· Home phone (home_phone, home_ext, home_com)

· FAX (fax)

· Current partner login (partner_login)

· LES login (les_login)

· Preferred logins if person doesn’t already have one (req_login) [LIST]

· Organization code (org_code)

· Employer code (emp_code)

· Department (dept)

· Position (position) 

· Role on the project (role)

· NSF status code (nsf_status_code)

· NOTIFY_ACCOUNT_CREATE (NAC)

· Use: Sent by a partner site to report the creation of a new user account or association of an existing user account with a new project. If the DN for this user is known at the partner site, it must be included in the transaction. The partner site must not send usage data for a user until it has received a successful INFORM_TRANSACTION_COMPLETE related to the NOTIFY_ACCOUNT_CREATE for that account.

· Required fields: 

· Alliance PSN (alliance_psn)

· Machine (mach_num) [LIST]

· User name (first_name, last_name, middle_name) 

· Partner ID (partner_id) (may very well be the same as SSN)

· Title (title)

· Organization (organization)

· Email address (email)

· Citizenship (citizenship)

· Countries of access (country_access) [LIST]

· User needs a password on the partner machine (password_access_enable) (yes or no)

· Optional fields: (see REQUEST_ACCOUNT_CREATE)

· Partner PSN (partner_psn) 

· Social security number (ssn)

· Distinguished name (dn)

· Related transaction ID (that of a prior matching REQUEST transaction)  (related_transaction_id)

· REQUEST_PROJECT_RESOURCES (RPRS)
· Use: Sent by the LES (usually) to request a change of some sort to the resources information stored by the partner site for a project.  Note that time is considered a resource for this purpose.  Modifying the end date requires use of this transaction.  Multiple fields may be altered via a single transaction.  This transaction may not be issued on INACTIVE projects.  As this transaction is usually issued 

· Required fields:

· Alliance PSN (alliance_psn)
· Machine (mach_num) [LIST]
· Changed field (su_alloc or end_date)
· Optional fields
· Allocation change type: (alloc_change {set| increment|decrement}) – required if su_alloc field altered.

· Date on which this action should take place (effective_date) – required if su_alloc field altered.
· NOTIFY_PROJECT_RESOURCES (NPRS)
· Use: Sent by the ACRS to notify the LES of a change of some sort to the resources information stored by the partner site for a project.  Note that time is considered a resource for this purpose.  Modifying the end date requires use of this transaction.  Multiple fields may be altered via a single transaction. This transaction may not be issued on INACTIVE projects.

· Required fields:

· Alliance PSN (alliance_psn)
· Machine (mach_num) [LIST]
· Changed field (su_alloc or end_date)
· Optional fields
· Allocation change type: (alloc_change: {set| increment|decrement}) – required if su_alloc field altered.
· Date on which this action should take place (effective_date) – required if su_alloc field altered.
· Related transaction ID (that of a prior matching REQUEST transaction)  (related_transaction_id)

· REQUEST_PROJECT_MODIFY (RPM)
· Use: Sent by the LES (usually) to request a change of some sort to the static information stored by the partner site for a project. Critical changes to a project (allocation, end date, status) may not be made using this transaction.  Multiple fields may be altered via a single transaction.

· Required fields:

· Alliance PSN (alliance_psn)
· Machine (mach_num) [LIST]
· Optional fields: 

· Changed field (any static project related field – examples include project_title, abstract, etc…)
· NOTIFY_PROJECT_MODIFY (NPM)
· Use: Sent by a partner site to report a change of some sort to the information stored by the partner site for a project.  Critical changes to a project (allocation, end date, status) may not be made using this transaction. Multiple fields may be altered via a single transaction.

· Required fields: 

· Alliance PSN (alliance_psn)
· Machine (mach_num) [LIST]
· Optional fields: 

· Changed field (any static project related field – examples include project_title, abstract, etc…)

· Related transaction ID (that of a prior matching REQUEST transaction)  (related_transaction_id)

· REQUEST_USER_MODIFY (RUM)

· Use: Sent by the LES (usually) to request a change to the static information stored for a particular person.  This change will affect the person’s information so will apply to every project the person is on as well.  An example of this would be to associate a LES user name and/or DN with a partner site user.  Multiple fields may be altered via a single transaction.

· Required fields:
· Distinguished name (dn)

· Optional fields: 
· Changed field (any static user related field – examples include address, phone, email, etc…)

· New distinguished name, for a person whose DN has changed (new_dn)

· Flag to indicate if person has a valid Alliance certificate (valid_cert) (yes or no) -this flag defaults to false/no.
· NOTIFY_USER_MODIFY (NUM)

· Use: Sent by a partner site to report a change to the static information on a specific user at a partner site.  See above under REQUEST_USER_MODIFY for more details.  Multiple fields may be altered via a single transaction.

· Required fields:
· Distinguished name (dn)

· Optional fields:

· Changed field (any static user related field – examples include address, phone, email, etc…)

· New distinguished name, for a person whose DN has changed (new_dn) – Note that if the DN has just changed due to a prior REQUEST_USER_MODFIY, the new_dn and dn fields will actually be the same.

· Flag to indicate if person has a valid Alliance certificate (valid_cert) (yes or no) -this flag defaults to false/no.
· Related transaction ID (that of a prior matching REQUEST transaction)  (related_transaction_id)

· REQUEST_PROJECT_INACTIVATE (RPI)
· Use: Sent by the LES (usually) to request a project be inactivated.  Generally the comment field should be used to provide an explanation of the reason for the action.  Some reason_codes may require mandatory action on the part of the partner site while others may allow the partner site to use its own judgment.  If the partner site does inactivate the project, it will issue a NOTIFY_PROJECT_INACTIVATE transaction in return.  Inactivating a project automatically inactivates all ACCOUNTs on that project.
· Required fields:

· Alliance PSN (alliance_psn)
· Machine (mach_num) [LIST]
· Reason (reason_code).
· NOTIFY_PROJECT_INACTIVATE (NPI)
· Use: Sent by a partner site to indicate a project has been inactivated.  See above under REQUEST_PROJECT_INACTIVATE.

· Required fields:

· Alliance PSN (alliance_psn)
· Machine (mach_num) [LIST]
· Reason (reason_code)
· Optional fields: 

· Related transaction ID (that of a prior matching REQUEST transaction)  (related_transaction_id)

· REQUEST_PROJECT_REACTIVATE (RPRC)
· Use: Sent by the LES (usually) to request a project be reactivated.  Generally the comment field should be used to provide an explanation of the reason for the action.  Some reason_codes may require mandatory action on the part of the partner site while others may allow the partner site to use its own judgment.  If the partner site does reactivate the project, it will issue a NOTIFY_PROJECT_REACTIVATE transaction in return.  Reactivating a project will automatically reactivate the accounts that used to be on that project.  It is vital when issuing a REQUEST_PROJECT_REACTIVATE to be clear what the allocation for the project should be set to or incremented by.  Use the alloc_change field to indicate this.

· Required fields: (see REQUEST_PROJECT_CREATE)
· Allocation change type: (alloc_change: {set| increment|decrement})
· Reason (reason_code) (#11-13 are valid codes) 
· Optional fields: (see REQUEST_PROJECT_CREATE)
· NOTIFY_PROJECT_REACTIVATE (NPRC)
· Use: Sent by a partner site to indicate a project has been reactivated.  See above under REQUEST_PROJECT_REACTIVATE.

· Required fields: (see NOTIFY_PROJECT_CREATE)
· Alliance PSN (alliance_psn)

· Allocation change type: (alloc_change: {set| increment|decrement})
· Reason (reason_code) (#11-13 are valid codes)
· Optional fields: (see NOTIFY_PROJECT_CREATE)
· REQUEST_ACCOUNT_INACTIVATE (RAI)
· Use: Sent by the LES (usually) to request an account be inactivated.  Generally the comment field should be used to provide an explanation of the reason for the action.  Some reason_codes may require mandatory action on the part of the partner site while others may allow the partner site to use its own judgment.  If the partner site does inactivate the account, it will issue a NOTIFY_ACCOUNT_INACTIVATE transaction in return.
· Required fields:

· Alliance PSN (alliance_psn)
· Distinguished name (dn)
· Machine (mach_num) [LIST]
· Reason (reason_code) (#1, #2 and #4 are valid codes)
· Optional fields:

· Partner login (partner_login)
· NOTIFY_ACCOUNT_INACTIVATE (NAI)
· Use: Sent by a partner site to indicate an account has been inactivated.  See above under REQUEST_ACCOUNT_INACTIVATE.

· Required fields:

· Alliance PSN (alliance_psn)
· Distinguished name (dn)
· Machine (mach_num) [LIST]
· Reason (reason_code) (#1, #2 and #4 are valid codes)
· Optional fields: 

· Partner login (partner_login)
· Related transaction ID (that of a prior matching REQUEST transaction)  (related_transaction_id)

· REQUEST_ACCOUNT_REACTIVATE (RAR)
· Use: Sent by the LES (usually) to request an account be reactivated.  Generally the comment field should be used to provide an explanation of the reason for the action.  Some reason_codes may require mandatory action on the part of the partner site while others may allow the partner site to use its own judgment.  If the partner site does reactivate the account, it will issue a NOTIFY_ACCOUNT_REACTIVATE transaction in return.
· Required fields: (see REQUEST_ACCOUNT_CREATE)
· Reason (reason_code) (#11, #12 and #14 are valid codes)
· Optional fields: (see REQUEST_ACCOUNT_CREATE)
· NOTIFY_ACCOUNT_REACTIVATE (NAR)

· Use: Sent by a partner site to indicate an account has been reactivated.  See above under REQUEST_ACCOUNT_REACTIVATE.

· Required fields: (see NOTIFY_ACCOUNT_CREATE)
· Distinguished name (dn)

· Reason (reason_code) (#11, #12 and #14 are valid codes)
· Optional fields: (see NOTIFY_ACCOUNT_CREATE)

· REQUEST_USER_SUSPEND (RUS)
· Use: Sent by the LES (usually) to request a user be suspended.  Generally the comment field should be used to provide an explanation of the reason for the action.  Some reason_codes may require mandatory action on the part of the partner site while others may allow the partner site to use its own judgment.  If the partner site does deactivate the account, it will issue a NOTIFY_USER_SUSPEND transaction in return. This generally indicates a security breach.
· Required fields:

· Distinguished name (dn)
· Reason (reason_code) (#3 is the only valid code)
· NOTIFY_USER_SUSPEND (NUS)
· Use: Sent by a partner site to indicate a user has been suspended. Also see above under REQUEST_USER_SUSPEND.

· Required fields:

· Distinguished name (dn)
· Reason (reason_code) (#3 is the only valid code)
· Optional fields:
· Related transaction ID (that of a prior matching REQUEST transaction)  (related_transaction_id)
· REQUEST_USER_REACTIVATE (RUR)
· Use: Sent by the LES (usually) to request a user be reactivated.  Generally the comment field should be used to provide an explanation of the reason for the action.  Some reason_codes may require mandatory action on the part of the partner site while others may allow the partner site to use its own judgment.  If the partner site does reactivate the account, it will issue a NOTIFY_ACCOUNT_REACTIVATE transaction in return.  This generally indicates a security breach that has been corrected.
· Required fields: 

· Distinguished name (dn)
· Reason (reason_code) (#13 is the only valid code)
· NOTIFY_USER_REACTIVATE (NUR)
· Use: Sent by a partner site to indicate an account has been reactivated.  See above under REQUEST_USER_REACTIVATE.

· Required fields: 

· Distinguished name (dn)
· Reason (reason_code) (#13 is the only valid code)
· Optional fields: 

· Related transaction ID (that of a prior matching REQUEST transaction)  (related_transaction_id)

· INFORM_PROJECT (IP)
· Use: Sent to a partner site to provide a warning or information about a project’s status.  No action is required on the part of the partner site as a result of this transaction.
· Required fields: 

· Alliance PSN (alliance_psn)
· Machine (mach_num) [LIST]
· Reason (reason_code)

· Comment string explaining action (message)
· Optional fields: 

· INFORM_ACCOUNT (IA)
· Use: Sent to a partner site to provide a warning or information about a project’s status.  No action is required on the part of the partner site as a result of this transaction.
· Required fields: 

· Alliance PSN (alliance_psn)
· Distinguished name (dn)
· Machine (mach_num) [LIST]
· Reason (reason_code)

· Comment string explaining action (message)
· Optional fields: 
· INFORM_TRANSACTION_COMPLETE (ITC)
· Use: Sent to indicate a transaction is now complete (success or failure).  This transaction will eventually be sent as a follow-up to all NOTIFY* and REQUEST* transactions that did NOT receive a RESPONSE of FAILURE. The three later required fields (status_code, detail_code and message) are defined above under the section discussing header information.
· Required fields: 
· Prior Transaction ID for transaction which is now finished (related_transaction_id)
· Prior Transaction Type for transaction which is now finished (related_transaction_type)
· Indicator of whether the transaction succeeded or failed (status_code)

· Detail code for failures indicating reason of failure (detail_code)

· Comment string explaining action (message)

· Optional fields: 

· Project’s Alliance PSN (alliance_psn) – MUST be included for all *PROJECT* and *ACCOUNT* referenced (based on related_transaction_type field above) transactions.

· User’s distinguished name (dn) - MUST be included for all *ACCOUNT* and *USER* referenced (based on related_transaction_type field above) transactions.

· NOTIFY_PROJECT_USAGE (NPU)

· Use: Report usage. This is covered in a separate document.
File Naming Conventions:

· Files will be named in the format TRANSACTION_ID.TRANSACTION_TYPE[.response]

· The suggested format for the TRANSACTION_ID is XXYYYYMMDD_ID where XX is a two letter code representing the site and ID is a number.  A given ID number can only be used once each day and later transactions will be given higher numbers for a given day.  Transactions should be ordered in alpha-numeric sort order.

Transaction Dependencies:

· Certain transactions have dependencies upon other transactions.  Those dependencies are spelled out here.

· Those transactions dependent upon other transactions will not be submitted until after all transactions they depend upon are received, acknowledged and completed.

· All *_PROJECT_* transactions (for the same project) are dependent on NOTIFY_PROJECT_CREATE with the exception of REQUEST_PROJECT_CREATE and NOTIFY_PROJECT CREATE.

· All *_ACCOUNT_* transactions (for the same account) are dependent on NOTIFY_ACCOUNT_CREATE with the exception of REQUEST_ACCOUNT_CREATE and NOTIFY_ACCOUNT_CREATE.  In addition, all *_USER_* transactions are also dependent upon a NOTIFY_ACCOUNT_CREATE for the appropriate partner_login.

· NOTIFY_PROJECT_REACTIVATE is dependent upon NOTIFY_PROJECT_INACTIVATE.  REQUEST_PROJECT_REACTIVATE is dependent on NOTIFY_PROJECT_INACTIVATE.

· NOTIFY_USER_REACTIVATE is dependent upon NOTIFY_USER_SUSPEND.  REQUEST_USER_REACTIVATE is dependent on NOTIFY_USER_SUSPEND.

· NOTIFY_ ACCOUNT _REACTIVATE is dependent upon NOTIFY_ ACCOUNT_SUSPEND.  REQUEST_ACCOUNT_REACTIVATE is dependent NOTIFY_ ACCOUNT_SUSPEND.
· INFORM_TRANSACTION_COMPLETE is dependent on a prior NOTIFY* or REQUEST* transaction with the associated related_transaction_id.
Reason Codes (reason_code)  (1-10 are INACTIVATE or SUSPEND CODES; 11-20 are REACTIVATE codes.)

1) Over allocation.

2) Past end date.

3) Security breach.

4) Account removed by PI.

11) New allocation, no longer over allocation.

12) New end date, no longer past end date.

13) Security breach dealt with.

14) Account restored by PI.

101)
Project renewal submitted to AAB or NRAC by PI

Detail Codes (detail_code) (These are the codes used in RESPONSEs and INFORM_TRANSACTION_COMPLETE transactions.)

1000)
Success.

2000)
Received.

3001)
Header formatted incorectly.

3002)
No Footer.

3003)
Required name:value pair missing.

3004)
Name:value pair not allowed for this transaction_type.

3005)
Value is of the wrong format for this field.

3006)
Format error of some other sort.

3007)
Inconsistent data (example: partner_psn value does not exist)

3008)
Inappropriate transaction type (such as a partner site receiving a NOTIFY_PROJECT_USAGE transaction).

Example 1 – Possible scenario for an AAB/NRAC allocation for a project with 2 additional users.

  LES: 

REQUEST_PROJECT_CREATE/1(Create a new project and request account for PI)

  Partner: 
Response/1 - RECEIVED

  Partner:
INFORM_TRANSACTION_COMPLETE/2 - SUCCESS (Project will be created on partner machine based on Transaction 1)

  Partner:
NOTIFY_PROJECT_CREATE/3 (Project created – report partner PSN)   

  LES:

Response/2 - RECEIVED

  LES:

Response/3 - RECEIVED

  LES:

INFORM_TRANSACTION_COMPLETE/4 - SUCCESS (Project added to LES database based on Transaction 3)

  Partner: 
Response/4 - RECEIVED

  Partner:
NOTIFY_ACCOUNT_CREATE/5 (PI partner login name reported – account request was part of initial RPC – Transaction 1)

  LES:

Response /5 - RECEIVED

  LES:

INFORM_TRANSACTION_COMPLETE/6 - SUCCESS (PI account added to LES database based on Transaction 5)

  Partner: 
Response/6 - RECEIVED

  LES:

REQUEST_ACCOUNT_CREATE/7 (Request an account for User1)

  LES:

REQUEST_ACCOUNT_CREATE/8 (Request an account for User2)

  Partner:
Response/7 – RECEIVED 

  Partner:
Response/8 – FAILURE (Required fields missing.  This ENDS Transaction 8.)

  Partner:
INFORM_TRANSACTION_COMPLETE/9 - SUCCESS (User1 will be added on partner machine based on Transaction 7)

  Partner: 
NOTIFY_ACCOUNT_CREATE/10 (User1 partner login name reported)

  LES:

Response/9 – RECEIVED

  LES:

Response/10 – RECEIVED

  LES:

INFORM_TRANSACTION_COMPLETE/11 (User1 account created in LES database, also returns User1 ‘dn’ based on Transaction 10)

  Partner:
Response/11 – RECEIVED

  Partner:
NOTIFY_PROJECT_USAGE/12 (Report usage for PI)

  LES:

Response/12 – RECEIVED 

  LES:

INFORM_TRANSACTION_COMPLETE/13(PI usage entered in LES database based on Transaction 12)

  Partner:
Response/13– RECEIVED

  LES:

REQUEST_ACCOUNT_INACTIVATE/14(PI requests User1 be removed from project)

  Partner:
Response/14– RECEIVED

  Partner:
INFORM_TRANSACTION_COMPLETE/15- SUCCESS (Project will inactivated based on Transaction 14)

  Partner:
NOTIFY_ACCOUNT_INACTIVATE/16User1 being removed from project)

  LES:

Response/15- RECEIVED

  LES:

Response/16– RECEIVED

  LES:

INFORM_TRANSACTION_COMPLETE/17 (User1 removed from project in LES database based on Transaction 16)

  Partner:
Response/17– RECEIVED

