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Introduction

The purpose of the Alliance Account Management System (AAMS) is to maintain synchronization of project, account, and machine usage information between each Alliance Partner site, and the Leading Edge Site (LES). In turn, the information for each Partner, as well as that of the LES itself, is reported to the National Science Foundation (NSF) by the LES.

All other documents referenced below can be downloaded from the Virtual Machine Room (VMR) document repository at:

http://infinity.ncsa.uiuc.edu:8080/~VMR/

This site is password protected. Please send mail to jtowns@ncsa.uiuc.edu to request access.

Transactions

The basic unit of data exchange for AAMS is the transaction. Transactions are sent between the LES and each Partner to report the creation, modification, and deactivation of projects and accounts, and are also used to report Partner machine usage to the LES. Several transactions may be needed to accomplish a task, such as the creation of a project. This collection of transactions is referred to as a job.

Every time a transaction is sent, the recipient sends back a response (also referred to as an ack, for acknowledgment) to the sender, to acknowledge that they have received the transaction. If a response is not received by the sender within the timeout period, the transaction is resent. This continues until a response is received.

There are three "source" classifications for transactions, which indicate who sent a transaction. REQUEST transactions are transactions sent by the LES to a Partner. NOTIFY transactions are transactions sent by a Partner to the LES. INFORM transactions can be sent by either the LES or a Partner, and, unlike the other two classes, do not require the recipient to perform any action. They are meant merely as a way of sending additional information about an "object", such as a project or account.

Another part of the transaction classification is the "object" itself. This can be a PROJECT, which represents an Alliance project, an ACCOUNT, which represents a user account on an Alliance machine, or a  USER, which represents general user information not tied to a machine, such as the user's first name.

The third and final part of the transaction classification is the action to be performed on the object. There are many actions which a transaction might indicate, such as CREATE or MODIFY. For a complete list of all actions, see the Account Management Transactions Working Document.

So, with these three classification categories, we get the "type" for a given transaction. For example, a transaction which the LES sends for project creation is REQUEST_PROJECT_CREATE (RPC), and the transaction a Partner sends for account creation is NOTIFY_ACCOUNT_CREATE (NAC). The name tells us who sent the transaction, what object it is acting upon, and what that action is.

There are also two "special" transactions. One is the INFORM_TRANSACTION_COMPLETE (ITC) transaction. An ITC is sent to the sender of a transaction, after first sending a response, unless the given transaction is itself an ITC. The difference between a response and an ITC is that the response simply acknowledges receipt of a transaction, while the ITC reports either success or failure after processing the received transaction. If there is a failure, the ITC will also contain additional error information.

The other "special" transaction is the NOTIFY_PROJECT_USAGE (NPU) transaction. This transaction is sent by a Partner to report usage on one machine for one day. The format of the usage data is defined in the document NCSA Account Usage Data Format.

Transaction Files

Each transaction is encapsulated in a separate file, and consists of any number of name:value pairs. These name:value pairs represent the names of data fields for the given object, and their associated values, such as "login:smith" for the login in an account transaction. Each response to a transaction is also encapsulated in a file. See the Account Management Transactions Working Document for details on the file formats.

Each site will have a designated machine for both sending and receiving transaction files. It need not be the same machine for both. Once the file transfer access configuration has been completed at both the Partner and the LES (currently using scp), each Partner site and the LES are expected to send transactions, as necessary, for either the initiation of a new job, or the continuation of an existing job. The recipients are then expected to periodically poll their incoming transaction file transfer directories, pick up any new transactions, and act on them appropriately.

The program transact_xfer is used to send transaction files from one site to another, which in turn uses scp to perform the actual file transfer. This script also computes a checksum of the transaction file, and automatically transfers the checksum  in a second file, which has the same name as the transaction file, followed by the suffix ".done". This checksum is then used by the recipient to verify the integrity of the transaction file. Transact_xfer is available for download through the "Transaction File Transfer Script" link on the VMR web site (see Introduction). For more information about transaction file naming conventions, see the Account Management Transactions Working Document.

Transaction Queuing

Receiving sites are required to queue up transactions related to the objects in "almost completed" jobs. These are jobs for which an ITC has been sent, but for which no response has yet been received. As defined in the  Account Management Transactions Working Document, the sender will continue to resend the ITC once the defined timeout has been reached, until a response is received.

Sending sites will always wait for a response to a sent transaction before sending the next transaction dictated by the job, or before starting a new job for the object in the uncompleted job. However, the receiving site is expected to queue any instances of this occurrence, even though they are erroneous, for the purposes of error resolution.

Untracked Fields

Fields specified for a transaction which are not tracked at a given site, but which are required to be included as specified in the Account Management Data Dictionary and the Account Management Transactions Working Document, should be assigned a value of UNKNOWN.  The primary purpose of this is to accommodate fields that some sites do not yet track, but which are required fields in the transaction model. A current example of this would be the country_access field in the REQUEST_ACCOUNT_CREATE and the NOTIFY_ACCOUNT_CREATE transactions. This field is not yet tracked by all sites, but is required.

Source Code

Boston University has already written scripts to handle the parsing of transaction files. This set of scripts is available through the "Transaction Parsing Scripts" link on the VMR web site (see Introduction).

Jobs

As mentioned above, a job is a series of transactions sent between the LES and a Partner to accomplish a task. Depending on the type of task, a job may either be initiated by the LES or the Partner. For example, Alliance project creation is always initiated by the LES. However, since Alliance account requests can be submitted by a project's Principal Investigator (PI) to either the LES or the Partner, account creation (other than the PI accounts themselves, which are part of the project creation) can be initiated by either the LES or the Partner, depending on who was asked to create the account.

Regardless of whether a job is started by the LES or a Partner, a successful one is always characterized by the following:

1. A response is sent back for every transaction in the job.

2. An ITC is sent by a transaction recipient (after sending a response) for every transaction received, except for another ITC transaction.

3. Every successful job ends with an ITC sent by the LES, followed by a response to the ITC from the Partner.

4. Excluding INFORM transactions, a successful job initiated by the LES always looks like:

  REQUEST        --->

                 <---          ack

                 <---          ITC

    ack          --->

                 <---         NOTIFY

    ack          --->

    ITC          --->

                 <---          ack

5. Excluding INFORM transactions and the NOTIFY_PROJECT_USAGE transaction, a successful job initiated by a Partner always looks like:

                 <---         NOTIFY

    ack          --->

    ITC          --->

                 <---          ack

Job States

It is assumed that each site will internally track the "state" of each of their jobs, primarily for the purposes of error resolution. By knowing the state of a job, a site can then know what should happen next: whether they are expected to next send a transaction or response, or whether they are waiting on a transaction or response.

Each site is free to track state information as they see fit, but a point of commonality is expected, namely that the state of a job will change on the sending and receiving of responses, rather than the sending and receiving of ITCs. By all sites adhering to this, we can be sure that everyone is "on the same page" when trying to track down a failure.

Job Example

Suppose that Boston University needs to inform the LES of a new account on one of their projects. Here is what the sequence of events would look like, assuming the job is successful:

                 <---          NAC

    ack          --->

    ITC          --->

                 <---          ack

1. A NOTIFY_ACCOUNT_CREATE (NAC) transaction is sent by BU to the LES, initiating a job. This contains all of the pertinent information known by BU for this account.

2. The LES sends a response to the NAC, which simply acknowledges successful receipt of the transaction.

3. The LES sends an INFORM_TRANSACTION_COMPLETE, indicating that the NAC was processed successfully, and that the new account's information has been stored in the LES database. Since this is the creation of an account, the ITC also contains the Alliance Distinguished Name, or DN, of the account, which BU can then record for future reference.

4. Finally, BU sends back a response to the ITC, which reports success and completes the job.

So, at this point the LES has been informed of the new account, and has stored that information in its database. And BU now knows the Alliance DN of this account, which it will now use in all future correspondence with the LES when referring to the account. In terms of AAMS, the DN is the "primary key" of the account. Note that a similar process occurs for Alliance projects, in which case the primary key is the Alliance Project Serial Number, or PSN.

Related Documents and Other Information

For more detailed information about transactions and transaction processing, see the following documents:

Account Management Transactions Working Document

Account Management Data Dictionary

For more information on usage reporting and usage file formats, see the document:

NCSA Account Usage Data Format

