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Abstract

SEMANTICALLY-SMART DISK SYSTEMS
Muthian Sivathanu

Robust and efficient storage of data is a prerequisite oeotiand future com-
puter systems. To keep pace with both rapid changes in teghnas well as
increasing demands from applications and users alikeaggsystems must evolve
in new and interesting ways.

Unfortunately, storage systems today have a problem: thgeraf function-
ality they can provide is fundamentally limited, despite firesence of significant
processing power within them. The main reason for this &tion is that storage
systems communicate with the outside world through a nabioek-based inter-
face today, and therefore lack higher-level “semantic” arathnding about how
they are being used.

This thesis proposes a solution to this fundamental problepresents a new
class of storage systems called “semantically-smart distems” (SDS’s); such
disk systems are capable of providing entirely new clast&snotionality by ex-
ploiting information about the system abowed, a file system or a database man-
agement system). An SDS does so by carefully monitoringaivelével stream of
block reads and block writes that a storage system normedly, and then inferring
higher-level behaviors of the system above. ImportantiyS®S does so without
any changes to the existing block-level storage interftaldng a pragmatic ap-
proach that enables ready deployment in existing compeimngonments.

In this thesis, we present a variety of techniques used byl t8 track se-
mantic information underneath modern file systems, demating how to trans-
form an I/O request stream into a source of useful high-levermation for the
underlying disk system. We also demonstrate the utilityeshantic information
within the disk system by presenting new improvements toatrelability, secu-
rity, and performance of storage. For example, we have awstbrage system that
exhibits much better availability under multiple failureg keeping semantically-
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meaningful data available. In another case study, we shaisdmantic knowledge
within the storage system can enable reliable secure delefidata. Such innova-
tions are impossible to implement in the current storagastfucture, but become
possible with the acquisition and careful use of semanfariation. Finally, we
present a new logic framework for reasoning about file systand their interac-
tion with storage systems, and use this logic to prove ptseabout inference
within a semantically-smart disk system.
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Chapter 1

Introduction

Storage systems form the backbone of modern computing,reroavation in stor-

age is crucial to improving present and future computingrenments. Improving

storage systems along various dimensions such as avit§labécurity, and per-
formance is of paramount importance to keep pace with ex@easing modes of
usage and new requirements on storage systems.

Unfortunately, the range of innovation possible in storaagiay is limited due
to the narrow interfacethat exists between the storage system itself and the soft-
ware layer €.g, the file system or DBMS) that uses the storage system. Storag
systems today export a simple block-based interfagg, SCSI) that abstracts the
storage system as a linear array of blocks; file systems nperfidock reads and
block writes into this linear address space. This interfaes designed at a time
when storage systems were simple, passive disks and thuslffifte the simple
abstraction of a linear address space.

However, storage systems have since evolved into massioeiplex, powerful
systems incorporating a wide range of optimizations. Tpdyrage systems are
composed of multiple disks with different forms of redunciario tolerate disk
failures [12, 16, 22, 40, 49, 73, 76, 77, 95, 117], performnatign of blocks across
disks for load balancing [29, 117], transparently buffeiteg in non-volatile RAM
before writing them out to disk [117], and perform transparemapping of blocks
to hide failure. As a result of such sophistication, a sigatiiit amount of low-level
information and control is available within the storageteys such as the failure
boundaries across disks and the exact mapping of logicakblm physical disk
blocks.

While storage systems have become more intelligent and lesxripe narrow
block-based interface has remained unchanged, mainlyodbe tnassive industry-



wide effort required for such a change, and legacy issues sult, file systems
no longerunderstandthe storage system, but instead, simplistically contirue t
view the storage system as a “dumb” disk. Thus, the file sysmot implement
any functionality that requires low-level knowledge or ttohover the low-level
details of block layout; the storage system is the only letat has the information
required to provide such functionality.

Unfortunately, placing functionality within storage systs is limited as well,
again due to the narrow interface. Storage systems simglgroeb a raw stream of
block reads and block writes that have no semantic meanieigastic knowledge
about the logical grouping of blocks into files, the type oflack (e.g, data vs.
metadata), liveness of blocks, and so on, is unavailablleimihe storage system.
Thus, research efforts have been limited to applying dysitesn intelligence in
a manner that is oblivious to the nature and meaning of filéeaydraffic, e.g,
improving write performance by writing data to the closdetk on disk [30, 115].

Thus, the modern storage stack precludes an entire classictidnality that
requires information both from the file system and the s®mgtem. This thesis
proposes a solution to this fundamental limitation.

In this thesis, we propose a new class of storage systemsrildges the in-
formation gap between file systems and storagfbout requiring any change to
the existing block-based interface. Operating undernaathnmodified SCSI in-
terface, such storage systems automatically track hilgivef-semantic information
about the file system or database system running above, iéind titis information
to provide new classes of functionality that are impossibl@rovide in existing
systems. We call such a storage system that is aware of ttentiemof the higher
layer, asemantically-smart disk systg/®DS). By not requiring any changes to the
existing storage interface and in many cases, to the filesyabove, semantically-
smart disk systems present a pragmatic solution, and sodmgst systems are ex-
tremely easy to deploy and adopt.

The thesis of this dissertation is that it is possible, fgdasiand useful for a
block-based storage system to track higher level semanfticnnation about the
file system. As we show later, such information can be trat&eal high level of
accuracy that enables new classes of innovation withimgéosystems.

1.1 Motivation: An Example

To motivate the need for semantic intelligence within gjeraystems, we provide
an example of a functionality that cannot be provided toaybecomes possible
within a semantically-smart disk system. The example eslab improving the
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availability of storage in the face of certain kinds of fag#a. Through the rest of
this thesis, we present various examples of semantic diskiifinality that improve
security, availability, and performance of storage in nesysv

Modern storage systems tolerate disk failures by employaripus forms of
RAID [77]; by storing redundant information in a small numioé disks, the stor-
age system can recover from a small, fixed number of failuigsowt losing any
data. The availability guarantee provided by existing RAlN3tems is quite sim-
ple: if D or fewer disks fail, the RAID continues to operate corredbiyt if more
than D disks fail, the RAID is entirely unavailable. In most RAIDrsanmes,D
is small (often 1); thus even when most disks are workingrsugbserve a failed
disk system. For example, even 2 failures in a 10 disk RAIResyswould result
in complete unavailability, despite the fact that 80% of diwks are still working;
ideally, availability loss in this scenario should be at tf23%.

This “availability cliff” behavior in existing RAID systemiis because the stor-
age system lays out blocks oblivious of their semantic irtgome or relationship;
most files become corrupted or inaccessible after just otra disk failure. For
example, the storage system has no information on the semariortance of
blocks, and therefore treats a root directory block in theesaay it does a regular
file block. Thus, if the extra failed disk happened to contirimportant block, a
large fraction of the file system is rendered unavailables flle system cannot ad-
dress this problem either, because it views the storageryas a single large disk,
and thus has no information about the failure boundariesdsi the disks, nor can
it control the exact physical disk to which a logical blockmspped. In Chapter 6,
we present a system called D-GRAID that provides much baitaiability un-
der multiple failures by exploiting semantic knowledgehaitthe storage system.
Specifically, D-GRAID enables graceful degradation of klity under multiple
failures by selective replication of key metadata striefunf the file system and
fault-isolated placement of semantically-related data.

1.2 Acquiring Semantic Knowledge

An important constraint in a semantically-smart disk sysis that the existing
block-based interface to storage cannot be modified. TmuUSD&Sinfers semantic
information by carefully monitoring the block-level readdawrite traffic. In order
to bootstrap its inference, the storage system relies ore snimimal understand-
ing of the file system. Specifically, the SDS is embedded wsftic knowledge
about the key on-disk structures of the file system. Once D® Bas this static
knowledge, it can build upon it to extract more sophistiddtids of information;
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by monitoring the write traffic to some specific on-disk stuwmes and observing
how those structures change, the SDS can correlate thoegesh&o higher level
file system activities that should have led to the change.

A key challenge in tracking semantic information based ocseoling changes
to on-disk structure is thasynchronyexhibited by modern file systems. File sys-
tems typically buffer data in memory and sometimes arhijrae-order block
writes. While crucial for file system performance, such asyaony effectively
obfuscates information from the storage system, becagseitites made to disk
would reflect the effect of multiple file system operatiorang of which may can-
cel each other. As we show later, such asynchrony imposes lrags on the
extent and accuracy of semantic information that can bé&drchwithin an SDS.

In this thesis, we present detailed techniques to extratbus kinds of se-
mantic information within an SDS, and bring out the limitsitmw accurately such
information can be tracked. We find that the dynamic behaofdathe file sys-
tem significantly affects the effectiveness and simplioftglynamic inference, and
identify various file system properties that can simplify tachniques or improve
their accuracy. We experiment with a variety of file systermanely Linux ext2,
Linux ext3, VFAT, and to a smaller extent, Windows NTFS, iderto explore the
generality of our techniques, and to analyze their confogeao the various file
system properties that we identify. As we go through theishege successively
refine our model of the file system, starting from a very singylechronous file
system to more complex file systems with various dynamic gntigs.

1.3 Exploiting Semantic Knowledge

Given that the disk system has semantic knowledge aboutl¢hgyBitem, the next
relevant question is its utility. To demonstrate the wtilitf semantic disks, we
have built prototype implementations of several semansk dase studies that
show that semantic knowledge can improve storage systefnadamental ways.
Specifically, we present case studies targeted at imprdkmgvailability, security,

and performance of storage.

One of the case studies we present is D-GRAID, a storagensytstat pro-
vides graceful degradation of availability under multifddures, by ensuring that
semantically-meaningful data is available even afterstedgghic failures. D-GRAID
also enables faster recovery from failure by exploiting @etic knowledge to pref-
erentially recover only those blocks that are useful to tledystem,i.e., only
blocks that are live at the file system. We show that D-GRAIgh8icantly im-
proves storage availability at a modest performance cost.
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To demonstrate that semantic disks can also provide furdltty that has ex-
treme correctness requirements, we have designed andnimpled a semantic
disk system called FADED that performscure deletiorti.e., makes deleted data
irrecoverable by performing repeated overwrites), byriirig logical deletes oc-
curring within the file system. This case study utilizes seticanformation in a
way that directly impacts correctness; an error in detgctinielete could result in
irrevocable deletion of valid data, or a missed secure ideleff really deleted data.
By showing that reliable secure deletion can be implemedésgite inherently un-
certain information, we show that even functionality th&tcorrectness-sensitive
can be implemented within semantic disks.

From our various case studies, we find that despite limitheratcuracy of se-
mantic inference, complex functionality can be implemdntéthin a semantically-
smart disk system. The key to implementing complex funetibynin an SDS is
conservatismBy identifying conservative techniques and abstractiong can cir-
cumvent the inherently inaccurate information and stibyide guarantees about
the functionality implemented based on the information. alé® find that the per-
formance cost of such conservatism is quite small; in oneuofcase studies, it
results in a 10-12% overhead. Besides the cost of consamyaive find that there
is also a modest CPU cost to tracking semantic informatiore dentify these
costs during our discussion of the case studies.

1.4 Semantic Disks Underneath a DBMS

Given that database management systems (DBMS) are anoithergient of stor-
age besides file systems, we have also investigated teg@mfqusemantic infer-
ence underneath a DBMS. We have implemented two of our mage studies,
D-GRAID and FADED, in the DBMS case, and bring out key diffezes. Overall,
we find that semantic inference underneath a DBMS is easiatise of the write-
ahead logging performed by a DBMS; the log thus communidatéise semantic
disk a complete time-ordered list of operations that the [Bddes. However, we
also find that database systems track fewer general purtaisstiss than file sys-
tems and this limits the effectiveness of some of our casiesuWe identify and
propose minor changes to database systems that will adtiiedisnitation.

1.5 Reasoning About Semantic Disks

Developing functionality within semantic disks entailsefal reasoning about the
accuracy of different pieces of semantic information tlint tunctionality relies



on, and the accuracy of information in turn depends on theispg@roperties of

the file system running above. In the process of developingtezhniques and
case studies, we found this reasoning to be quite challgngimd recognized the
need for a more systematic formal framework to model sematisks and their

interaction with file systems.

Towards the end of this thesis, we present a formal logicdprasenting and
proving properties about file systems and semantic diskthoAgh the intended
initial goal of this logic was to model semantic disks, weritiieed that reasoning
about information available to a semantic disk has a strargligl to reasoning
about file system consistency management, since in botfs,cse information
purely pertains to what can be “known” from on-disk stateud,hwe present this
logic as a way to model file systems in general and reason &heintcorrectness
properties, and then show how we can use it to reason aboainsierdisks.

1.6 Evaluation Methodology

We evaluate our techniques for semantic inference and aisugacase studies
through prototype implementations. To prototype an SDSemgploy a software-
based infrastructure. Our implementation inserts a pselest@e driver into the
kernel interposing between the file system and the disk. 1&inm a software
RAID, our prototype appears to file systems above as a deyior which a file

system can be mounted. The prototype observes the exadtlblad informa-

tion that the disk controller would, and is thus functiogpatientical to a hardware

prototype.

1.7 Contributions

The key contributions of this dissertation are as follows:

e The formulation and design of techniques by which a blockelbastorage
system can infer various pieces of semantic informatiorecmehth modern
file systems, despite the uncertainty caused due to filerayssgnchrony.

e The design, implementation, and evaluation of a varietyrotqtype case
studies that demonstrate that semantic disks can sigrtificamprove stor-
age systems along various axes such as availability, $gcand perfor-
mance. The case studies also serve to explore the costsaflipgthe
functionality within a semantic disk, in terms of perforngarand implemen-
tation complexity.



e The design of variousonservativetechniques to circumvent fundamental
uncertainty in semantic inference. These techniques etisatan SDS func-
tionality can still provide correctness guarantees (sucinaecure delete)
despite being based on inherently inaccurate information.

e The identification of various dynamic file system propertlest impact the
effectiveness and accuracy of semantic inference andmtjao of the limits
of semantic inference under such properties.

e The formulation of a logic framework and proof system fors@ang about
file systems and semantic disks, and demonstration of tleetefness of
the framework in representing file system properties andipgohigh-level
correctness guarantees about file systems, and theirdtiteravith semantic
disks.

1.8 Outline

The rest of this dissertation is organized as follows. Céapprovides background
information on modern storage systems and file systems. &pt€h3, we present
an overview of the basic SDS approach and compare it withnaltiee approaches
to addressing the information gap in storage. We descrieadthniques that an
SDS uses to track semantic information in Chapter 4, andeptesome simple
case studies that exploit this information to improve fiorality in Chapter 5. In
Chapter 6, we present D-GRAID, the system that improvesageavailability by
exploiting semantic knowledge. Chapter 7 presents FADEd2carre deleting disk
that shreds deleted data by inferring logical deletes. Iapfdr 8, we extend our
semantic disk technology to work underneath databasemsgstehapter 9 presents
our formal logic framework to reason about file systems amdasgic disks. We
discuss related work in Chapter 10, and we conclude andstiscture directions
in Chapter 11.






Chapter 2

Background

In this chapter, we provide background information on mod&orage systems
and file systems. First, we describe the range of functign#tat modern stor-

age systems already provide, hinting at the complexity hadektent of low-level

knowledge available in such storage systems. We then gaimhckground on the
various file systems we consider for semantic inference.

2.1 Modern Storage Systems

Storage systems today constitute a huge industry, rangingdesktop hard drives
to mid-range and high-end storage servers. Due to avatijabflcheap processing
power and memory, the level of intelligence in storage hanlwn the rise. This
is exemplified by the high-end storage systems availableytofbr example, the
EMC Symmetrix storage system has hundreds of processorstand 256 GB
of RAM [29]. Storage systems use this processing power tlagg o implement
a wide range of optimizations transparent to higher layéth® system. In this
section, we briefly describe some common examples of fumality that modern
storage systems provide.

2.1.1 RAID layout

A very common feature available in most enterprise storggtems today is tol-
erance to a small number of disk failures. By spreading daiasa multiple disks
with some redundant information, the storage system camatie a fixed number
of failures without losing data [77]. Spreading data acrosstiple disks also im-
proves performance, since the storage system can exptaltglism across several

9
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disks.

There are various levels of RAID, each varying in the exagbld strategy em-
ployed for redundancy. The two most common RAID levels ardRA (i.e., mir-
roring), and RAID-5 {.e., parity). In RAID-1, each disk block is mirrored across
two disks, resulting in a 100% space overhead. RAID-5 aelsibetter space effi-
ciency by computing a parity block for each row of data bloaksoss the various
disks. For example, thé" parity block will be the XOR of the'* block in each
of the disks. A common variant of RAID-1 extended for the cafseore than two
disks is RAID-10, where data is striped across mirroredspdor example, in an
8-disk RAID-10 system, there are 4 mirrored pairs, and dattriped across the
pairs.

Given the complex performance and space trade-offs bettheamrious RAID
schemes, certain storage systems adaptively choose Hi&AED level for a given
workload, and migrate data across RAID levels based on squaterns [117].
Such optimizations result in dynamic mappings betweerchdgind physical blocks
that the storage system explicitly keeps track of.

2.1.2 NVRAM buffering

Storage systems today perform buffering of writes in nolatle RAM for better
performance [29]. When a write request arrives from the khgstem, the storage
system simply writes it to NVRAM and returns success on thieywthe actual
propagation of the write to disk occurs at a later time wherNWRAM gets filled
or after a certain delay threshold. This enables better ejoguof writes to disk
resulting in better scheduling performance.

2.1.3 Block migration

Traditional RAID follows a systematic pattern in choosingigh disk (and which
physical block) a given logical block is mapped to. For exlnm a NV disk
system, logical block will be mapped to the disk moduloN. However, storage
systems today sometimes break this mapping by migratingkblacross disks for
reasons such as load balancing to eliminate specific hetspabiding bad blocks
on disk, etc. To keep track of the logical-to-physical magpsuch storage systems
maintain an internal indirection table that tracks the tmraof the blocks that have
migrated [117].
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2.1.4 Summary

While storage systems have been getting smarter at prgvalimide range of op-
timizations as described above, higher layers of the syst#wiew them as sim-
ple disks, as they were a few decades ago. The linear addqrass abstraction
provided by SCSI hides all the complexity of modern storage.a result, mod-
ern storage systems exclusively have a rich amount of leetlenowledge €.9,
number of disks in RAID array, RAID layout strategy, logitatphysical block
mapping, etc.) and controé(g, choosing which blocks are buffered in NVRAM).

2.2 File System Background

Techniques for tracking semantic information from withire tstorage system are
dependent on the characteristics of the file system aboveth&Vefore study the
range of techniques required for such inference by expeatimg underneath three
different file systems: ext2, ext3, and VFAT. Given that exd2 two modes of oper-
ation (synchronous and asynchronous modes) and ext3 legstiades (writeback,
ordered, and data journaling modes), all with differentatpdehaviors, we believe
these form a rich set of file systems. In Chapter 7, we alsort@mosome limited
experience underneath the Windows NTFS file system.

In this section, we provide some background information hwn tarious file
systems we study. We discuss both key on-disk data strgcamd the update
behavior.

2.2.1 Common properties

We begin with some properties common to all the file systemsansider, from
the viewpoint of tracking semantic information. At a bagwedl, all file systems
track at least three kinds of on-disk metadata: a struchatttacks allocation of
blocks €.g, bitmap, freelist), index structures., inodes) that map each logical
file to groups of blocks, and directories that map humanakidpath names to
logical files.

File systems manage data across two domains: main memonjisiadit any
given time, the file system caches a subset of blocks in merBafpre modifying
a block, the block is read from memory, and is written backis dome time after
the modification.

A common aspect of the update behavior of all modern file systsasyn-
chrony When a data or metadata block is updated, the contents dfltick is
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not immediately flushed to disk, but instead, buffered in rmgnior a certain in-
terval (.e., thedelayed write intervgl Blocks that have been “dirty” longer than
the delayed write interval are periodically flushed to dike order in which such
delayed writes are committed can be potentially arbitraiiriough certain file sys-
tems enforce ordering constraints [32].

2.2.2 Linux ext2

The ext2 file system is an intellectual descendant of the 8eylk-ast File System
(FFS) [65]. The disk is split into a set bfock groups akin to cylinder groups in
FFS, each of which contains inode and data blocks. The #lbocatatus (live or
dead) of data blocks is tracked throulgitmap blocks Most information about a
file, including size and block pointers, is found in the fileiede. To accommodate
large files, a few pointers in the inode pointindirect blocks which in turn contain
block pointers.

While committing delayed writes, ext2 enforces no ordexi@tsoever; crash
recovery therefore requires running a tool lifszk to restore metadata integrity
(data inconsistency may still persist). Ext2 also has alypmous mode of oper-
ation where metadata updates are synchronously flushedkpsdimilar to early
FFS [65].

2.2.3 Linux ext3

The Linux ext3 file system is @urnaling file system that evolved from ext2, and
uses the same basic on-disk structures. Ext3 ensures rzetadaistency by write-
ahead logging of metadata updates, thus avoiding the nepdrtorm an fsck-
like scan after a crash. Ext3 employs a coarse-grained nufdednsactions; all
operations performed during a cert@pochare grouped into a single transaction.
When ext3 decides to commit the transaction, it takes andmany copy-on-write
snapshot of dirty metadata blocks that belonged to thasacion; subsequent
updates to any of those metadata blocks result in a new inemeoopy, and go
into the next transaction.

Ext3 supports three modes of operation.ohldered datamode, ext3 ensures
that before a transaction commits, all data blocks dirtiedhiat transaction are
written to disk. Indata journalingmode, ext3 journals data blocks together with
metadata. Both these modes ensure data integrity aftersh. ciidhe third mode,
data writeback does not order data writes; data integrity is not guaranieehis
mode.
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2.2.4 VFAT

The VFAT file system descends from the world of PC operatirgjesys. In our
work, we consider the Linux implementation of VFAT. VFAT ap&ons are cen-
tered around thdile allocation table (FAT)which contains an entry for each al-
locatable block in the file system. These entries are usedcetd the blocks of
a file, in a linked-list fashion. For example, if a file’'s firdbbk is at address,
one can look in entry of the FAT to find the next block of the file, and so forth.
An entry can also hold an end-of-file marker or a setting thdiciates the block
is free. Unlike WNIx file systems, where most information about a file is found in
its inode, a VFAT file system spreads this information actbes=AT itself and the
directory entries; the FAT is used to track which blocks hglto the file, whereas
the directory entry contains information like size, typmmation and a pointer to
the start block of the file. Similar to ext2, VFAT does not mne® any ordering in
its delayed updates.

2.2.5 Windows NTFS

NTFS is the default file system used in Windows today. LIk&eXITFS is a jour-
naling file system. The journaling mode that NTFS employsesaaiata journaling
where only metadata operations are journaled; there is nivagnt of the data
journaling mode of ext3.

The fundamental piece of metadata in NTFS is the Master RlHeT(MFT);
each record in the MFT contains information about a uniqwe fvery piece of
metadata in NTFS is treated as a regular file; file O is the MBdlfitfile 2 is the
recovery log (similar to the ext3 journal), and so on. Theddtion status of all
blocks in the volume is maintained in a file called the clusiiémap, which is
similar to the block bitmap tracked by ext2. In addition, Ng€ontains extensible
metadata in the form of attribute lists for each logical file.
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Chapter 3

Semantic Disks: An Overview

Before getting into the details of how a semantically-srdésk system extracts and
uses knowledge about the file system, we first present anieweof our approach,
and discuss its merits and demerits in comparison to atfeenapproaches.

3.1 Basic Approach

The basic idea presented in this thesis is to build a stonggjera that understands
higher-level semantic information about the file systema(database system), but
does so without requiring any changes to the existing blmded SCSI-like inter-
face to storage. Suchsemantically-smart disk systdnfers semantic knowledge
about the file system by carefully observing the block-lexegld and write traf-
fic, and combining this observation with a minimal amount wiedded knowl-
edge about the file system. Since the embedded knowledgdaelchniques are
somewhat specific to the file system running on top, thereasel bf dependency
created between the file system and the storage system.

3.1.1 Benefits and concerns

Implementing new functionality in a semantically-smarskdsystem has the key
benefit of enabling wide-scale deployment underneath arodiirad SCSI inter-

face without any OS modification, thus working smoothly végtisting file systems
and software base. Although there is some desire to evodvntarface between
file systems and storage [36], the reality is that currergriates will likely sur-

vive much longer than anticipated. As Bill Joy once said,st®yns may come and
go, but protocols live forever”. Similar to modern processihat innovate beneath

15
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unchanged instruction sets, a semantic disk-level imptéatien is non-intrusive
on existing infrastructure. An individual storage vendanalecide to provide a
new functionality and can just sell the enhanced storagesywithout having to
interact with other layers of the system or achieve industrysensus.

However, because semantically-smart storage systemgeangore detailed
knowledge of the file system that is using them, a few concerise on the com-
mercial feasibility of such systems. We consider three roaircerns.

The first concern that arises is that placing semantic krdydevithin the disk
system ties the disk system too intimately to the file systbove. For example,
if the on-disk structure of the file system changes, the goiystem may have
to change as well. We believe this issue is not likely to bélematic. On-disk
formats evolve slowly, for reasons of backwards compatybilFor example, the
basic structure of FFS-based file systems has not changealitsrintroduction in
1984, a period of almost twenty years [65]; the Linux ext2 $istem, introduced
in roughly 1994, has had the exact same layout for its lifetirinally, the ext3
journaling file system [111] is backwards compatible witl2esmn-disk layout and
the new extensions to the FreeBSD file system [27] are baclsn@mpatible as
well. We also have evidence that storage vendors are alne#lilyg to maintain
and support software specific to a file system; for exampke BWC Symmetrix
storage system [29] comes with client-side software thatucelerstand the format
of most common file systems. Similarly, storage systems #&EC can recognize
an Oracle data block and provide an extra checksum to adsatre block write
(comprised of multiple sector writes) reaches disk atollyi¢a5], again illustrat-
ing that storage vendors are already willing to put in midiemaount of knowledge
about specific higher layers.

The second concern is that the storage system needs sefamiitedge for
each file system with which it interacts. Fortunately, tremenot a large number of
file systems that would need to be supported to cover a lasgtidn of the usage
population. If such a semantic storage system is used with syfstem that it does
not support, the storage system could detect it and turrisofipecial functionality
(e.g, revert revert to a normal storage system). Such detectonbe done by
simple techniques such as observing the file system ideritifitbe partition table
or looking for a magic number in the super block, similar tahibe host operating
system would detect the file system that a disk contains wistarts up.

One final concern that arises is that too much processindeiequired within
the disk system. We do not believe this to be a major issuausecof the general
trend of increasing disk system intelligence [1, 88]; axpssing power increases,
disk systems are likely to contain substantial computatiabilities. Indeed, mod-
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ern storage arrays already exhibit the fruits of Moore’s | fnwvexample, the EMC
Symmetrix storage server can be configured with 100s proceasd upto 256 GB
of RAM [29].

3.2 Alternative Approaches

In this section, we discuss alternative approaches to ssidigethe problem of in-
formation divide between the file system and the storagesysind compare them
to the SDS approach. First, we describe an approach of ékptbanging the in-
terface to storage to convey richer information. Secondloek at other implicit
forms of information extraction besides the SDS approach.

3.2.1 Explicit

The explicit approach involves changing the interface ketwfile systems and
storage, to convey richer information across both layeos.ifstance, the storage
system could expose low-level information about its lay@ug, failure bound-
aries) to the file system [24], and then the file system collizeithis knowledge
for better layout. Alternatively, the file system could egjply communicate se-
mantic information to the storage systeenq, notify the storage system on logical
operations such as deletes), which can then be used by thgestsystem to imple-
ment new functionality. These techniques, while being etably less complex
than our approach, have a few major drawbacks. First, chgrnbie interface to
storage raises legacy issues in terms of the huge existimegtiment on the block-
based interface. Second, adopting a new interface to €oeggires broad industry
consensus, which is often extremely slow to occur. Finalldgemand for such a
new interface often requires industry-wide agreement emclgsar benefits of the in-
terface, which is difficult to achieve without actually hagithe interface deployed;
this chicken-and-egg problem is another key weakness @athproach.

Although the explicit approach has problems with regardrézficality of im-
mediate deployment, it also has some benefits. The first hénefiong the axis
of system complexity; the explicit approach conceivabbufts in simpler systems
than those built on semantic inference. Second, the setrdiski approach incurs
performance costs in inferring file system information; lexocommunication of
the information can be potentially more efficient. In Chaptewe quantify the
costs of the SDS approach relative to the explicit approaclihe context of a
specific case study.



18

3.2.2 Implicit

Implicit approaches are intended to address the bootstrgppsue with the ex-
plicit approach; the implicit approach requires no charngethe existing storage
interface, and involves inference of additional inforroativhile adhering to exist-
ing interfaces. Semantically-smart disks are an examptaeofmplicit approach.
In this subsection, we discuss other alternative impliggiraaches besides the SDS
approach.

The first alternative is to have the file system infer inforioratibout the storage
system, in contrast to the SDS approach where the storatggnsysers informa-
tion about the file system. The main problem with this appgndadhe inadequacy
of implicit observation channels that the file system cantasefer information.
Implicit techniques rely on careful observations on an inipthannel, and the ef-
ficacy of the inference depends on the richness of this imgl@annel. From the
viewpoint of the storage system, this channel is rich bexdhs file system has
to inevitably store data in the storage system; the conthtise data written by
the file system constitutes a rich information channel fer storage system, and
semantic disks use this channel to make inferences. Inaginthe information
channel from the viewpoint of the file system is very fragitdl that the file sys-
tem can observe are specific timing characteristics of iceregjuests [25, 120].
This limited channel is often insufficient given the rangeopfimizations modern
storage systems perform.

Another implicit approach that is pertinent idbkck-boxapproach, where the
storage system simply uses the logical block stream to mafleeences such as
correlating related blocks based on observing sequend#saifs that are accessed
together [61]. This approach has the advantage of requirinimformation about
the file system. The main disadvantage with such a black-pproach, however,
is that its applicability is limited to a very small class afhf:tionality; for example,
it cannot be used for implementing functionality where eotness is paramount.
Since the black-box approach is fundamentally heuristd @pproximate, such
techniques cannot provide any guarantees in terms of theaxycof information.
As we show in the rest of this thesis, the SDS approach enahjgementing more
aggressive classes of functionality that utilize semamimwvledge in ways that can
impact correctness. Further, such black-box techniquedragile to concurrent
interleavings of independent streams.
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3.3 Evaluation Methodology

We evaluate the techniques for semantic inference and timugacase studies uti-
lizing the information, through prototype implementasorTo prototype an SDS,
we employ a software-based infrastructure. Our implentiemanserts a pseudo-
device driver into the kernel, which is able to interpose raffic between the file
system and the disk. Similar to a software RAID, our protetgppears to file
systems above as a device upon which a file system can be rdounte

The primary advantage of our prototype is that it observes#ime block-level
information and traffic stream as an actual SDS, with no caang the file system
above; thus, conceptually, transferring the functiogdliom the pseudo driver to
an actual hardware prototype is straightforward.

However, our current infrastructure differs in three imtpat ways from a true
SDS. First, and most importantly, our prototype does noeltirect access to low-
level drive internals €.g, current head position); using such information is thus
made more difficult. Second, because the SDS runs on the sateensas the host
OS, there may be interference due to competition for ressyritus, the perfor-
mance overheads incurred by our prototype could be pes&imigtimates of the
actual overheads. Third, the performance characteristit® microprocessor and
memory system may be different than an actual SDS; howeigr;dnd storage
arrays already have significant processing power, and thiepsing capacity will
likely trickle down into lower-end storage systems.

Platform

We have experimented with our prototype SDS in the Linux 2@ lanux 2.4 op-
erating systems, underneath of the ext2, ext3, and VFATyideems, respectively.
We have also had limited experience underneath the WindolisSNile system
where we interpose underneath a virtual machine runningdViss XP. Some of
the initial case studies work only underneath the ext2 fistesy, while later case
studies such as D-GRAID and FADED operate underneath otheytems. Most
experiments in this paper are performed on a processordlalow” by modern
standards, a 550 MHz Pentium lll processor, with 5 10K-RPMI8LZX disks.
In some experiments, we employ a “fast” system, comprised26 GHz Pentium
IV, to gauge the effects of technology trends.
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Chapter 4

Acquiring Semantic Knowledge

“To know that we know what we know, and that we do not know whdbwe
not know, that is true knowledgeConfucius

In this chapter, we discuss how a semantically-smart diskegy tracks file
system-specific semantic information underneath a bledet interface. We iden-
tify two classes of semantic information that are pertinenthe storage system:
static and dynami¢ and present various techniques to track these two clagses o
information. We then discuss how file system asynchronyifségntly limits the
extent and accuracy of semantic information that can b&edhevithin an SDS.
Finally, we evaluate the costs of our various techniquesdanantic inference.

4.1 Static Information

The basic piece of information that an SDS requires is kndgdeabout the key
on-disk data structures used by the file system. Such intiwmés static because
it does not change for a given version of a file system. Theistre of an inode in
the Linux ext2 file system and the specific fields in the sujpetbhre examples of
static information. It is important to note that static infation does not include
the entire realm of information about on-disk layout. Ciartile systems could
store file data within inodes for small files; in such cases,ftinmat of the inode
is not strictly static. However, the file system in this caas & way of determining
whether a given inode stores data inline, perhaps basedme specific field in
the inode. This field, together with the other static fieldthie inode alone would
constitute static information for such a file system.

Given the immutability of static knowledge for a given filesgym, imparting
this information to the SDS is quite straight-forward; weedily embed this infor-
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mation into the SDS. Instead of hardcoding this informaiida the SDS, we could
also communicate it through a separate administrativeredaman offline fashion;
most modern storage systems have such separate admivestiannels [29]. An-
other alternative would be to encapsulate this informatioan add-on hardware
card that plugs into the storage system. In summary, aletbeshniques assume
“white-box” knowledge of this static information.

Another approach to impart static information would be ttomatically fin-
gerprint the on-disk structures of the file system usingy boxtechniques [103].
Such techniques can sometimes enable automatic detedtiminor changes to
on-disk formats. However, for the remainder of this thegis, will assume that
the SDS has static information about on-disk format throoigé of the white-box
techniques mentioned above.

Embedding static information about the file system into tiESSaises the
concern of tying the storage system to the specific file systbave. However,
as discussed in Chapter 3, given the stability of on-disknis and the relatively
small number of file systems in popular use, creating suchpardiency is rea-
sonable; current storage systems already have instanseslotiependency to file
systems [29], or even to databases [15].

4.2 Dynamic Information

While static information about the on-disk structures af fthe system is crucial
in a semantic disk, static information alone is not suffitterprovide a large class
of useful functionality. To enable useful functionalithet SDS requires dynamic
information about the operation of the file system. Dynamforimation involves
properties of blocks that keep constantly changing at tiesfjistem, or higher
level operations that the file system performs. For exaniplewing from within
the SDS whether a block is live or deade(, whether it contains valid data or it
is free) is one example of dynamic information, because ristantly changes as
blocks are allocated or deleted within the file system.

In this section, we describe various techniques to infdediht kinds of dy-
namic information within an SDS. Many of the techniques mgcexploiting the
static knowledge about on-disk structures that the SDS@yrdnas, to carefully
watch updates to those structures; for example, the SD$srwotraffic to inode
blocks and data bitmap blocks. In many cases, the SDS requinetionality to
identify how a block has changed, in order to correlate tlobsages to higher level
file system activity that could have led to the changes. Fangie, the SDS can
infer that a data block has been allocated within the fileesysivhen it observes
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the corresponding bit change from 0 to 1 in the data bitmap.

The SDS tracks changes to blocks via block differencing.ngbaletection is
potentially one of the expensive operations within an SDSvi@ reasons. First,
to compare the current block with the last version of the kldlee SDS may need
to fetch the old version of the block from disk; however, toidvthis overhead, a
cache of blocks is employed. Second, the comparison itsgjf Ime expensive: to
find the location of a difference, each byte in the new bloclsinme compared with
the corresponding byte in the old block. This cost can beaeddior certain meta-
data blocks by skipping portions of the block that are umagtng; for example,
when differencing an inode block, the SDS might be able tp skanning through
inodes that are marked deleted. We quantify these coststinSd.4.

We describe below techniques for the two most common inEeemade within
an SDS:classification(i.e., tracking the type of a block) andssociation(e.g,
which inode a block is associated with). We then discuss th@a\3DS can track
higher level file system activity such as file creations andtims through the pro-
cess ofoperation inferencing An SDS can use some or all of these techniques to
implement its desired functionality.

For simplicity, we first discuss the techniques based on fisairaption that
the file system above synchronousn its meta-data updates. The BSD FFS file
system and Linux ext2 in synchronous mode fit into this asgiampIn the next
section, we discuss the implications of asynchrony and haa&n complicate the
techniques for tracking dynamic inform